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DDoS verso  UniPisa

Sorgente Destinazione Traffico %1sul1totale:12.91TB

CHINA169)BACKBONE(AS4837) UNI)Pisa 251.36=GB 8.45%
CHINANET)BACKBONE(AS4134) UNI)Pisa 150.61=GB 5.06%
COMCAST)7922(AS7922) UNI)Pisa 109.69=GB 3.69%
CHARTER)NET)HKY)NC(AS20115) UNI)Pisa 41.97=GB 1.41%
SHAW(AS6327) UNI)Pisa 38.06=GB 1.28%
CTTNET(AS9394) UNI)Pisa 28.8=GB 0.97%
Telemar(AS7738) UNI)Pisa 23.89=GB 0.80%
UUNET(AS701) UNI)Pisa 22.93=GB 0.77%
ROADRUNNER)WEST(AS20001) UNI)Pisa 22.92=GB 0.77%
CABLE)NET)1(AS6128) UNI)Pisa 21.48=GB 0.72%
Global(AS18881) UNI)Pisa 20.5=GB 0.69%
Brasil=Telecom=S/A(AS8167) UNI)Pisa 20.25=GB 0.68%
COGECOWAVE(AS7992) UNI)Pisa 19.86=GB 0.67%
SCRR)10796(AS10796) UNI)Pisa 19.5=GB 0.66%

=+ +

I  potenziali   effetti  di  rete  di  
attacco  su  utenza  a  10G

27/12/2014

cogent L3-‐link1 L3-‐link2 UniPisa
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151.100.8.114 2736( 2.0) 4.9 G(94.2) 215.4 G(54.9) 4.5 M 1.6 G

DDoS da  UniRoma1
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http://cert.garr.it/documentazione/articoli-‐tecnici/25-‐articolo-‐ntp-‐ddos
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SDN:  Contrail,  NFV,  vCPE
Risultati  preliminari
G.Viola,  C.Valli,  M.Marletta,  I.Tomic
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CONTRAIL  (MULTI-‐VENDOR)  SW  
ARCHITECTURE

Physical  IP  Fabric
(no  changes)

CONTRAIL  
CONTROLLER

Linux  Host  +  Hypervisor

ORCHESTRATOR

Linux    Host  Hypervisor

vRouter vRouter

Network  /  Storage  
orchestration

Compute  
orchestration

…

Control  Plane:  BGP  Control  Plane  
(logically  centralized,  physically  
distributed  Controller  elements)

Gateway

Config Plane:  Bi-‐directional  real-‐time  
message  bus  using  XMPP

… …

Scale-‐out  Multi-‐vendor  VNFs  can  
run  on  the  same  platform

Interoperates  with  different  
Orchestration  systems  

Integrates  with  
§ different  Linux  Hosts,  
§ multiple  hypervisors,  and  
§ multi-‐vendor  X86  servers

Multi-‐vendor  SDN  Gateway  (any  router  
that  can  talk  BGP  and  the  
aforementioned  tunneling  protocols)  

Data  Plane:  Overlay  Tunnels  
(MPLSoGRE,  MPLSoUDP,  VXLAN)

Automation:  REST  APIs  to  integrate  
with  different  Orchestration  Systems

Internet  /  WAN    
or  Legacy  Env.

(Config,  Control,  Analytics,  Svr  Mgmt)
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Virtual  and  physical  infrastructure
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vCPE,  le  scuole  e  non  solo
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vCPE Services
• Infrastructure -‐ IaaS
• Unified ThreatManagement  (UTM)  
(Mainly can  be  considered for  the  
Schools  Project)
• Antivirus  – AVaaS
• Antispam  – ASaaS
• Stateful FW  -‐ FWaaS
• Content  filtering -‐ CFaaS
• Parental control/  URL  filtering – UFaaS

• Public  and  Private  Web  Services  with  
DDoS protection
• Advanced  Firewall/NAT
• Remote  Access  using SSL  VPN  technologies
• CentralizedWLAN  Controller
• VoIP  SIP  Gateway/PBX

• Virtualized services can  have the  
following characteristics:
• L2  or  L3  sCPE/Access  Network
• Managed Enterprise  vCPE Service
• Customer Trafficover  IPv4  and  IPv6
• L3VPNs
• Per-‐customer for  Enterprise  vCPE
• Shared-‐service  for  Enterprise  vCPE
• Direct  Internet  Access
• NAT  service
• Implemented in  PE  (MS-‐MPC,  MS-‐PIC)
• Implemented in  Service-‐Chain  (VNF,  e.g.  
Firefly Perimeter)

• Other VNFs
• Layer 2  Service-‐Chains
• Layer 3  Service-‐Chains
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vCPE Models and  Architecture
There are  three general  vCPE concepts or  models of  implementation:
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Use  Case:  vCPE
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Use  Case:  vCPE +  Web  Hosting
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Ulteriori  casi  d’uso
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Use  Case:  Private  or  Hybrid  Cloud

Virtual  Environment/Private  Cloud

Orchestrazione

Physical Servers

Gestione  centrale  delle  
politiche  di  sicurezza  sia  
dell’infrastruttura  fisica  che  
virtuale
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Use  Case:  Hosting  Public  CloudUse  Case:  Hosting  Public  Cloud Sicurezza  
dedicata  per  
ogni  utente  

finale
Fornire  protezione  
e  connettività  a  
quanti  hanno  

macchine  virtuali  
ospitate  

nell’infrastruttura  

L2/L3-‐VPN L2/L3-‐VPN L2/L3-‐VPN
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Considerazioni  e  prossimi  passi

• La  virtualizzazione  sta  offrendo  la  possibilità  di  concentrare  all’interno  del  
data  center  alcuni  dei  servizi  di  rete  prima  su  ferro
• Molti  vendor stanno  commercializzando  VM  in  grado  d’implementare  le  
funzioni  di  rete:
• firewall,  antivirus,  ips,  content-‐filtering,  ecc.  

• I  possibili  casi  d’uso  possono  avere  ricadute  in  diversi  contesti:
• scuole,  hosting,  data  center  consolidation,  ecc

• Verificare  la  robustezza  complessiva  mediante  casi  d’uso  
• puntiamo  verso  un  ambiente  di  pre-‐produzione  ad  uso  interno

• Realizzare  una  configurazione  HA  su  due  site  sia  per  i  servizi  che  per  il  
controller
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