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Requisiti hardware

Network node e compute node(s)

NIC aggiuntivo rispetto a quelli della configurazione standard

Sottoreti

Sottorete (pubblica) aggiuntiva con indirizzo diverso dalla ext-net (su
cui vengono assegnati gli IP ai gateway dei virtual router o i floating IP)

( possibilita di configurazione con 2 soli NIC?.....)



Bridge in OpenStack
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Configurazione base — GRE
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Configurazione base — GRE

Internet
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semplicita di gestione per il sysadmin



Bridge per rete pubblica FLAT
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Configurazione Open vSwitch

# ovs-vsctl add-br br-ex?2 creare bridge per rete flat

agganciarlo alla seconda
interfaccia pubblica

# ovs-vsctl add-port-br-ex2 eth?2

# lp a add <PUBLIC_IP>/24 dev br-ex? assegnarg” un IP (Opz_)

e possibile configurare
bridge e interfaccia
senza IP

e:0




Configurazione interfacce di rete

auto

iface inet manual
up 1ip address add 0/0 dev SIFACE

up ip link set SIFACE up
down ip link set SIFACE down

auto
i1face inet manual
up 1ip address add 0/0 dev SIFACE

up ip link set S$SIFACE up
down ip link set $IFACE down

interfaccia
pubblica

bridge




Configurazione Neutron

configurare ml2_conf.ini per flat network, sez. [ovs]

network vlan ranges = physnetl

bridge mappings = physnetl:br-ex2

e sez. [ml2_type_flat]

flat networks = physnetl

su network e compute node

specificare nel file I3_agent.ini I'ID della rete external
Su cui settare i gateway dei virtual router

gateway external network i1d = <EXT NET ID>

<EXT_NET_ID> é I'ID della rete EXT (NON FLAT)




Creazione rete

# neutron net-create \ creare la rete
--tenant-id <ADMIN TENANT ID> \ nel tenant admin
—--provider:network type=flat \ di tipo flat
--provider:physical network=physnetl \ collegata alla rete fisica
--shared True \ condivisa fra i tenant

--router:external True \ con routing esterno

public-net di nome public-net

creare le subnet, senza dhcp, e settando
adeguatamente gateway e DNS

...ready to go...



Esempio: VM con IP pubblico
Floating IP

90.147.102.121 a admin-rou..

Router

192.168.0.1

nstance_..

Instance

prova-ip-floating _Ip_instance-7wxkf7k202ba x
ID e0als8 -

STATUS @AC Specs

» view instance detalls  Flavour
m1.small

RAM
‘-.‘, 2GB
VCPUs
g 1VCPU
Disk
20GB

L L

IP Addresses

Admin_Private_Net
192.168.0.12, 90.147.102.130



Esempio: VM con IP pubblico
Floating IP

90.147.102.121 % admin-rou..

Router

192.168.0.1

nstance_..

Instance

00.147.75.114

(Mova-ip-floating Ip_instance-7wxkf7k202ba x
ID e0als8 S
sTaTUS @AC SPecs

-

Instance
iew instance detalls ~ Flavour
m1.small
RAM
2GB
VCPUs
1VCPU
Disk
20GB

L L

IP Addresses

IP privato tradotto dal virtual router Admin_Private_Net

192.168.0.12, 90.147.102.130




Esempio: VM con IP pubblico
Flat Network

Specs

Flavour
2cpu-4GB-20dsk
RAM
4GB
sharelatex VCPUs
ID 07446c65-9759-4¢ 2 VCPU
STATUS @ ACTIVE Disk

20GB
.: » view instance details » open co
an 147 1021 olanhant

IP Addresses

Public-Net
90.147.102.200

-~



Esempio: VM con IP pubblico
Flat Network

Specs

Flavour
2cpu-4GB-20dsk
RAM
4GB
sharelatex VCPUs X
ID 07446c65-9759-4¢ 2 VCPU )
STATUS @ ACTIVE Disk
20GB

5 details » open co m

\ IP Addresses

Public-Net
90.147.102.200




Esempio: VM con IP pubblico
Flat Network

Specs
Flavour
2cpu-4GB-20dsk
RAM
4GB
sharelatex VCPUs
ID 07446c65-9759-4¢ 2 VCPU
STATUS @ ACTIVE Disk
20GB
» view instahsg details » open co
anu4A7 1o 1m
IP Addresses
%m.i.bmmmogm X3 = PUbHC‘Net
SarLa LAY AMO ©0DONIFO0 S HAY B ds & MM E & Evek Bsocesr & ey - > 90.147.102.200

your@email.com



Use-case: VM con IP pubblico e
privato

192.168.99.4 E rstudio

Instance

192.168.99.2 services 90.147.102.197

Instance

IP Addresses

Networkanalysis-Net
192.168.99.2

Public-Net
90.147.102.197



Use-case: VM con IP pubblico e
privato

192.168.99.4 E rstudio

Instance

(&) |
192.168.99.4" services 0.147.102.197

I Instance I

NetworkanalysisjNet
192.168.99.2

Public-Net
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Use-case: VM con IP pubblico e
privato

192.168.99. :

rstudio

securing web
services in private
networks

Instance

-

192.168.99. E services I

Instance

800 /Qnsmdio Sign In

& - C f [3 services.cloud.ba.infn.it/rstudio
M Bwéeg e BYXIMO 080N LyvyESdHXHM

Rstudio

IP Addresses

Networkanalysis-Net ‘ ‘
192.168.99.2 proomt |
PUblic-Net [ Stay signed in
[ signn |
90.147.102.197




Altri possibili use-case e
osservazioni

Router piu “sofisticati”

Ripartizione di servizi su sottoreti differenti (e.g.
database, web server, ecc.)

Gestione di topologie di rete complesse con

infrastrutture semplici



Guida per la configurazione

https://github.com/infn-bari-school/public-network/wiki



https://github.com/infn-bari-school/public-network/wiki
https://github.com/infn-bari-school/public-network/wiki

LBaaS

Load Balancer as a Service



Load Balancing in OpenStack

Neutron fornisce un servizio built-in di
load balancing per le VM di un tenant

protocolli: TCP, HTTP, HTTPS, ...

metodi: round robin, least connections, source IP, ...
health monitor: TCP, HTTP, HTTPS, PING, ...
maggiore scalabilita

maggiore affidabilita

built-in — facilita di gestione per l'utente laaS



Use-case: 3 server HTTP

Server A
IP: 8.8.8.10

Server C
IP: 8.8.8.12

Server B
IP: 8.8.8.11




Use-case: 3 server HTTP

( pool — insieme di dispositivi raggruppati per bilanciare \

il traffico
Server A Server C Server B
IP: 8.8.8.10 IP: 8.8.8.12 IP: 8.8.8.11
member member member




Use-case: 3 server HTTP
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Use-case: 3 server HTTP

K pool — insieme di dispositivi raggruppati per bilanciare \

il traffico
Server A Server C Server B
IP: 8.8.8.10 IP: 8.8.8.12 IP: 8.8.8.11
member member member
v S o A -~ ¢
~ -
S I -

\\ ’/

\ VIP: 8.8.8.13 J

A

request to

External client




Installazione e configurazione

installare I'agente

# apt-get install neutron-lbaas-agent

configurare il file /etc/neutron/Ibaas-agent.ini (HAProxy)

interface driver = neutron.agent.linux.interface.OVSInterfaceDriver
device driver = neutron.services.loadbalancer.drivers.haproxy.

namespace driver.HaproxyNSDriver

configurare il file /etc/neutron/neutron.conf

service plugins = neutron.services.loadbalancer.plugin.LoadBalancerPlugin




Installazione e configurazione

abilitare il servizio nella dashboard (/etc/openstack-dashboard/local_settings)

far ripartire i servizi

vice neutron-lbaas—-agent restart

vice apache2 restart




GUI - Esempi

Logged in as: admin Settings Help Sign Out

Load Balancer

Members Monitors

openstack Pools
- Pools

=+ Add Pool

Project Admin Name Description Provider Subnet Protocol VIP Actiol

No items to display.

CURRENT PROJECT
admin

v Displaying 0 tems
Manage Compute

Overview

Instances

Volumes

Images & Snapshots

Access & Security

Manage Network creare un pOOI

Network Topology

Networks

Routers

Load Balancers

VPN



Add Pool

Add New Pool *

Name *

try-LBaaS

Description

Provider

haproxy (default)

Subnet *

192.168.0.0/24

Protocol *

HTTPS

GUI - Esempi

Create Pool for current project.

Assign a name and description for the pool. Choose one
subnet where all members of this pool must be on. Select
the protocol and load balancing method for this pool.
Admin State is UP (checked) by default.

Load Balancing Method *

ROUND_ROBIN

Admin State
v




Load Balancer

Pools Members Monitors
Pools
Name Description
try-LBaaS

Displaying 1 tem

GUI - Esempi

Provider

haproxy

Subnet

192.168.0.0/24

Protocol

HTTPS

creare un VIP

Logged in as: admin Settings

=+ Add Pool

Actions

Help Sign Out

il Delete Pools




GUI - Esempi

Add VIP

Specify VIP *

i Create a VIP for this pocl. Assign a name and

try-VIP description for the VIP. Specify an IP address and port
for the VIP. Choose the protocel and session
persistence method for the VIP. Specify the max
cennections allowed. Admin State is UP (checked) by
default.

Description

VIP Address from Floating IPs
Currently Not Supported

Specify a free IP address from 192.168.0.0/24
192.168.0.137

Protocol Port *

65432

Protocol *

HTTPS

Session Persistence

HTTP_COOKIE

Cookie Name

Connection Limit *

-1

Admin State

v




GUI - Esempi

Add VIP

Specify VIP *

i Create a VIP for this pocl. Assign a name and

try-VIP description for the VIP. Specify an IP address and port
for the VIP. Choose the protocel and session
persistence method for the VIP. Specify the max
cennections allowed. Admin State is UP (checked) by
default.

Description

VIP Address from Floating IPs
Currently Not Supported

Specify a free IP address from 192.168.0.0/24
192.168.0.137

Protocol Port *

65432

Protocol *

HTTPS

Session Persistence

HTTP_COOKIE

Cookie Name

Connection Limit *

-1

Admin State

v




GUI - Esempi

Logged in as: admin Settings Help Sign Out

Load Balancer

OpenStaCk Poo! Members Njonitors
o Pools + AddPool | [ [LEFH U
Project Admin [ Name De ption Provider Subnet Protocol VIP Actions
try-LBaaS haproxy 192.168.0.0/24 HTTPS try-VIP Edit Pool | More ~

CURRENT PROJECT
admin
Displaying 1 item
Manage Compute

Overview
creare un member
L ed | : admi Settings el Sign Out
Load Balancer cogedin s ame o
Openstack Pools Members Monitors
Members 4+ Add Member
Project Admin IP Address Protocol Port Pool Actions
No items to display.
;UdR;iflf:‘ e - Displaying 0 tems

Manage Compute

Overview



GUI - Esempi

Add Member

Add New Member *

Pool Add member to selected pool.

Ty-Coaes Choose one or more listed instances to be added to the

pool as member(s). Assign a numeric weight for this
Member(s) * member Specify the port number the member(s) operate
antonacci-vm on; e.g., 80.

¥/ au-e_group-ozu3mzwffabr-
instance_group-0-yo2vcujjutvb

heat-prova

instance_with_volume
) marica-1

marica-test

¥ prova-ip-floating_ip_instance-
7Twxkf7k202ba

Weight *
3

Protocol Port *
65432

Admin State
v




... and so on ...



Guida per I'installazione
e la configurazione

https://github.com/infn-bari-school/LoadBalancer-as-a-Service/wiki



https://github.com/infn-bari-school/public-network/wiki
https://github.com/infn-bari-school/public-network/wiki

GRAZIE PER
L’ATTENZIONE



