Servizi accessibili dall'esterno
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| servizi telnet e ftp sono stati chiusi
Tra circa un mese il nuovo giro di nessus
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Segnalazioni virus

8-12/2013 1-5/2014
INFN 14 (5) 22 (15)
CNR 58 (32) 56 (45)
INAF 4 (4) 5 (5)
ENEA 24 (6) 48 (13)
INGV 33(8) 27 (8)
GARR 2744 (877) 4106 (1330)
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Heartbleed

When a HeartbeatRequest message is received ... the receiver MUST send a
corresponding HeartbeatResponse message carrying an exact copy of the
payload of the received HeartbeatRequest [RFC 6520]

Heartbeat sent to victim

SSLv3 record:
Length
4 bytes

HeartbeatMessage:

Type

Length

Payload data

TLS1_HB_REQUEST

65535 bytes

1 byte

Victim’s response

SSLv3 record:
Length
65538 bytes

HeartbeatMessage:

Type

Length

Payload data

TLS1_HB_RESPONSE

65535 bytes

65535 bytes

www.theregister.co.uk/2014/04/09/heartbleed_explained/

Workshop CCR, LNS, 27 Maggio 2014 3



Heartbleed

* 12k degli 800k nodi piu popolari ancora
vulnerabile (20/5)

e 15/5: segnalati ai 9 APM 12 nodi vulnerabili:
- 443:9
- 465:1
— 8446: 2

e 21/5: solo un nodo ancora vulnerabile
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DRDos
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Servizi buoni per DRDoS

* CharGen / QOTD: 0
* NetBios: 27 — 1

* NTP: 50 (molti router)

e SNMP: 14
e SSDP: 37

Security update

Cat Protocol Port(s) Description
0 SNMP v2 161 Monitoring network-attached devices
7 NTP 123 Time synchronization
—f;‘ DNS 53 (Primarily) Domain name resolution
= NetBios 137 Name service protocol of NetBios API
~> | SSbhp 1900 | Discovery of UPnP-enabled hosts
sy | CharGen 19 Legacy character generation protocol
3 QOTD 17 Legacy "Quote-of-the-day™ protocol
o, BitTorrent any BitTorrent's Kademlia DHT impl.
&l Kad any eMule’s Kademlia DHT impl.
g Quake 3 27960 Games using the Quake 3 engine
3 Steam 27015 Games using the Steam protocol

ZAv2 164XY P2P-based rootkit

2 Sality any P2P-based malware dropper
= Gameover any P2P-based banking trojan
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Il web

130 siti (analisi a campione di Dario Vettore)
* PHP: 35%
— versioni: 4.3.2 - 5.4.20[5.5.9, 5.4.25, 5.3.28]
e CMS: 15%
— Drupal, Joomla (v: 1.5 -1.6), Wordpress (v: 3.3.2 -3.8.1)
* Apache: 73%
- versioni: 1.3.27-2.2.25[2.4.7,2.2.26, 2.0.64]
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| CMS nell'INFN

1.0.X 1+1
1.5.X 9+3
Joomla 1.6.x 1
2.5.X 8
2.5.16 2
3.2.1 2
3.3.2 1
Wordpress 3.4.2 1
3.5.1 1
3.7.1 2
717 1
Drupal
7.22 2+1
Dokuwiki 3
Plone 3
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Applicazioni gestionali

e INFN
— Certificati OK

e completare passaggio a TCS

* un certificato non valido

— Heartbleed OK

— per il resto fanno da sé (esclusa scansioni auditing)
 Mandato informatico (infotn.it)

— certificato casalingo e altro nome

— Qualsys SSL Labs: rating F
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* Server
— applicazioni web
- D(R)D0S

e End user

— phishing e spear

Rischi

phishing

— mobile computing

— windows xp?

— botnet
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