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“What if the same tools 
we use to study the 
universe could help us 
understand the digital 
world?”



Physics
Jet Classification

Top Quark vs QCD

Scientific Motivation



The top quark is an extremely heavy particle,

and it exists for an incredibly short time (~10⁻²⁵ s).

When it disappears, it leaves behind complex

decay products (such as a W boson and a

b quark). 

We can identify it only through these effects, not

by observing the particle directly.

It is rare to detect, but it provides valuable

information for understanding the fundamental

laws of particle physics.

Fonte: Higgs boson riding a supercar | CMS Experiment

TOP QUARK

https://cms.cern/news/higgs-boson-riding-supercar


QCD Background Jets (noise)
• QCD is the theory of the strong interaction, binding quarks and 

gluons inside hadrons.

• In high-energy collisions, quarks and gluons interact, then 
fragment and hadronize, producing color-neutral hadrons.

• These hadrons emerge in a collimated spray of particles: a jet.

• Jets are ubiquitous at the LHC and form the dominant background
when searching for rare processes (e.g., top-quark decays, BSM 
signatures).

• Since QCD jets can mimic signal jets, separating them is a 
non-trivial classification problem.

• Effective top-tagging reduces background contamination and 
increases the statistical significance of measurements and 
discoveries.



Can physical principles be 
leveraged to safeguard 
information
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IT-Sphere



IT-Sphere Overview

IT-Sphere

Open 
Banking

Network

Branch
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Payment 

Incident
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Banking
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Banking

Ecosistema IT-Sphere:
Centralized architecturefor

managing diversecomponents of  

a bankingIT infrastructure.



DETECTION 
MECHANISM
(IT-SPHERE) • A datacenter monitoring system within the IT-Sphere 

ecosystem is a complex ensemble of infrastructures and 
technologies designed to continuously observe, analyze, and 
interpret the operational state of thousands of 
interconnected components—including servers, databases, 
network devices, security modules and banking applications.

• It enables proactive incident response, ensures service 
continuity, real-time analytics and event correlation engines.

Fonte: R▲: Image

https://78.media.tumblr.com/e2ecfff896969da3f82afc4e553f4fbe/tumblr_p1ioniM3ld1s32c21o3_1280.gif
https://78.media.tumblr.com/e2ecfff896969da3f82afc4e553f4fbe/tumblr_p1ioniM3ld1s32c21o3_1280.gif
https://78.media.tumblr.com/e2ecfff896969da3f82afc4e553f4fbe/tumblr_p1ioniM3ld1s32c21o3_1280.gif


Events and IT-Sphere

• An IT-Sphere event is a discrete 
occurrence within the IT infrastructure 
that signifies a deviation from expected 
operational behavior—typically 
associated with a system anomaly, 
performance degradation, or potential 
security threat

• Tn the context of datacenter 
monitoring, such an event is 
synthetically referred to as an alarm, 
representing a rare and significant 
signal emerging from the continuous 
flow of transactional data, often 
described as log waves.

Real-Time Manufacturing Analytics Software | PARCview

https://www.dataparc.com/parcview/
https://www.dataparc.com/parcview/
https://www.dataparc.com/parcview/


Alarm-like Top Quark Jet
classification

Alarms like Top Quark Jet - Rare and significant

• Triggered by anomalous or critical system behavior

• Require precise correlation and contextual 
interpretation

• Often associated with service impact, security 
breach, or infrastructure failure

• High informational value per event

• May persist over time (active/cleared states)
See Appendix - Alarms features
See Appendix -Two Levels of Parameters in IT-Sphere

Real-Time Manufacturing Analytics Software | PARCview

https://www.dataparc.com/parcview/
https://www.dataparc.com/parcview/
https://www.dataparc.com/parcview/


Log Waves-like QCD noise:
classification

Log Waves like QCD Background noise

• Frequent, low-significance system logs

• Represent routine operations (e.g., access 
logs, heartbeat signals, status updates)

• Typically uncorrelated and non-critical

• Can obscure meaningful alarms if not filtered

• Low informational value per event

• Often transient and stateless
Real-Time Manufacturing Analytics Software | PARCview

https://www.dataparc.com/parcview/
https://www.dataparc.com/parcview/
https://www.dataparc.com/parcview/


CYBER ATTACK



Cyber attacco massivo
(Layer 7 - DDoS) (1)

Target:
Web Applications (http, https, dns, smtp)

Implications:
Rapid growth in volumes, performance degradation and 
errors

•Application-layer DDoS: exploits specific 
application functions (login, search, APIs) to 
generate load.
•Credential stuffing / Brute force: large-scale login 
attempts using massive combinations of usernames 
and passwords.

(2) Fonte: Create a Firewall Diagram for Network Security

(2)

(1) Distributed Denial of Service

Fonte: internet wargames GIF - Find & Share on GIPHY

https://www.safeaeon.com/security-blog/firewall-diagram/
https://giphy.com/gifs/wargames-wie-karte-1I5ZQjwQnE5YQ
https://giphy.com/gifs/wargames-wie-karte-1I5ZQjwQnE5YQ
https://giphy.com/gifs/wargames-wie-karte-1I5ZQjwQnE5YQ


Cyber attacco nascosto
(Layer 7 DDoS)

Legitimate-like traffic → standard requests, but 
with malicious volumes or parameters.
Adaptive behavior → bots and scripts mimic the 
timing and patterns of real users.

(1) Fonte: Create a Firewall Diagram for Network Security

(1)

Fonte: cyber world GIF - Find & Share on GIPHY

Target:
Web Applications (http, https, dns, smtp)

Implications:
Rapid growth in volumes, performance degradation and 
errors

https://www.safeaeon.com/security-blog/firewall-diagram/
https://giphy.com/gifs/world-attacks-snapshot-ELham0Mveox9e
https://giphy.com/gifs/world-attacks-snapshot-ELham0Mveox9e
https://giphy.com/gifs/world-attacks-snapshot-ELham0Mveox9e


• Distinguish between relevant particles (Top Quarks) and non-relevant ones (QCD background)

Anomaly detetcion - Physics

• Distinguishing meaningful events (alerts) from normal-traffic events (background)

Anomaly detection - IT

Physics & IT Sphere



Event–Noise Classification

Problem Statement Proposed Solution

In monitoring systems, it is necessary to 

distinguish between:

• A continuous stream of transactional data

• An event that represents a rare and 

significant signal for operations and 

security (such as a cyber attack)

Use a class of neural networks already applied to 

particle classification in Physics (Top Quark). The 

model enables a combined use of classical and 

quantum AI (qubits, entanglement).

GNN (Graph Neural Network)



Classic AI

https://arxiv.org/pdf/2408.08701
Xanadu |

https://arxiv.org/pdf/2408.08701#:~:text=In%20this%20paper%2C%20we%20use%20a%20quantum%20convolutional,type%20of%20encoding%2C%20loss%20function%2C%20and%20batch%20sizes.
https://www.xanadu.ai/products/pennylane/


Convolutional Neural 
Network (CNN)

• What it is: a type of artificial 
intelligence used for image 
recognition.

• How it works: it applies “filters” 
that slide over the image and 
look for patterns or details (e.g., 
edges, shapes, colors).

• Why it is useful: it allows a 
computer to understand what is 
in a picture, such as 
distinguishing a cat from a dog.

Fonte: Convolutional Neural Networks Simplified | convolutional-neural-networks-
simplified

https://jangelod.github.io/convolutional-neural-networks-simplified/basics/
https://jangelod.github.io/convolutional-neural-networks-simplified/basics/
https://jangelod.github.io/convolutional-neural-networks-simplified/basics/
https://jangelod.github.io/convolutional-neural-networks-simplified/basics/
https://jangelod.github.io/convolutional-neural-networks-simplified/basics/
https://jangelod.github.io/convolutional-neural-networks-simplified/basics/
https://jangelod.github.io/convolutional-neural-networks-simplified/basics/


Convolutional 
Neural 

Networks 
(CNNs)

• CNNs are neural networks specialized for image recognition
and classification.

• They are used in robotics, autonomous driving, facial 
recognition, and traffic-sign detection.

• Their strength lies in automatically extracting relevant 
features from visual data.Fonte: An Intuitive Explanation of Convolutional Neural Networks –

Ujjwal Karn's blog

https://ujjwalkarn.me/2016/08/11/intuitive-explanation-convnets/
https://ujjwalkarn.me/2016/08/11/intuitive-explanation-convnets/
https://ujjwalkarn.me/2016/08/11/intuitive-explanation-convnets/


Image represented as a pixel matrix

(1) Fonte: An Intuitive Explanation of Convolutional Neural Networks – Ujjwal Karn's blog
(1)

https://ujjwalkarn.me/2016/08/11/intuitive-explanation-convnets/
https://ujjwalkarn.me/2016/08/11/intuitive-explanation-convnets/
https://ujjwalkarn.me/2016/08/11/intuitive-explanation-convnets/


Convolutional Neural Networks Explained with Examples

Come funziona?

CNN - details

Kernel: matrix of numbers Convolution: filter with activation map 
Pooling: reduces the size of the feature maps 
Feature maps: relevant features extracted from images 
Flatten layer: converts a 2D image into a 1D vector
Fully connected: each neuron is connected to all neurons in the 
previous layer
SoftMax: converts the output into probabilities 
Output: the network determines what is in the image

https://www.dragon1.com/terms/convolutional-neural-networks-definition


Classic AI – Physics (CNNs)

https://arxiv.org/pdf/2408.08701

https://arxiv.org/pdf/2408.08701

CNN: Convulation Neural Netwok

https://arxiv.org/pdf/2408.08701#:~:text=In%20this%20paper%2C%20we%20use%20a%20quantum%20convolutional,type%20of%20encoding%2C%20loss%20function%2C%20and%20batch%20sizes.
https://arxiv.org/pdf/2408.08701#:~:text=In%20this%20paper%2C%20we%20use%20a%20quantum%20convolutional,type%20of%20encoding%2C%20loss%20function%2C%20and%20batch%20sizes.


Physics: CNNs
• Input: two-dimensional images representing 

the energy and momentum distribution of the 
jet constituents (obtained from the JetNet
dataset).

• Feature extraction: convolutional and 
pooling layers extract characteristic patterns 
from the jets (e.g., sub-structures produced 
by top-quark decay).

• Final output: the CNN estimates the 
probability that a jet image belongs to a given 
class.

• Classes considered: top-quark jets vs. QCD 
jets (background).

• The quantity being measured is therefore 
the probabilistic classification of the jet 
type.



Classical-AI Results

Accuracy=94.76%±2.17% (1)

(1) Measures how close the average estimate is to the true value

https://arxiv.org/pdf/2408.08701

https://arxiv.org/pdf/2408.08701#:~:text=In%20this%20paper%2C%20we%20use%20a%20quantum%20convolutional,type%20of%20encoding%2C%20loss%20function%2C%20and%20batch%20sizes.


Quantum AI – Physics (QCNNs)

QCNNs: Quantm Convulational Neural 
Networks

https://arxiv.org/pdf/2408.08701

https://arxiv.org/pdf/2408.08701#:~:text=In%20this%20paper%2C%20we%20use%20a%20quantum%20convolutional,type%20of%20encoding%2C%20loss%20function%2C%20and%20batch%20sizes.


QCNN: learning 
using qubits

Classical vs Quantum

• Classical
binary (0 or 1)

• Quantum
A qubit is in a superposition of 0 
and 1



QCNN - input

• Physical jet images: 28×28 pixels = 784 
values.

• Image reduction with PCA (1): 2×2 pixels 
= 4 values.

• Each pixel = 1 qubit

(1) PCA: Principal Component Analysis
A method for reducing data dimensionality while 
preserving the essential information



QCNN

• Encoding: 4 pixel → 4 qubit

• Quantum convolution: qubits interact 
to identify patterns

• Pooling: reduces the number of qubits 
→ from 4 → 2 → 1

• Final output: measurement on 1 qubit 
→ classification

Fonte: Record-Setting QubitPerformance Marks Important Step Toward Practical Quantum Computing

https://gizmodo.com/record-setting-qubit-performance-marks-important-step-toward-practical-quantum-computing-2000626126
https://gizmodo.com/record-setting-qubit-performance-marks-important-step-toward-practical-quantum-computing-2000626126
https://gizmodo.com/record-setting-qubit-performance-marks-important-step-toward-practical-quantum-computing-2000626126


Quantum AI

Accuracy=99.22%±0.11% (1)

(1) Measures how close the average estimate is to the true value

https://arxiv.org/pdf/2408.08701

Accuracy=94.76%±2.17% (1)

Classic AI

10,000 events
With Classical AI (94.76%) → about 500 errors (misclassified events)
With Quantum AI (99.22%) → only 78 errors

https://arxiv.org/pdf/2408.08701#:~:text=In%20this%20paper%2C%20we%20use%20a%20quantum%20convolutional,type%20of%20encoding%2C%20loss%20function%2C%20and%20batch%20sizes.


CNN vs QCNN

• More accurate with 
fewparameters thanks 
tosuperposition
andentanglement

• Faster training: 
capturescomplex patterns 
with fewerresources

CNN QCNN



Next Step: QCNN for Cybersecurity
Goal

Apply the QCNN model to the IT context to detect cyber attacks by 
distinguishing them from normal traffic.

Physics IT analogy

Top quark = rare event → to be reconstructed Cyber attack = hidden 
event → to be isolated In both cases: classification between signal 
and noise

Approach Input:

images or matrices representing network traffic (e.g., logs, flows, 
metrics) Preprocessing: dimensionality reduction (PCA) Encoding:
each value → 1 qubit QCNN: quantum convolution + pooling Output:
probability that the traffic is an attack



Appendix



Hadrons

• Hadrons are particles made of quarks bound together by the strong interaction, described by QCD.

• They are color-neutral combinations of quarks.

Two main families:

• Baryons → made of three quarks

• Examples: proton, neutron.

• Mesons → made of one quark and one antiquark

Examples: pions, kaons.

Why do they appear in high-energy collisions?

• When a high-energy quark or gluon is produced in a collision, it cannot exist freely (confinement).

Therefore:

• it fragments into many partons,

• these fragments combine into hadrons,

• the hadrons emerge in roughly the same direction → forming a jet.



• “The quarks inside the hadron combine in such a way that their color charges cancel out, resulting in a net color-neutral 
(colorless) particle.”

• If you want it even more intuitive:

• Quarks carry color charge (red, green, blue).

• A hadron is color-neutral because these colors combine to form a balanced, colorless state.

• This is required by QCD: only color-neutral objects can exist freely in nature.

• If you want, I can also give you a one-line version for your slide.

In inglese scientifico, la frase significa qualcosa di molto preciso:

“Quarks carry color charge (red, green, blue)” → What it means

It means that quarks possess a type of charge called color charge, which is the source of the strong interaction in Quantum 
Chromodynamics (QCD).

Here’s the key idea, expressed clearly:

• In QCD, “color” does not refer to visual colors.

• It is a mathematical label used to describe how quarks interact via gluons.

• The three types of color charge are conventionally called red, green, and blue.

• These names are just convenient analogies, not physical colors.

And the important consequence:

• Only color-neutral combinations (like red+green+blue in baryons, or color+anticolor in mesons) can exist as free particles → 
this is why hadrons form.
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