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VOMS → IAM

● Knowing that the transition from X.509 to tokens will take time, IAM 
was designed to be backward-compatible with our existing 
infrastructure

● IAM provides a VOMS endpoint (VOMS-AA) that can issue VOMS 
credentials understood by existing clients and libraries

● A voms-importer migration script has been developed to import the VO 
structure and users from VOMS to INDIGO IAM

○ users will NOT have to re-register in mass to IAM, and their 
IAM account will be automatically linked to their X.509 certificate

○ the script will keep IAM in sync with the VOMS instances until the 
VO registration process is migrated to IAM

● At some point IAM will be the only authoritative VOMS server for 
the infrastructure
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https://github.com/indigo-iam/voms-importer


The VOMS importer script

The VOMS information that are imported into IAM include

● VOMS Groups
● VOMS Roles
● VOMS Users

○ Group and role membership
○ X.509 linked certificates
○ Generic attributes
○ Other info with options
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Useful details

Documentation here

Source code here

Also available as docker image as indigoiam/voms-importer (from CentOS7)

It requires (all available in the docker image)

● python 2.7
● ldap module
● voms-admin-client
● an executable dn_converter (source here)
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https://indigo-iam.github.io/v/current/docs/tasks/deployment/voms_importer/
https://github.com/indigo-iam/voms-importer
https://hub.docker.com/r/indigoiam/voms-importer
https://github.com/indigo-iam/voms-importer/tree/main/docker/rfc2253


VOMS groups and roles migration

The VOMS importer creates new IAM groups, if not existing, as

● /test.vo/G1 (VOMS group) → test.vo/G1 (IAM group)
● /test.vo/Role=VO-Admin (VOMS role) → test.vo/VO-Admin (IAM optional group)
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Note the missing leading “/” in the IAM representation of groups with respect to VOMS

● still preserved in VOM FQANs

Groups and roles can be created directly in IAM without any corresponding group or role in VOMS

● they will not be removed

In IAM, a VOMS role (also called 
optional group) is represented by the 

voms.role and 
wlcg.optional-group labels



User migration

The importer script migrates

● group and roles membership
● user’s email address
● AUP signature time (optional)

○ ignored if the IAM VO has not defined any AUP

● linked X.509 certificates
● generic attributes

○ they will appear in the proxy if a VOMS AA server is in place

By default, it synchronizes only active VOMS users

● do not expect that a user suspended by a VO Admin in VOMS is suspended also in IAM
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Newly created IAM accounts
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The username is set to 
user.<voms userid> 
(VOMS accounts didn’t 

have username)

A voms.<vo>.id label 
with the VOMS user’s id 
is added, to track back 
which user has been 

created

The X.509 
certificate has 
been linked

Group memberships 
have been imported

Also generic attributes are imported

The given name, family 
name and email 

address is the one 
registered in VOMS



Existing IAM accounts
● Name, last name, username, email address and nickname are unchanged
● group memberships retired from VOMS are also removed from IAM, but
● memberships to IAM groups without a VO parent group NOT considered in the 

account synchronization
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● new X.509 certificates defined in VOMS are appended to the existing ones in IAM
● also generic attributes are appended to the existing ones

dev and dev/xfers are IAM 
groups not defined in VOMS

test.vo is a group imported by 
VOMS



User’s email address
IAM requires an unique e-mail address for users, while VOMS allowed different users to 
share the same address

By default, the importer prints the duplicate e-mail addresses, but import only the first user in 
the run 

What to do with duplicate email addresses?

● manually remove the not needed VOMS accounts with a duplicated e-mail address
● use dedicated service account email address for service accounts
● set a new email address for a specific account 

○ --email-mapfile </path/to/file> option allows to source from a file with vomsid;email@address 
content, to enable a duplicate email overwrite mechanism
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For newly 
created IAM 
accounts !



Register into VOMS 

● ask to give you Admin privileges

Register into IAM

● ask to give you Admin privileges
● link the same valid X.509 certificate you have in VOMS
● load a long-lived plain proxy certificate (or you will have to refresh it once it is expired)

○ create a proxy with voms-proxy-init -valid 8760:00
○ click on IAM button Add managed proxy certificate and paste the contents of your grid proxy

● Register an oidc-agent Client with at least the following scopes allowed: openid 
iam:admin.read iam:admin.write scim:read scim:write proxy:generate

○ may require RHEL distros

Setup credentials
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https://meteora.cloud.cnaf.infn.it:8443
https://iam-dev.cloud.cnaf.infn.it


Run the script
Initialize the required credentials

Basic options to run the script

export OIDC_AGENT_ALIAS=<alias>
export OIDC_AGENT_SECRET=<secret>
export IAM_ENDPOINT=https://iam-dev.cloud.cnaf.infn.it
init-credentials.sh
export X509_USER_PROXY=/tmp/x509up_u$(id -u)

vomsimporter --vo test.vo --voms-host meteora.cloud.cnaf.infn.it --voms-port 8443 
--iam-host iam-dev.cloud.cnaf.infn.it --skip-duplicate-accounts-checks

This example allows to 
import users, groups and 

roles from meteora 
(VOMS) to iam-dev (IAM)

Here --skip-duplicate-account-checks (which does not check if an email is 
duplicated in VOMS) is used to bypass a known importer error in the current version 12

https://meteora.cloud.cnaf.infn.it:8443/
https://iam-dev.cloud.cnaf.infn.it


Some useful option

--username-attr <attribute-key> sets the username of a newly created IAM account as the 
VOMS attribute (if present) identified by the attribute key

--synchronize-activation-status imports users suspended in VOMS and sets them in IAM as 
disabled. It also synchronizes the VOMS user’s activation state

--id-file <file> allows to import in IAM the VOMS users whose id is listed in the file (one id per 
line)

--skip-users-import does not synchronize users

--insecure disables a SSL certificate verification when interacting with VOMS server
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VOMS importer log
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Demo

● Create a new user in VOMS (https://meteora.cloud.cnaf.infn.it:8443/)
● Set a nickname attribute equal to importer_demo
● Run the importer

○ assign the user a nickname equal to its attribute with --username-attr nickname
○ run the import just for this user with --id-file <file> (the file contains a VOMS user’s id)

● Disable the user from VOMS and run the importer again

○ use the synchronize-activation-status option

More examples are available in this repo
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https://meteora.cloud.cnaf.infn.it:8443/
https://github.com/federicaagostini/aai-tutorials/tree/main/voms-importer

