
ICSC Italian Research Center on High-Performance Computing, Big Data and Quantum ComputingICSC Italian Research Center on High-Performance Computing, Big Data and Quantum ComputingICSC Italian Research Center on High-Performance Computing, Big Data and Quantum Computing

Enhancing Cloud Security with Integrated Information 
Management

Workshop sul Calcolo nell’INFN La Biodola, 26-30 maggio 2025 

Riccardo Rotondo



ICSC Italian Research Center on High-Performance Computing, Big Data and Quantum ComputingICSC Italian Research Center on High-Performance Computing, Big Data and Quantum Computing

Outline
▪ Context

▪ Requirements

▪ Technology
• Freeipa and its components
• Other services involved

▪ Implementation
• Freeipa and Noggin portal features 
• Repository

▪ Conclusion
• Current status
• Future works

▪ References

▪ Acknowledgement



ICSC Italian Research Center on High-Performance Computing, Big Data and Quantum ComputingICSC Italian Research Center on High-Performance Computing, Big Data and Quantum Computing

ICSC – Spoke 8 In silico medicine & Omics Data

▪ Big data analysis related to life science

▪ Clinical tests via simulation method

▪ Machine learning VS real experiment in labs

▪ Ad hoc therapy 
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Universal Immune System Simulator - UISS

▪ Use medical data

▪ Simulate & predict immune system responde

▪ Model disease progression

▪ Find best theray according immune system profiles

https://pubmed.ncbi.nlm.nih.gov/32121606/

https://pubmed.ncbi.nlm.nih.gov/32121606/
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UISS @ INFN Cloud: requirements

▪ Data security
• ISO 9001 – 27001 Certified Server

• Data managed according GDPR regulation

• Restricted access to identified users

▪ Network security
• Application secured by VPN

• Two factor authentication

▪ User Friendly

▪ Scalability

DATA
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Integrated Security Management System: Freeipa
▪ Opensource
▪ 389 Directory Service (LDAP v3)

▪ MIT Kerberos KDC (Single-Sign-on)

▪ Dogtag Certificate System (CA)
▪ NTP
▪ SSSD

▪ Web UI and CLI

▪ Two factor authentication
▪ Released also in Container

▪ Used in EPIC for Identity management
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Freeipa: first access to Noggin portal

https://portal.xc.ct.infn.it

https://portal.xc.ct.infn.it/
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Freeipa: sign agreement and 2FA

https://portal.xc.ct.infn.it

https://portal.xc.ct.infn.it/
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Freeipa: access to service provider by VPN
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Freeipa: web UI
Freeipa internal 
server
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Freeipa: users, agreements, groups

Freeipa internal server
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Freeipa: hosts, services

Freeipa internal server
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Freeipa container available on baltig

▪ Fork of official repo on baltig

▪ Add two customs image tag (fas_1.0, infnct_1.0):
• Support to Noggin

• Customise with INFNCT logo and colours

▪ Configuration guide:
• Needs additional parameter in docker configuration

• Docker volume proper configuration with right permission

• Docker run parameters could lead to build failure
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Services current status @ INFNCT

Currently hosted @INFNCT (needs ISO 9001, 27001)

Service Server Docker Image What for INFN Cloud

Noggin Python VirtualEnv Available on test branch Test docker image

Freeipa Virtual Custom INFN Image created Ready

VPN Virtual Not available Prepare docker image or VM

Nextcloud Physical Available Test docker image

UISS Physical Not Available Prepare docker image or VM
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What for INFN Cloud

▪ EPIC certification (scheduled December 2025)

▪ Freeipa on Kubernetes:
• Baltig repository

• Manifest for service and pod

• Custom rke2 configuration to meet freeipa container specifications

• Still some disk permission issues to be fixed 

▪ UISS on Kubernetes:
• Container created and currently under test

DATA
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Future works
Service Server Docker Image What for INFN Cloud

Noggin Virtual Available on test branch Test docker image

Freeipa (see 
next slide)

Virtual Custom INFN Docker Image created Test image on Kubernetes

VPN Virtual Not available Prepare docker image or VM

New Web UI Virtual Not available Prepare docker image or VM

UISS Virtual Docker Image created Testing images
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Conclusion

▪ Limitation:
• Freeipa can interact with external IdP as OAuth 2.0 client[1]

• OAuth 2.0 client in Freeipa still presents issues because information cannot 
be easily shared with other clients[1]

▪ Possible solutions:
• Keycloak (to be verified) [2]

• INFN IAM (when it will meet all requirements)

[1] https://freeipa.readthedocs.io/en/latest/designs/external-idp/external-idp.html
[2] https://access.redhat.com/solutions/3010401

DATA
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Rereferences

▪ Noggin @ INFNCT: https://portal.xc.ct.infn.it

▪ Baltig:
• Freeipa container: https://baltig.infn.it/infnct/icsc/spoke8/freeipa-container

• INFNCT Noggin Theme: https://baltig.infn.it/infnct/icsc/spoke8/infnct-
noggin-theme

• Freeipa Kubernetes:

• https://baltig.infn.it/infnct/icsc/spoke8/freeipa-kubernetes
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https://baltig.infn.it/infnct/icsc/spoke8/freeipa-container
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https://baltig.infn.it/infnct/icsc/spoke8/freeipa-kubernetes
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