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INDIGO IAM in one slide
● Standard OAuth2 Authorization Service and OpenID Connect Provider

○ Easy integration with (web) applications
● Java application based on the Spring Boot framework
● Multiple authentication mechanisms

○ SAML, OpenID Connect, X.509, username/password
○ 2FA available

● Account linking
● Moderated and automatic user enrollment
● Enforcement of AUP acceptance
● VO membership management
● Issuance of JWT tokens and VOMS attribute certificates with identity and 

membership information, attributes and capabilities
● Typically deployed as a Docker container

IAM
VOMS

AA

Online
CA

Certificate
generation

AuthN & 
Consent

Brokered
AuthN

OAuth/OIDC 
aware service

X.509/VOMS 
aware service
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Synergies with other projects
● First developed in the context of the H2020 INDIGO 

DataCloud project

● Selected by the WLCG management board to be the core of 
the future, token-based WLCG AAI

● INFN commitment for the foreseeable future, with additional 
support of several Italian and European projects
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Latest release IAM v1.12.0
● Full support of MFA (experimental)

○ integration with SAML/OIDC external providers and X.509 certificates

● Support for RFC 8707 (resource indicators) to request AT audience

● Support for AARC-G026 guideline (guidelines for expressing community user identifiers)

● Assigning ownership of oidc-agent clients to the user who approved them

● Addition of a READER role that gives read access to users and groups info

● Improvement of VOMS logs

● . . .
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Project board v1.12.0
CHANGELOG v1.12.0

https://www.rfc-editor.org/rfc/rfc8707.html
https://zenodo.org/record/5504407/files/AARC-G026%20-%20Guidelines%20for%20expressing%20community%20user%20identifiers.pdf
https://github.com/orgs/indigo-iam/projects/17/views/1
https://github.com/indigo-iam/iam/blob/develop/CHANGELOG.md#1120-2025-05-29
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● Security
○ Enforce mandatory use of MFA
○ Further consolidate the security requirements related 

to MFA with the INFN CNAF security team
● Superseded obsolete dependencies

○ MITREid → Spring Authorization Server
○ AngularJS →  React JS

● Interoperability focus
○ Support OpenID Federation
○ Improve conformance with AARC BluePrint 

Architecture and its guidelines
● Scalability and performance improvements

○ Access tokens not stored in the database
○ Dedicated garbage collector service
○ Fine grained AuthZ with Open Policy Agent (OPA)

The core of the development team is mainly at CNAF, 
with significant contributions from other people at 

INFN, CERN and STFC

Development roadmap
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Two-Factor Authentication (2FA)
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Two-Factor Authentication (2FA)
● Introduced as an experimental feature

○ applicable to login with username and password 
since IAM v1.11.0

○ integrated with SAML, OIDC remote providers and 
X.509 certificates since IAM v1.12.0

● 2FA enabled by configuration
○ using mfa spring profile (deployment config)
○ by default disabled for all users
○ each user can enable/disable it from dashboard
○ IAM administrator can disable it for each user
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Integration with SAML/OIDC external providers
● Work also carried out for the EOSC Beyond project

● In compliance with the REFEDS MFA profile and RFC 9470 (OAuth 2.0 Step Up Authentication 
Challenge Protocol), ensuring standardized and interoperable MFA signaling across federated 
environments

SAML IdP OIDC IdP

IAM 
(Proxy) Client

Performs MFA
Signals MFA
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https://refeds.org/profile/mfa
https://www.rfc-editor.org/rfc/rfc9470.html
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Integration with SAML/OIDC external providers
● When the user authenticates via an external OIDC/SAML provider

○ if MFA was used, IAM skips second-factor authentication, based on the information received 
from the remote IdP

■ acr claim (for OIDC) in the ID token
■ AuthnContextClassRef  (for SAML) in the SAML assertion

○ if MFA was not used, IAM performs second-factor authentication (if MFA is enabled)

● To prevent IdP failures, IAM optionally requests MFA by
○ including the acr_values  parameter in the OIDC authN request
○ specifying multiple AuthnContextClassRef  values in the SAML authN request

● IAM signals 2FA in the access token, ID token and introspection response as acr claim (e.g., 
acr=https://refeds.org/profile/mfa )
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Integration with SAML/OIDC external providers
Description of the implemented flow
1. Client initiates the authentication

○ If the Client supports MFA signaling, the 
Client sends an authN request to IAM 
(Proxy), signaling the requirement for MFA

○ If the Client does not support MFA 
signalling, the Client sends an authN 
request to IAM

2. IAM passes authN request to external IdP by 
signaling MFA as an optional requirement to 
prevent IdP failures

IAM 
(Proxy)

Client External IdP

AuthN Request w/ or w/o MFA signal

AuthN Request w/ MFA signal
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Integration with SAML/OIDC external providers
Description of the implemented flow
3. IdP MFA alternatives

○ If the IdP supports MFA and can signal it, 
the IdP performs the MFA process (user is 
prompted to provide a second 
authentication factor) and responds to IAM 
with an authN response that includes an 
MFA signal, confirming that MFA has been 
performed successfully

Client External IdP

AuthN Request w/ or w/o MFA signal

AuthN Request w/ MFA signal

Performs MFA

AuthN Response w/ MFA signal

[IdP supports MFA]

IAM 
(Proxy)
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Integration with SAML/OIDC external providers
Description of the implemented flow
3. IdP MFA alternatives

○ If the IdP does not support MFA or cannot 
signal it, the IdP responds to IAM with an 
authN response that does not include the 
MFA signal, indicating that MFA was not 
performed (or signaled)

■ IAM then performs the MFA process 
itself, if enabled

Client External IdP

AuthN Request w/ or w/o MFA signal

AuthN Request w/ MFA signal

Performs MFA

AuthN Response w/ MFA signal

[IdP supports MFA]

AuthN Response w/o MFA signal

[IdP doesn’t support MFA]

Performs MFA

IAM 
(Proxy)
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Integration with SAML/OIDC external providers
Description of the implemented flow
4. IAM responds to Client

○ IAM sends the final authN response back 
to the Client, which contains the MFA 
signal (acr claim), indicating that MFA has 
been successfully handled during the 
authentication process

acr: https://refeds.org/profile/mfa

Client External IdP

AuthN Request w/ or w/o MFA signal

AuthN Request w/ MFA signal

Performs MFA

AuthN Response w/ MFA signal

[IdP supports MFA]

AuthN Response w/o MFA signal

[IdP doesn’t support MFA]

Performs MFA

AuthN Response w/ MFA signal

IAM 
(Proxy)
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MFA demo
Enabling MFA on the IAM dev instance

14

https://iam-dev.cloud.cnaf.infn.it/
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MFA demo

Using the Test Client application, which performs OAuth Authorization Code flow to get access tokens

MFA at user’s Home IdP
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https://iam-dev.cloud.cnaf.infn.it/iam-test-client
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MFA demo

Login with INFN AAI 
(SAML IdP) - 
2FA enabled
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MFA demo

Login with username 
& password (first 

authentication factor)
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MFA demo

18

IAM optionally requests MFA 
by specifying multiple 

AuthnContextClassRef 
values in the SAML request

SAML-tracer output!
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MFA demo

Insert the OTP 
(second authentication 

factor)
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MFA demo

The INFN IdP signals 
MFA in the SAML 

response

SAML-tracer output!

20



INSERIRE 
LOGO 

Missione 4 • Istruzione e Ricerca TeRABIT

MFA demo

Consent page: 
the user is asked to 

authorize the Client to 
access this information!
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MFA demo

22

IAM skips the MFA but signals it 
by including the acr value received 

from the INFN IdP in the access 
token, ID token and introspection 

response
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MFA demo MFA at Proxy (IAM)
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MFA demo

Login with LS AAI 
(SAML IdP) - 
2FA disabled
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MFA demo

Login with username 
& password (first 

authentication factor)
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MFA demo

Insert the OTP (second 
authentication factor)
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MFA demo

Consent page: 
the user is asked to 

authorize the Client to 
access this information!
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MFA demo

28

IAM signals MFA by including the 
acr claim in the access token, ID 
token and introspection response
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MFA demo
The behavior with OIDC providers is the same; the only difference is how IAM requests MFA from the 
OIDC provider during the OIDC authentication request

29
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Clients cleanup

30
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How to remove obsolete clients
● Problem: (in DataCloud) accumulation of 

unused clients can compromise security and 
efficiency

● Solution: keep track of the last time (date only, 
no timestamp) a client has been used, i.e.

○ the last time the client was used to 
obtain or renew access tokens

● Implementation: a last_used  column has 
been added to the database clients table 
(client_details ), and the API and 
dashboard have been updated accordingly

○ this behaviour is enabled by configuration 
by setting 
IAM_CLIENT_TRACK_LAST_USED =  
true (default is false)

Indicates the client 
has never been used 

(N/A)

Indicates the last 
time the client was 
used (6 May 2025)
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How to remove obsolete clients
● By exploiting the tracking of the last use of the existing client, external tools such as scripts that 

use the API to remove obsolete clients can be realised
○ these scripts can only be executed by IAM administrators, since access to the API is only 

authorised to clients presenting an access token that contains admin scopes (i.e. 
iam:admin.read  & iam:admin.write )

● Here an example of Python script which
○ queries an IAM API endpoint (/iam/api/clients ) to retrieve a list of registered clients 

using paginated HTTP requests, authenticated via an access token with admin scopes
○ filters the clients based on a user-specified date

■ dynamically registered clients are selected if they have never been used and were 
created before the given date

■ statically registered clients are selected if they were last used before the given 
date

32

https://baltig.infn.it/-/snippets/69
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How to remove obsolete clients

$ python3 mastrolindo.py https://iam-dev.cloud.cnaf.infn.it 2022-03-12

# client_id 005b7565-917e-4079-b927-957ff36251ac
# client_name oidc-agent:client-minio2-rmiccoli
# created_at 2020-02-12 12:30:19
# dynamically_registered      True
# last_used 2021-05-28 11:01:20
https://iam-dev.cloud.cnaf.infn.it/iam/api/clients/005b7565-917e-4079-b927-957ff36251ac

# client_id f23fb711-c7ff-4cce-bcf0-1fc73a7de4d8
# client_name oidc-agent:dev-2feee830c1a4
# created_at 2022-03-09 18:18:44
# dynamically_registered True
# last_used None
https://iam-dev.cloud.cnaf.infn.it/iam/api/clients/f23fb711-c7ff-4cce-bcf0-1fc73a7de4d8

The output of the Python 
script run against IAM dev 
instance indicates that two 
clients should be deleted!

To effectively delete clients from INDIGO IAM, run

$ python3 mastrolindo.py https://iam-dev.cloud.cnaf.infn.it 2022-03-12 > output
$ cat output | grep ^https | xargs curl -X DELETE -H "Authorization: Bearer $BEARER_TOKEN"
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Proxied token introspection

34
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Proxied token introspection
● The possible adoption of INDIGO IAM in the Italian EOSC node requires the development of the 

proxied token introspection (AARC-G052 guideline)
○ an extension of OAuth2 that delegates to a local infrastructure proxy the introspection requests 

to remote authorization servers
○ one of the building blocks needed for OpenID Federation

● We could start from ESACO, a software developed by INFN CNAF
○ it is a daemon that has the responsibility of checking validity and signatures of OAuth tokens 

for registered trusted OAuth authorization servers
○ it exposes an OAuth token introspection endpoint compliant with RFC 7662 that can be used 

by authenticated clients to inspect access tokens

35

https://aarc-community.org/guidelines/aarc-g052/
https://github.com/indigo-iam/esaco
https://datatracker.ietf.org/doc/html/rfc7662
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ESACO

1. OAuth Token Request

2. Access Token

Client

AS1
AS2

RS

ESACO

3. HTTP Request with Bearer Token

4. Delegated Token Validation

ASN

5. Token Validation 
against trusted ASs

. . .
ESACO is registered as a client at one or more 
trusted OAuth Authorization Servers, and is used by 
Resource Servers (e.g., StoRM) as a gateway for 
token validation and introspection

ESACO performs local JWT validation checks and 
leverages the introspection endpoint at trusted ASs 
to inspect a submitted access token
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Proxied token introspection with INDIGO IAM

ESACO could be extended and integrated into 
INDIGO IAM to enable proxied token 
introspection, supporting its role as a 
participating node in the EOSC AAI Federation

INDIGO IAM can act both 
as a Community AAI and 
an Infrastructure Proxy

37



INSERIRE 
LOGO 

Missione 4 • Istruzione e Ricerca TeRABIT

Thanks for your 
attention!
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Useful references
IAM on GitHub: https://github.com/indigo-iam/iam
IAM documentation: https://indigo-iam.github.io/docs
For general information:

● OAuth 2.0: https://oauth.net/2/  and OAuth 2.1: https://oauth.net/2.1/
● OpenID Connect: https://openid.net/connect/

Contacts:
● iam-support@lists.infn.it

39

https://github.com/indigo-iam/iam
https://indigo-iam.github.io/docs
https://oauth.net/2/
https://oauth.net/2.1/
https://openid.net/connect/
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Backup

40
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INDIGO IAM in the computing federation
Role

● Entrypoint for the computing federation, IAM acts as 
Attribute Authority and IdP proxy for the whole 
infrastructure

Objective
● Federate INFN and CINECA IdPs
● CINECA and INFN users can register into INDIGO IAM 

through their IdP and be authorized to access the 
resources of both institutions

Advantages
● In-house development (mainly by INFN CNAF), born to 

satisfy the needs of scientific community
● Easy integration with third-party applications
● Backward-compatible with Grid-based authorization
● Support for capability-based authorization
● Allows the definition of policies for fine-tuned access 

privileges

ICSC/TeRABIT
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PoC IAM: technologies
● The PoC IAM instance is deployed using Docker Compose on a Virtual Machine within the INFN 

Cloud infrastructure
○ deployed behind an NGINX
○ stores data in a MySQL database

● All the services belonging to the PoC infrastructure (the INDIGO PaaS orchestrator, RUCIO, etc.) 
that support authentication with the PoC IAM have been integrated by registering them as clients in 
IAM, exploiting the OpenID Connect technology
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PoC IAM: state of the art
● Defined a Virtual Organization (VO), called poc-icsc
● Moderated user enrollment

○ it requires manual approval by IAM admins

● Authentication methods
○ external IdPs: CINECA dev instance of keycloak (OIDC) and INFN AAI 

(SAML)
○ X.509 certificates (if linked to the account)

https://iam-poc-icsc.cloud.infn.it/

43
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INSERIRE 
LOGO 

Missione 4 • Istruzione e Ricerca TeRABIT

PoC IAM: state of the art
Attribute-based authorization

● Defined a set of IAM groups to enforce a more controlled access to federated 
resources

○ poc-icsc/prod: optional group (or VOMS role), necessary to submit 
third-party transfer jobs to FTS in the infrastructure, authenticating and 
authorizing with a proxy

○ poc-icsc/admins/poc-icsc: mapped to an OpenStack project on the 
federated Cloud providers used to instantiate services on the public 
network

○ poc-icsc/priv-admins/poc-icsc: not yet defined, will be mapped to an 
OpenStack project on the federated Cloud providers used to instantiate 
services on a private network

https://iam-poc-icsc.cloud.infn.it/
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PoC IAM: state of the art
Scope-based authorization

● Defined IAM scope policies applied to each storage system for finer-grained 
read/write permissions in the federated namespace

○ read access to the entire namespace (/) is granted to users of the 
poc-icsc group

○ write access to the /user/<iam-username>  namespace is granted 
to the user <iam-username>

https://iam-poc-icsc.cloud.infn.it/
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INSERIRE 
LOGO 

Missione 4 • Istruzione e Ricerca TeRABIT

PoC IAM: state of the art
The PoC IAM instance has been successfully integrated with

● PaaS orchestrator and its dashboard
● OAuth2 proxy services used by interLink
● RUCIO + FTS
● INFN Storage systems and INFN federated Cloud services involved in the 

PoC

https://iam-poc-icsc.cloud.infn.it/
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https://intertwin-eu.github.io/interLink/
https://iam-poc-icsc.cloud.infn.it/
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Current constraints
Identity Federation

● Due to existing certification policies and processes, a federated user must already be registered as a 
user at CINECA to access CINECA resources

● As a workaround for the PoC, all federated users must first be statically registered in CINECA LDAP 
and then registered in the PoC IAM instance using the same username from CINECA LDAP

● On the other hand, any federated CINECA user can transparently access both CINECA and INFN 
resources

● Ongoing discussions in ICSC spoke 0 and TeRABIT

Integration with CINECA

● Limited to a few processes and test endpoints (i.e., offloading part of the workflow of a Cloud 
application to HPC (CINECA) resources and data transfer between a test CINECA S3 endpoint and 
INFN resources)
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