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e Standard OAuth2 Authorization Service and OpenID Connect Provider %/ eduGAIN G 0
o Easy integration with (web) applications
e Java application based on the Spring Boot framework i
e Multiple authentication mechanisms i & Cortionte
o SAML, OpenlID Connect, X.509, username/password Consent generation
o 2FAavailable @ A o | | onhe
e Account linking ” "59
e Moderated and automatic user enrollment =3

e Enforcement of AUP acceptance

e VO membership management
e Issuance of JWT tokens and VOMS attribute certificates with identity and

membership information, attributes and capabilities

)

OAuth/OIDC X.509/VOMS
e Typically deployed as a Docker container aware service aware service
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First developed in the context of the H2020 INDIGO
DataCloud project

INDIGO - DataCloud

Selected by the WLCG management board to be the core of
the future, token-based WLCG AAl ‘i’

INFN commitment for the foreseeable future, with additional
support of several Italian and European projects

="' RI SGALE -—
(@ARC w/» y

O EO0SC | BEYONDC»

ICS

Centro Nazionale di Ricerca in HPC,
Big Data and Quantum Computing
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e Full support of MFA (experimental)
o integration with SAML/OIDC external providers and X.509 certificates

e Support for REC 8707 (resource indicators) to request AT audience

e Support for AARC-G026 guideline (guidelines for expressing community user identifiers)

e Assigning ownership of oidc-agent clients to the user who approved them
e Addition of a READER role that gives read access to users and groups info

e Improvement of VOMS logs

Project board v1.12.0
CHANGELOG v1.12.0



https://www.rfc-editor.org/rfc/rfc8707.html
https://zenodo.org/record/5504407/files/AARC-G026%20-%20Guidelines%20for%20expressing%20community%20user%20identifiers.pdf
https://github.com/orgs/indigo-iam/projects/17/views/1
https://github.com/indigo-iam/iam/blob/develop/CHANGELOG.md#1120-2025-05-29
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e Security
o Enforce mandatory use of MFA

o Further consolidate the security requirements related
to MFA with the INFN CNAF security team

e Superseded obsolete dependencies
o MITREid — Spring Authorization Server
o AngularJS — React JS

e Interoperability focus
o Support OpenlD Federation
o Improve conformance with AARC BluePrint
Architecture and its guidelines

e Scalability and performance improvements
o Access tokens not stored in the database
o Dedicated garbage collector service
o Fine grained AuthZ with Open Policy Agent (OPA)
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Two-Factor Authentication (2FA)

TeRABIT 6 Missione 4 ¢ Istruzione e Ricerca
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Introduced as an experimental feature

©)

©)

2FA enabled by configuration

O

@)
@)
@)

applicable to login with username and password
since IAM v1.11.0

integrated with SAML, OIDC remote providers and
X.509 certificates since IAM v1.12.0

using mfa spring profile (deployment config)

by default disabled for all users

each user can enable/disable it from dashboard
IAM administrator can disable it for each user

‘ “ terabit
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e Work also carried out for the EOSC Beyond project

e In compliance with the REFEDS MFA profile and REC 9470 (OAuth 2.0 Step Up Authentication

Challenge Protocol), ensuring standardized and interoperable MFA signaling across federated
environments

| SAMLIdP oIDC IdP
: IAM . l
| (Proxy) Client

! @ Performs MFA |
! ("% Signals MFA !


https://refeds.org/profile/mfa
https://www.rfc-editor.org/rfc/rfc9470.html
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When the user authenticates via an external OIDC/SAML provider
o if MFA was used, IAM skips second-factor authentication, based on the information received
from the remote IdP
m acr claim (for OIDC) in the ID token
m AuthnContextClassRef (for SAML) in the SAML assertion
o if MFA was not used, IAM performs second-factor authentication (if MFA is enabled)

To prevent IdP failures, IAM optionally requests MFA by
o including the acr values parameter in the OIDC authN request
o specifying multiple AuthnContextClassRef values in the SAML authN request

IAM signals 2FA in the access token, ID token and introspection response as acr claim (e.g.,
acr=https://refeds.org/profile/mfa )



Finanziato 723 Ministero . 5 A
dall'Unione europea dell’'Universita i [taliadomani ? te ra b | t

NextGenerationEU < e della Ricerca

Descript.ion o.f t.h.e implemented ﬂO?N | Client ( P.ﬁ).\)fy) .
1. Client initiates the authentication
o If the Client supports MFA signaling, the AuthN Request w/ or wio MFA signal
Client sends an authN request to IAM AN Recuest i/ MFA sina

(Proxy), signaling the requirement for MFA

o If the Client does not support MFA
signalling, the Client sends an authN
request to IAM

2. |AM passes authN request to external IdP by
signaling MFA as an optional requirement to
prevent IdP failures
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Description of the implemented flow cli
. lient (P'f;'\)fy) External IdP
3. IdP MFA alternatives
o If the IdP supports MFA and can signal it, AuthN Request wi or wio MFA signal

the IdP performs the MFA process (user is
prompted to provide a second
authentication factor) and responds to IAM
with an authN response that includes an
MFA signal, confirming that MFA has been AuthN Response w/ MFA signal
performed successfully i T L '

AuthN Request w/ MFA signal

[IdP supports MFA] Performs|MFA
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Description of the implemented flow cli
. lient (P'f;'\)fy) External IdP
3. IdP MFA alternatives
o If the IdP does not support MFA or cannot AuthN Request w/ or wio MFA signal

signal it, the IdP responds to IAM with an
authN response that does not include the
MFA signal, indicating that MFA was not
performed (or signaled)
m |AM then performs the MFA process
itself, if enabled

AuthN Request w/ MFA signal

[IdP supports MFA] Performs|MFA

AuthN Response w/ MFA signal

[IdP doesn’t support MFA]

1
1
1
1
1
AuthN Response w/o MFA signal 1
1
1
1
1
1
1

;> Performs MFA
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Description of the implemented flow cii
- ient (P'f;'\)fy) External IdP
4. 1AM responds to Client
o lAM sends the final authN response back AuthN Request w/ or wio MFA signal

to the Client, which contains the MFA
signal (acr claim), indicating that MFA has
been successfully handled during the
authentication process

AuthN Request w/ MFA signal

[IdP supports MFA] Performs|MFA

AuthN Response w/ MFA signal

acr: https://refeds.org/profile/mfa

[IdP doesn’t support MFA]

1
1
1
1
1
AuthN Response w/o MFA signal 1
1
1
1
1
1
1

D Performs MFA

AuthN Response w/ MFA signal
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Enabling MFA on the |AM dev instance

Enable authenticator

Scan the QR code through your authenticator and input a TOTP to validate configuration.

-

Roberta Miccoli

VO administrator

Edit multi-factor authentication for Roberta Miccoli

rmiccoli
8b7b427d-De: 8254-T. 2d
status
MFA x
Cancel
Created over a year ago
Updated 21 hours ago
End time N/A

Alternatively, enter this secret manually into your authenticator.

I BAQHZZCLKBIFVF‘ZZMHVSDBHGBUOZQWSI

TOTP

&, Change Password

@ Enable MFA



https://iam-dev.cloud.cnaf.infn.it/
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MFA at user’s Home IdP

Using the Test Client application, which performs OAuth Authorization Code flow to get access tokens

INDIGO |IAM Test Client Application

This is an example OpenlD Connect client application for IAM hosted at:

https://iam-dev.cloud.cnaf.infn.it/

This 1AM test client application has been configured to not disclose access, id and refresh tokens. After a successful login you will only see the claims contained in the tokens returned
to the test client application. To get direct access to tokens, consider registering a client application.

Requested scopes
openid profile email address phone offline_access

Select, among the above scopes, which ones will be included in the authorization request. Note that an empty scope value will be replaced by the full list of allowed scopes.



https://iam-dev.cloud.cnaf.infn.it/iam-test-client
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DEV

Welcome to iam-dev

Sign in with your iam-dev credentials

2 rmiccoli

Login with INFN AAI

(SAML IdP) -
Forgot your password? ZFA enabled

Or sign in with

<@
WhiceR|

Not a member?

Apply for an account
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Username or e-mail
& miccol Login with username
& password (first
authentication factor)
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REGISTER

Change or Reset Password - Retrieve Username

X.509 CERTIFICATE
KERBEROS - GSSAPI

o Entra con SPID

t,‘a Entra con CIE
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CCR - AAI

Username or e-mail

& rmiccoli

IAM optionally requests MFA

B = by specifying multiple

: 5 AuthnContextClassRef
' values in the SAML request

REGISTER

<saml2p:RequestedAuthnContext>
<saml2:AuthnContextClassRef xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion">https://refeds.org/profile/mfa</saml2:AuthnContextClassRef>
<saml2:AuthnContextClassRef xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion">https://refeds.org/profile/sfa</saml2:AuthnContextClassRef>

<saml2:AuthnContextClassRef
xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion">urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport</saml2:AuthnContextClassRef>
<saml2:AuthnContextClassRef xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion">urn:oasis:names:tc:SAML:2.0:ac:classes:unspecified</

o Entra con SPID

saml2:AuthnContextClassRef>
</saml2p:RequestedAuthnContext>

SAML-tracer output!

t,‘a Entra con CIE
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Insert the OTP CCR - AAI
(second authentication
factor) Two-factor authentication

INDIGO IAM - iam-
Please enter the one-time password for )

rmiccoli il 2k

INDIGO IAM - iam-dev

849 847

INFN

582 882
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Two-factor authentication
The INFN IdP signals

Please enter the one-time password for MFA in the S AML
rmiccoli
response

\ oTP | I
<saml:AuthnContext>
<saml:AuthnContextClassRef>https://refeds.org/profile/mfa</saml:AuthnContextClassRef>
</saml:AuthnContext>

SAML-tracer output!
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DEV

Approval Required for Test Client

ient for IAM test client a

9 More informatio
Accessto:
A log in using your identity @ Consent page:
& basic profile information @ H
™ email address @ ﬁ the user IS aSked to
P S— authorize the Client to
4 phone number access this information!

O offline access

Remember this decision :

() remember this decision until I revoke it
() remember this decision for one hour

(® prompt me again next time

Authorizing will redirect to
hitps://lam-dev.cloud.cnaf.infn.it/lam-test-client/
openid_connect_login
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You're now logged in as: Roberta Miccoli
This application has received the following information:
« access_token (claims):

{
"sub": "8b7b42fd-0ed42-43c5-8254-729aa8f6a12d",
"iss": "https://iam-dev.cloud.cnaf.infn.it/",
sername": "rmiccoli",
"42999a63-7449-437b-952e-4272d75b865b" ,
"wlcg.ver": "1.0",
| "acr”®: "https://refeds,org/prcfile/mfa”,l
"aud": "https://wlcg.cern.ch/jwt/vi/any",
"nbf": 1748123629,

"scope": "address phone openid profile offline_access email”,
"name": "Roberta Miccoli",
"exp": 1748127229,
1 1748123629,
"jti": "9ada8420-d948-4875-b9cT-806513035686",
"email": "roberta.miccoli@cnaf.infn.it"

3

« OAuth2 token introspection endpoint response (invoked on access_token, authorized by client credentials):

{
"active": true,
"scope": "address phone openid profile offline_access email",
"expires_at": "2025-05-25T00:53:50+0200",
"exp": 1748127230,
"sub": "8b7b42fd-0e42-43c5-8254-729aa8f6a12d",
"user_id": "rmiccoli",
"client_id": "42999a63-7449-43Tb-952e-4272d75b865b",
"token_type": "Bearer",
"iss": "https://iam-dev.cloud.cnaf.infn.it/",

"aud": "https://wlcg.cern.ch/jwt/vi/any"
"acr": "https://refeds.org/profile/mfa!
}

Ministero
dell’'Universita
e della Ricerca

« id_token (claims):

{
: "8b7b42fd-0e42-43c5-8254-729aa8f6al12d",

"https://iam-dev.cloud.cnaf.infn.it/",

"preferred_username": "rmiccoli",
"organisation_name": "iam-dev",
"nonce": "39965e5e4d5ef",
"wlcg.ver": "1.0",

42999a63-7449-437b-952e-4272d75b865b",
https://refeds. org/prcflle/M

: "Roberta Miccoli",

1748124229,

1748123629,

"jti": "3dac647a-d197-4169-bee4-3cf5924dffdb",
"email™: "roberta.miccoli@cnaf.infn.it"

[taliadomani

terabit

IAM skips the MFA but signals it
by including the acr value received
from the INFN IdP in the access

token, ID token and introspection
response
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MFA at Proxy (IAM)

INDIGO |IAM Test Client Application

This is an example OpenlD Connect client application for IAM hosted at:
https://iam-dev.cloud.cnaf.infn.it/

This 1AM test client application has been configured to not disclose access, id and refresh tokens. After a successful login you will only see the claims contained in the tokens returned
to the test client application. To get direct access to tokens, consider registering a client application.
Requested scopes

openid profile email address phone offline_access

Select, among the above scopes, which ones will be included in the authorization request. Note that an empty scope value will be replaced by the full list of allowed scopes.
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DEV

Welcome to iam-dev

Sign in with your iam-dev credentials

2 rmiccoli

Login with LS AAI

(SAML IdP) -
Forgot your password? ZFA disabled

Or sign in with

<@
WhiceR|

Not a member?

Apply for an account
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LS Username Login

Login with username
- ’ Imictol & password (first

authentication factor)
. .............

Signup | Forgotten password | Forgotten username
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EV

= Ente Auth

Tutto

Insert the OTP (second
authentication factor)

INDIGO IAM

617 241

INDIGO IAM - iam-dev

849 847

INFN

582 882
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DEV

Approval Required for Test Client

ient for IAM test client a

9 More informatio
Accessto:
A log in using your identity @ Consent page:
& basic profile information @ H
™ email address @ ﬁ the user IS aSked to
P S— authorize the Client to
4 phone number access this information!

O offline access

Remember this decision :

() remember this decision until I revoke it
() remember this decision for one hour

(® prompt me again next time

Authorizing will redirect to
hitps://lam-dev.cloud.cnaf.infn.it/lam-test-client/
openid_connect_login
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INDIGO IAM Test Client Application

You're now logged in as: Roberta Miccoli

This application has received the following information:

« access_token (claims):

{

}

« OAuth2 token introspection endpoint response (invoked on access_token, authorized by client credentials):

{

it

"sub": "760eaa3c-0537-4ca9-8939-e4e7123db868",
"iss": "https://iam-dev.cloud.cnaf.infn.it/",
"preferred_username": "rmicc",

"client_id": "42999a63-7449-43fb-952e-42f2d75b865b",
“wlcg.ver®: "1.0%

“https://refeds.org/profile/mfa"
"https://wlcg.cern.ch/jwt/vi/any",

"nbf": 1748123781,

"scope": "address phone openid profile offline_access email",
"name": "Roberta Miccoli",

"exp": 1748127381,

"iat": 1748123781,

"jti": "877561f8-bd49-41b0-bb27-abfc8451abb8",

"email™: "rmiccoli@infn.it"

"active": true,

"scope": "address phone openid profile offline_access email”,
"expires_at": "2025-05-25T00:56:22+8200",

"exp": 1748127382,

"sub": "76@eaa3c-0537-4ca9-8939-e4e7123db868",

"user_id": "rmicc",
"42999a63-7449-43fb-952e-42F2d75b865b" ,
“Bearer",

"iss": "https://iam-dev.cloud.cnaf.infn.it/",

"aud": "https://wlcg.cern.ch/jwt/vi/any",
"acr": "https://refeds.org/profile/mfa" |

Ministero
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« id_token (claims):

{

"sub": "760eaa3c-0537-4ca9-8939-e4e7123db868",
"amr": [

“"otp",

"saml"
1,
"kid":; “rsal®,
"iss": "https://iam-dev.cloud.cnaf.infn.it/",
"preferred_username "rmicc",
"organisation_name": "iam-dev",
"nonce": "290d58bcefcab",
"wlcg.ver": "1.0",
"aud": "42999a63-7449-43fb-952e-42f2d75b865b",
[facr™: "https://refeds.org/profile/mia"]
"name": "Roberta Miccoli",
"exp": 1748124381,
"iat": 1748123781,
"jti": "48ec2al16-986a-4f84-aaB87-9f0cTf14c6dl",
"email™: "rmiccoli@infn.it"

[taliadomani
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IAM signals MFA by including the
acr claim in the access token, ID

token and introspection response
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The behavior with OIDC providers is the same; the only difference is how IAM requests MFA from the
OIDC provider during the OIDC authentication request

%2Fiam-dev.cloud.cnaf.infn.it%2Fopenid_connect_login&nonce=26e4a00f6ab7a&state=166562f9b19c6&acr_values=httpsY 2Frefeds.org%2Fprofile%2Fmfa vy
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Clients cleanup

TeRABIT 30 Missione 4 ¢ Istruzione e Ricerca
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IAM for iam-dev &

«f Clients o clents

e Problem: (in DataCloud) accumulation of
unused clients can compromise security and
efficiency

ccccccc

e Solution: keep track of the last time (date only,
no timestamp) a client has been used, i.e.
o the last time the client was used to
obtain or renew access tokens

e Implementation: a 1ast used column has
been added to the database clients table
(client details), and the APl and
dashboard have been updated accordingly

o this behaviour is enabled by configuration
by setting
IAM CLIENT TRACK LAST USED =
true (defaultis false) N

storagerend  computesesd computemodty
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By exploiting the tracking of the last use of the existing client, external tools such as scripts that
use the API to remove obsolete clients can be realised
o these scripts can only be executed by IAM administrators, since access to the APl is only
authorised to clients presenting an access token that contains admin scopes (i.e.
iam:admin.read & iam:admin.write)

Here an example of Python script which
o queries an IAM API endpoint (/iam/api/clients) to retrieve a list of registered clients
using paginated HTTP requests, authenticated via an access token with admin scopes
o filters the clients based on a user-specified date
m dynamically registered clients are selected if they have never been used and were
created before the given date
m statically registered clients are selected if they were last used before the given

date



https://baltig.infn.it/-/snippets/69
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$ python3 mastrolindo.py https://iam-dev.cloud.cnaf.infn.it 2022-03-12

# client id 005b7565-917e-4079-b927-957f£f36251ac

# client name oidc-agent:client-minio2-rmiccoli

# created at 2020-02-12 12:30:19

# dynamically registered True

# last used 2021-05-28 11:01:20
https://iam-dev.cloud.cnaf.infn.it/iam/api/clients/005b7565-917e-4079-b927-957ff36251ac
# client id £23fb711-c7ff-4cce-bcf0-1fc73a7de4dd8

# client name oidc-agent:dev-2feee830cla4d

# created at 2022-03-09 18:18:44

# dynamically registered True

# last used None
https://iam-dev.cloud.cnaf.infn.it/iam/api/clients/£23fb711-c7ff-4cce-bcf0-1fc73a7dedd8

To effectively delete clients from INDIGO |IAM, run

$ python3 mastrolindo.py https://iam-dev.cloud.cnaf.infn.it 2022-03-12 > output
$ cat output | grep “https | xargs curl -X DELETE -H "Authorization: Bearer $BEARER TOKEN"
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e The possible adoption of INDIGO IAM in the Italian EOSC node requires the development of the
proxied token introspection (AARC-G052 guideline)
o an extension of OAuth2 that delegates to a local infrastructure proxy the introspection requests
to remote authorization servers
o one of the building blocks needed for OpenlD Federation

e We could start from ESACO, a software developed by INFN CNAF
o itis a daemon that has the responsibility of checking validity and signatures of OAuth tokens
for registered trusted OAuth authorization servers
o it exposes an OAuth token introspection endpoint compliant with REC 7662 that can be used
by authenticated clients to inspect access tokens



https://aarc-community.org/guidelines/aarc-g052/
https://github.com/indigo-iam/esaco
https://datatracker.ietf.org/doc/html/rfc7662
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i A_A1 i 1. OAuth Token Request
i AS2 Client ESACO is registered as a client at one or more
i | 2 Access Token | trusted OAuth Authorization Servers, and is used by
| ASN ! 3. HTTP Request with Bearer Token Resource Servers (e.g., StoRM) as a gateway for
S \ K l token validation and introspection

5. Token Validation RS

against trusted ASs | ESACO performs local JWT validation checks and

- Delegated Token Validation leverages the introspection endpoint at trusted ASs
| to inspect a submitted access token

ESACO
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ESACO could be extended and integrated into
INDIGO IAM to enable proxied token
introspection, supporting its role as a
participating node in the EOSC AAI Federation

EOSC Node

Identity Layer

1

1
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1

G } MyAccessiD |
— 1
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Infrastructure Proxy
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=
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INDIGO IAM can act both
as a Community AAl and
an Infrastructure Proxy
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IAM on GitHub: https://github.com/indigo-iam/iam
IAM documentation: https://indigo-iam.qithub.io/docs

For general information:

e OAuth 2.0: https://oauth.net/2/ and OAuth 2.1: htips://oauth.net/2.1/
e OpenlID Connect: https://openid.net/connect/

Contacts:
e iam-support@lists.infn.it


https://github.com/indigo-iam/iam
https://indigo-iam.github.io/docs
https://oauth.net/2/
https://oauth.net/2.1/
https://openid.net/connect/
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Role
e  Entrypoint for the computing federation, IAM acts as ————+ Authentication requasts
Attribute Authority and IdP proxy for the whole ———» Altributes synchronizatior
infrastructure Local site idPs
Objective R N = |
e Federate INFN and CINECA IdPs T [ W [ (
e CINECA and INFN users can register into INDIGO |IAM
through their IdP and be authorized to access the Dt e Anribute
resources of both institutions 1dPs - Proxy fo——————————— Al
Advantages i
e In-house development (mainly by INFN CNAF), born to l i
satisfy the needs of scientific community E; ? : G
e Easy integration with third-party applications R sp se) (sp sp) (s
e Backward-compatible with Grid-based authorization TSsdey 2 ° .
° Su pport for Capablllty_based aUthorlzatlon Service provider Services: Cloud, Data Archival, Storage, Data Analytics, PaasS ..
e Allows the definition of policies for fine-tuned access

privileges
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e The PoC IAM instance is deployed using Docker Compose on a Virtual Machine within the INFN

Cloud infrastructure
o deployed behind an NGINX
o stores data in a MySQL database

e All the services belonging to the PoC infrastructure (the INDIGO Paa$S orchestrator, RUCIO, etc.)
that support authentication with the PoC |IAM have been integrated by registering them as clients in
IAM, exploiting the OpenlD Connect technology
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Defined a Virtual Organization (VO), called poc-icsc
e Moderated user enroliment
o it requires manual approval by IAM admins

! \.. CentroNazionale di Ricerca in HPC,

. Big Data and Quantum Computing

Welcome to poc-icsc
Sign in with your poc-icsc credentials
& | veerae Logm through Reglstration Email Admin Password
external IdP Confirmation Approval Setup
Once logged to Send email Send
the external confirmation notification to
ﬂ "assword IdP, since the to applicant's applicant to
user is not email address admlmstra(or inform that
present in IAM s to inform request have
it is redirected about new been
registration registration
Forgot your password? page request
Or sign in with

e Authentication methods
CINECA o external IdPs: CINECA dev instance of keycloak (O/DC) and INFN AAI

<h) (SAML)
2 o  X.509 certificates (if linked to the account)

https://iam-poc-icsc.cloud.infn.it/



https://iam-poc-icsc.cloud.infn.it/
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)4 ICS,,C Attribute-based authorization
e Defined a set of IAM groups to enforce a more controlled access to federated
_ resources
MR e o  poc-icsc/prod: optional group (or VOMS role), necessary to submit
signin with yourpocicc credentials third-party transfer jobs to FTS in the infrastructure, authenticating and
2 authorizing with a proxy
e o  poc-icsc/admins/poc-icsc: mapped to an OpenStack project on the
federated Cloud providers used to instantiate services on the public
network
R e o  poc-icsc/priv-admins/poc-icsc: not yet defined, will be mapped to an
csipinuith OpenStack project on the federated Cloud providers used to instantiate
CINECA services on a private network

https://iam-poc-icsc.cloud.infn.it/



https://iam-poc-icsc.cloud.infn.it/
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! \.. CentroNazionale di Ricerca in HPC,

Big Data and Quantum Computing

Welcome to poc-icsc
Sign in with your poc-icsc credentials
2

Forgot your password?

Or sign in with

CINECA

https://iam-poc-icsc.cloud.infn.it/

Scope-based authorization

Defined IAM scope policies applied to each storage system for finer-grained
read/write permissions in the federated namespace

(@]

read access to the entire namespace (/) is granted to users of the

poc-icsc group
write access to the /user/<iam-username> namespace is granted
to the user <iam-username>


https://iam-poc-icsc.cloud.infn.it/
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! \.. CentroNazionale di Ricerca in HPC,

Big Data and Quantum Computing

Welcome to poc-icsc
Sign in with your poc-icsc credentials

2

Forgot your password?

Or sign in with

CINECA

https://iam-poc-icsc.cloud.infn.it/

The PoC IAM instance has been successfully integrated with

PaaS orchestrator and its dashboard

OAuth2 proxy services used by interLink

RUCIO + FTS

INFN Storage systems and INFN federated Cloud services involved in the
PoC


https://intertwin-eu.github.io/interLink/
https://iam-poc-icsc.cloud.infn.it/
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Identity Federation

e Due to existing certification policies and processes, a federated user must already be registered as a
user at CINECA to access CINECA resources

e As a workaround for the PoC, all federated users must first be statically registered in CINECA LDAP
and then registered in the PoC |IAM instance using the same username from CINECA LDAP

e On the other hand, any federated CINECA user can transparently access both CINECA and INFN
resources

e Ongoing discussions in ICSC spoke 0 and TeRABIT

Integration with CINECA

e Limited to a few processes and test endpoints (i.e., offloading part of the workflow of a Cloud
application to HPC (CINECA) resources and data transfer between a test CINECA S3 endpoint and
INFN resources)



