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Context




General concepts

¢ Tracks resource usage
and user activities.

Essential for cost

a0

C

® "

(- management, auditing,

= and compliance.

O Often used in cloud
computing and

O enterprise

&) environments.

29/05/2025
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e Continuous observation
of systems, networks,
¢ m— and applications.

¢ Helps detect anomalies,
performance issues,
and security threats.

e Uses tools like logs,

| -
o
c
§ metrics, and alerts.

Difference
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e Monitoring focuses on
real-time system health
and performance.

e Accounting focuses on
tracking and reporting
resource usage over
time.
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INFN Cloud project

For almost 5 years INFN made available to its users INFN Cloud: an
easy to use, distributed, user-centric cloud infrastructure and services #%"
portfolio targeted to scientific communities. '

4 National Laborbtories/
[

LHC-Tier2 20 Divisions
CF .
Milanec-Bico Jrento

11 Groups /

1 Computer Science Cen(er/.

0
Brescia LHC-Tier2 _Udine 1Tier & 9 Tier2
X Legnaro (PD)
1ZF 3 T te 3 Other lnslltulions,r.

—
LNF-National Laboratory
Legnare (PDI

INFN - CNAF Computer
Science Conter - Bologna

\0'\.

INFN offers to its users a comprehensive and integrated set of Cloud
services through its dedicated INFN Cloud infrastructure. The INFN ,
Cloud portfolio, available via an easy-to-use web interface, is defined T
upon clear users’ requirements. It is based on composable, open-
source solutions and can be easily extended either by the INFN Cloud
support team or directly by end users.

LHC-Tier2
Pisa

G, LNGS-Gran Sasse National
Laboratory - Assergl (AQ)

L'Aquila
o
Q LHC-Tier2
10 Frascati [RM]
LNF-National Laboratory
Frascati (RM]

£
S LHC-Tier2
Barl
.
» o

The INFN Cloud infrastructure is based on a core backbone connecting
the large data centers of CNAF and Bari, and on several federated sites
connecting to the backbone

WWW.GARR.IT
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DARE project and connection with INFN

DARE (DigitAl lifelong pRevEntion) is a project part of the Italian National Recovery and Resilience Plan
(NRRP). The initiative, taking advantage of new digital technologies, is aimed at creating and developing a
community of knowledge, connected and distributed, which encourages the establishment of models and
solutions for surveillance, prevention, health promotion and health safety.

The collaboration with INFN includes both the supply of computational resources (hardware) and technical
support for their use and the technologies that can be deployed on them.

Considering the special nature of the data, i.e. personal data belonging to the medical field, we need a
secure infrastructure, capable of dealing with any malicious attacks coming from the outside. Our platform
was designed to meet these security needs.
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Accounting



Infrastructure

Local Collector

f(||\|!:“!\| dHINﬁ,\N Jj
/lNFN

* Same on every cloud Local Collector
( ~~ Local Collector

* Collect metrics
f' INFN @
INEUD—/

BACKBONE
Central Collect L IC lect Central Collector
entral Collector ocal Collec o |NFN
INFN

Napoli

LNGS

e (Collect metrics from all cloud
BARI

RECAS

e Store and display data

LNGS
Local Collector

cloudveneto

Local Collector

Local Collector
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Infrastructure

Local Collector

f(||\|!:“!\| dHINﬁ,\N Jj
/lNFN

Local Collector
( ~~ Local Collector

f( INFN d =
BACKBONE “w“’/
Central Collector | ocal Collector Central Collector H
f( INFN
INFN

e Same on every cloud
* Collect metrics

Napoli

LNGS

e (Collect metrics from all cloud
BARI

RECAS

e Store and display data

LNGS
Local Collector

cloudveneto

Local Collector

Local Collector

29/05/2025 CCR 2025 - Stato dell'arte dell'architettura di monitoring e accounting nei progetti INFN 9

g
& DARE

DIGITAL LIFELONG PREVENTION

Qj:.;; o JJ e d e I Ia R Icerca Ministera delfUniversiti e deila Ricerca

#:5 Ministero : E 7% PNC
S f de":Un“’erSIta -'.‘l ]talu&iﬂumdnl . .l . ‘ .ﬁ Piano nazionale per gli investimenti ‘ I N F N ‘
. BARME PN . complementari al PNRR



Schema

Local Collector

@ inﬂUde tnsn APEL SSM (sender)

OPENSTACK ACCOUNTING EXTRACTOR

o]k
APEL SSM

(receiver)

‘ v
APEL wijm ,J
Hypervisors Controller 1 MariaDB
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Schema

Local Collector

& influxdb

e

OpenStack Site

Central Collector

OPENSTACK ACCOUNTING EXTRACTOR

APEL SSM (sender) . E Ra b O |t

APEL SSM
cASO extracts information from (receiver)
Openstack tenants (namespaces)
such as Wall Time, num. CPU,
RAM, Disk, ecc.

Tenants managed by accounting

must be appropriately labeled.
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Schema

%%

CloudComputeService: BARIBACKBONE
Local Collector CloudType: caso/4.2.0 (OpenStack)
OpenStack Site CpuCount: 2
CpuDuration: 41145428
Disk: 20
FQAN: admins/catchall
GlobalUserName: alexoliva_iam

LocalGroupId: 0a6073cba87buUf89blc5b5c62d3U97"

[
In ’ IL C
OPENSTACK ACCOUNTING EXTRACTOR

LocalUserId: 3c6b9lac2c2ad6f95¢c+al2ll6317b282:
MachineName: proxmox-test-2

Memory: U096
PublicIPCount: 1
SiteName: BARIBACKBONE
StartTime: 1727702490
Hypervisors Controller Status: started
VMUUID: f1a8629f-b012-U417a-88U8-c53e92+b72dc

WallDuration: 20572714
%%

CCR 2025 - Stato dell'arte dell'architettura di monitoring e accounting nei progetti INFN

¥
+i5¢ @ della Ricerca

{/ % Ministero . . B Y PNC
';;;L‘ o dell’Unive r5|ta l . !!3!{%3{{1}111a11i -'. G {:} per gli investimenti
SRS s . comp IcmEn tari IPNRR

INFN | s DARE



Schema

Local Collector

. APEL SSM (sender) -
@ influxdb|—{d: 141 ~lhRabbit
OPENSTACK ACCOUNTING EXTRACTOR
APEL SSM
(receiver)
The actual CPU usage (CPU Time) APEL +
Hypervisors of the VM is taken directly from 1 MariabB
the HVs, thanks to Collectd, and
saved in InfluxDB. rn\ Grafana
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Schema

Local Collector

@ influxdb —>{d | \Y1 | FEERSMbenden L, 1 RAbbit

OPENSTACK ACCOUNTING EXTRACTOR

(receiver)

Parameters retrieved from Tenants

* are stored in RabbitMQ via APEL
SSM. AeL o aoff

Hypervisors Controlle 1 MariaDB

m Grafana
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Schema

Local Collector

@ influxdb —{d | N1} SEELSMbenden L, b RAbbit

OPENSTACK ACCOUNTING EXTRACTOR
APEL SSM
(receiver)

Periodically APEL SSM takes care

of emptying the RabbitMQ
qgueues. The data is saved in a h
APEL wiim

database after being aggregated

Hypervisors Contro : o\ , MariaDB
yp by APEL. Finally, it is conveniently 1
visualized via a Grafana
dashboard. 1 M\ Grafana
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Dashboard output

Number of VM (instances, per month)

== YMs BARIBACKBOME
=Mz CLOUD-INFN-CATANIA
= YMs CLOUDVENETO
== Mz CNAFBACKBONE
VMs INFN-CLOUD-CNAF
VMs LNGS
= VYMs NAPOLI

Total number of ViM

0115 0120 0125 0130 0204 0209 0214 02119 0224 03/01 03/06 03M 0316 O03(21 03726 03/31 04/05 04710 04A15

Ephemeral Disk Used (GB, per month)

Disk BARIBACKEONE

Disk CLOUD-INFM-CATANIA
Disk CLOUDVENETO

Disk CMAFBACKBOME

Disk INFN-CLOUD-CNAF
Disk LNGS

Disk NAPOLI

0
0115 01/20 01/25 0130 02/04 O0Z/09 0204 ©O2M19 0224 03/ O03/06 O03M 03116 03N O03/26 0331 0405 04110 04015

Memory used (GB, par month)

== RAM BARIBACKBEOME
= RAM CLOUD-INFN-CATANIA
== RAM CLOUDVENETO
== RAM CNAFBACKBONE
RAM INFN-CLOUD-CNAF
RAM LNGS

Memory |GE]

= RAM NAPOLI

0
0115 0120 0125 O1/30 02/04 02/08 02f14 0219 0224 0301 0306 03N 0316 0321 026 0331 O04/05 04/10 0415
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Total number of VM (by Provider)

Total Disk Used (GB by provider)

Total Memory used (GB by provider)
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= VMs BARIBACKECONE
= Mz CNAFBACKBEONE

VMs INFN-CLOUD-CNAF
= Mz CLOUD-INFN-CATANIA
= VMs CLOUDVENETO

VMs LMNGS
= VMs NAPOLI

Disk INFN-CLOUD-CHAF
== Disk BARIBACKBEONE
== Disk CHAFBACKBONE
== Disk CLOUD-INFN-CATAMIA
== Disk CLOUDVENETO
Disk LNGS
== Disk NAPOLI

RAM INFN-CLOUD-CHAF
RAM BARIBEACKBONE

RAM CHAFBACKBONE

RAM CLOUD-INFN-CATAMIA
RAM CLOUDVENETO

RAM LNGS

RAM NAPOLI
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Dashboard output

CPU used (CPU, per month) Total CPUs used (by provider)

Mame

CPUs BARIBACKBOME

CPUs CLOUD-INFN-CATANIA
CPUs CLOUDVENETO

CPUs CNAFEACKBONE
CPUs INFN-CLOUD-CNAF
CPUs LNGS

CPUs NAPOLI

2K

0115 OV20 OF25 O30 02/04 0209 0214 0219 02/24 03/01 03j06 031 0316 03X 03726 0331 04/05 0410 0415

WallClockTime * Number of Processors (hours, per month) Total WallClockTime * Number of Processors (hours by provider)

2.50 Mil Name
= WallClock BARIBACKEONE

2 Mil = WallClock CLOUD-INFN-CATANLA
= WallClock CLOUDVENETO
BT = WallClock CHAFBACKBONE
WallClock INFN-CLOUD-CNAF
WallClock LNGS
= WallClock NAPOLI

1 Mil

B
S
=}

=
@
E
S

500 K

o
01115 oirA 027 02/02 02/08 o214 02/20 02/26 03/04 03710 0316  03/22 03/28  04/03  04/09 04115

CPUTime (hours, per month) Total CPUTime (hours by provider)

70K o
CPUtime BARIBACKBONE

CPUtime CLOUD-INFN-CATANIA
CPUtime CLOUDVENETO
CPUtime CHAFEACKBONE
CPUtime INFN-CLOUD-CNAF
CPUtime LNGS

CPUtime NAPOLI

CPU time {hours)

o
015 0W20 OW25 O30 0204 OX09 0214 0219 0224 03/01 03/06 03M 0316 0321 03/26 03731 04/05 04/10 04715
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CPUs INFN-CLOUD-CNAF
CPUs CNAFEACKEONE
CPUs BARIBACKEONE

CPUs CLOUD-INFN-CATANIA
CPUs CLOUDVENETO

CPUs LMNGS

CPUs NAPOLI

WallClock INFN-CLOUD-CNAF
WallClock BARIBACKEONE
WallClock CHAFEACKBONE
WallClock CLOUD-INFN-CATANIA
WallClock CLOUDVENETO
WallClock LNGS

WallClock NAPOLI

CPUtime CNAFEACKEONE
CPUtime BARIBACKEONE
CPUtime INFN-CLOUD-CNAF
CPUtime CLOUDVENETO
CPUtime CLOUD-INFN-CATANIA
CPUtime LNGS

CPUtime NAPOLI
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Monitoring




Zabbix

Openstack site

|_

=

= I [ I [ Oy [

= ZABBI X
PROXY

2 -

=

S [ 1 [

= ZABBIX
PROXY
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Zabbix

ZABBIX /g i
PROXY

- R ZABBIX
=
- ZABBIX SERVER
PROXY
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Zabbix

Openstack site

|_
=
<
=2
o
* Host metrics (CPU, memory, disk, network, etc.)
and plugin for service metrics (CEPH, DNS, other
basic services)
- * Notifications via mailing list and messaging systems
=
L e .
~ ZABBIX
PROXY
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Network traffic

Disk
space
/- Total space  [last] u Sage

[ Used space  [last]

11:30 &M
12:30 PM
02:30 PM
03:30 M
04:30 PM
05:30 PM
06:30 PM
07:30 M

*Trr"AlARANIT

100 %

RAM utilization
CPU utilization \B B I X

SERVER

-=r=Aai A A1

11:30 AM

12:30 PM
01:30 PM
02:20 PM
03:30 PM
11:30 AM

12:30 PM
01:30 PM
02:30 PM
03:30 PM
04:30 PM

29/05/2025 CCR 2025 - Stato dell'arte dell'architettura di monitoring e accounting nei progetti INFN 22

Ministero - 2% PNC

! 1
dEII'UniUE rSita .:' 1 . i . Piano nazionale per gli investimenti I N F N ”‘: DAR E
e d EI I a R i Cerca ' Q EI'TTETEME” al PUAR cere I\\ DIGITAL LIFELONG PREVENTION




Ceph Storage

i
@ o+

ceph

@/

Exporter

29/05/2025
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Ceph Monitoring

@ Prometheus

m Grafana
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Ceph Storage

FLamlea Alecndaa

Monitoring

Folders in coreservices bucket - Size

224 GIB
192 GIB
160 GIB

96 GIB
64 GIB
32 GIB

12:30  13:00 13:30 14:00 14:30 15:00 15:30 16:00 16:30 17:00 17:30 18:00 GrCIfCInQ

cmdb-couch-schema-backup-root-backup == dbd-bari-root-db-backups == dbd-cnaf-root-db-backups

dbl2-bari-data-backups dbl2-cnaf-data-backups dcim-data-backup == dns-db-backup

icsc-dashboard-data icsc-dashboard-etc == jenkins-backup-var-lib-jenkins ldap-backup-bari-etc
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Rally

Rally is a benchmarking-as-a-service

Task overview

framework designed to test and measure
performance across various components

(Nova, Neutron, Cinder, Keystone, etc.) of
an OpenStack instance.

It runs preconfigured tests (create/delete

VM, volumes, snapshot, networks,

routers, etc.) on OpenStack components,
simulating real user workloads.

At the end of the test, it generates

detailed reports with metrics on the

executed tests.

29/05/2025
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Scenario

Authenticate keystone
CinderVolumes.create_and_attach_volume
CinderVolumes.create_and_delete_snapshot
CinderVolumes.create_and_delete_volume
CinderVolumes.create_and_delete_volume-2
CinderVolumes.create_and_delete_volume-3
CinderVolumes.create_and_extend_volume
CinderVolumes.create_and_list_snapshots
CinderVolumes.create_and_list_volume
CinderVolumes.create_and_list_volume-2

CinderVolumes.create_and_upload_volume_to_image

CinderVolumes.create_from_volume_and_delete_volume

Glancelmages.create_and_delete_image
Glancelmages.create_and_list_image
Glancelmages.list_images
MeutronMetworks_create_and_delete_networks
NeutronNetworks_create_and_delete_ports
NeutronNetworks_create_and_delete_routers
MNeutronMetworks_create_and_delete_subnets
MNeutronMetworks_create_and_list_networks
MeutronMNetworks_create_and_list_ports
MeutronMetworks_create_and_list_routers
MeutronMNetworks_create_and_list_subnets
MeutronNetworks_create_and_update_networks
NeutronNetworks.create_and_update_ports
MNeutronMetworks_create_and_update_routers
Neutronhetworks create_and_update_subnets
MovaKeypairboot_and_delete_server_with_keypair
MovakKeypair.create_and_delete_keypair
MovakKeypair.create_and_list_keypairs

MovaServers.boot_and_bounce_server
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Load duration Full duration
(s} (s)
0.276 1172
230.214 246.967
4581 14.586
4588 7.888
4674 9.146
4 567 7072
6.296 9.944
2.435 15.430
2775 9.448
2.605 8.268
33.593 37.959
4.650 15.310
4735 6.480
3.976 8.883
0.067 1.570
0.634 5793
0.836 7.083
6.916 15.296
0.841 7.527
0.568 17
0.756 8.804
3.076 15.815
0.703 9.049
0.552 7.365
0.994 9.454
4592 16.508
1.149 9.833
9.867 20.866
0.445 3397
0.675 5143
288.752 319.464

INFN

Iterations

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

Runner

constant
constant
constant
constant
constant
constant
constant
constant
constant
constant
constant
constant
constant
constant
constant
constant
constant
constant
constant
constant
constant
constant
constant
constant
constant
constant
constant
constant
constant
constant

constant

Errors

= = R R R R R O = T N R = = N O = T = R = T~ T = T = A = T = T = L = I = T = I = I = = R =]

-
—

~

Hooks
(SLA)

<

o o o e o o o o0 0 0 o0 00 0 00 000 o000 000 o000 o
N T T T T R 4
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Summary, issues and future prospects

WORK IN
PROGRESS

e Accounting and Monitoring are ¢ APEL incompatible with new cASO
useful tools for controlling an versions, which introduces new
infrastructure metrics regarding FloatinglIP,

e Easy scalability volumes and accelerators (GPU

and FPGA)

e Use monitoring to automatically
failover geographically duplicated
services

e Integrate Rally and Zabbix metrics
to help the orchestrator
scheduling algorithm find the best
federated cloud to deploy a
service

* Trying to make a PR to the APEL
repository to manage the metrics
collected by cASO

* A PR has been submitted to the
cASO repository to extend
connectivity to Kafka.

® Organize the monitoring part,
divided into too many different
tools

Future prospects
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New Schema

Local Collector

@ inﬂUde tnsn APEL SSM (sender)

OPENSTACK ACCOUNTING EXTRACTOR

Hypervisors Controller
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New Schema

OpenStack Site
@ influxdb —{L T -8 kafka

OPENSTACK ACCOUNTING EXTRACTOR

w |0gstash

Hypervisors Controller l

» Open
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