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* Computing resources in Turin
* Monitoring infrastructure

* Dashboard design

* Machines database

e Future developments
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CTLab (Computing Technology Lab): TeRABIT:
* 4xDell Powerkdge R7525: * 6xLenovo SR665v3:
o 2x(AMD EPYC 7313 3.0 GHz 16 cores) o 2x(AMD EPYC 9654 96-Core Processor)
o 1TB RDIMM, 3200 MT/s o 1,5TBRAM
o 2x(AMD MI100, 32GB) * 6xLenovo SR675v3:
o 1x(NVIDIA A16, 4x16GB) o 2x(AMD EPYC 9654 96-Core Processor)
o 2x(NVIDIA A5000, 24GB) o 15TBRAM
e 3xLenovo SR675v3: O 4X(NV|D|A H100 SOGB)
o 2x(AMD EPYC 9124 3.0 GHz 16 cores) o NVIDIA ConnectX-7 400 Gb/s
o 1TB RAM (expandable) * 1xInfiniBand switch 400 Gb/s
o 2x(NVIDIA L40S, 48GB) *  Connectivity: NVIDIA ConnectX-7 400 Gb/s

1xNVIDIA GraceHopper superchip, evaluation system by E4:
o CPU+GPU coherent memory model
o 900 GB/s interface NVLink-C2C

* Connectivity: InfiniBand + NVIDIA ConnectX-7 400 Gb/s

Synergic and consistent management
computing resources
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Machines and resources catalog:
* PostgreSQL (the database)

Metrics collection:
* Redfish
e SNMP

Time series database:
* Prometheus

Data visualization:
e Grafana

Alerting:

* Currently, Grafana + Telegram

configuration
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Basic metrics of machines:
CPU, RAM, disk usage and
power metrics.

For HTCondor nodes,
correlation between power
consumption and number of
jobs.

# PROCE TOTAL RAM

O6 528cs

TOTAL SWAP

10.2 68

Power/jobs correlation ® Last 1 day

05/20 20:00 05/21 00:00

Name
== max processor load
== avg power consumption
== avg processor load

number of HTCondor jobs

05/21 04:00

Italiadomani

PIANO NAZIONALE
DI RIPRESA E RESILIENZA

DISK SIZE
1 /home

869 3.30
GiB TiB

/|

05/21 08:00 05/2112:00

Power UP TIME

18.7 weeks

05/2116:00

i alitcigale]]

PROCESSOR LOAD

proc ID 196608

proc ID 196609

proc ID 196610

USED MEMORY DISK USAGE

nmMmivi

i
SWAP
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Status Filter  All Status legend

RACKS
KVM UP POV;F'E\lRED SRV UP STOUR;\GE YOGA UP WARNING

v ROWB

* Visualise machines in their
location.

RACKO01 ® RACK03 ® RACKO05 © RACKO07 O RACK09 © f RACKT ® RACK13 ®

u1 us

* Node identification.

e Color codes for synthetic
status display: role &
status.

» States, categories, and
codes are configured in the

v ROW A
d ata b a Se . RACK02 ® RACK04 ® RACK06 © RACKO08 ® RACK10 ® RACK12 ® RACK14 ©

AMQO AM1 M2 AM3
16 AMC AM1 AM2 AM AM8 AM9 AMA AMB AX3 AX2 AX1

* Monitoring status: ping,
power State' HTcondor AF5 AGO AG1 AM4 AMS5

AME AM7 ANO AN1 AN2 AF3

AXO0 AFO AF1

AN3 R8 R9 RA Rb
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enabled, power_state,
service_status, link_status,
mapped_category

category_status = mapped_category + status suffix

category_status

power_state = 'OFF' else
l service_status? l
<category>_OFF . <category>_<link_status>
<category>_<service_status> - -

computed_status

computed_status

power_state = 'OFF' else

enabled? link_status = 'LINK_UP'

No

No l — Yes
~ link_status OR
Yes category_status OR power_state OR
[ 'NOT_MONITORED' link_status 'NOT_MONITORED'
category_status category_status OR
OR 'OFF' link_status
| OR power_state
]

return
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category_status

= mapped_category + status suffix

computed_status

power_state = 'OFF'

}

<category>_OFF

power_state = 'OFF'

No

[ ) 3 & » Panopticon: ~ (Jusr/bil

Pnicola in ~ at panopticon

- psql -q <<EOF

select distinct computed_status as status

from synthesised_status_config order by computed_status;

EOF

CONDOR_ABNORMAL
CONDOR_DOWN
CONDOR_IDLE
CONDOR_INACTIVE
CONDOR_OFF
CONDOR_RUNNING
CONDOR_UP
HPC_DOWN
HPC_OFF

HPC_UP

KVM_DOWN
KVM_OFF

KVM_UP

LINK_DOWN enabled?
LINK_UP

N/A No

NOT_MONITORED
OFF Yes

else

bry>_<link_status>

Yes OoN
SRV_DOWN
! 'NOT_MONITQRE A3 D'
— Al

category_status
OR 'OFF'

STORAGE_DOWN
STORAGE_OFF
STORAGE_UP
YOGA_DOWN
YOGA_OFF

ategory_status OR
link_status
OR power_state

YOGA_UP




Finanziato /3 Ministero

dall'Unione europea % dell’Universita [taliadomani

NextGenerationEU B RISRESA & RESILIENZA

Status Fiter  All ~ 82 MACHINES ISSUES 53 MACHINESDETAILS 85 RESOURCESMONITOR 3 MACHINESINFO B8 RACK PDULOAD © Refresh v
OPERATIONAL NODES Status legend
HTCondor Cores RAM POWERED STORAGE ., )
7680 37.6 TiB ON SRVUP up Y WARNING
UPS ALAR... UPS STAT... UPS SOUR... UPS POWER UPS BATTERY USAGE UPS LOAD COOLING FLUID TEMPERATURE
Output power e 200 mA 35¢
0 NORMAL 101 v — a07c
100 mA ZoRE
\ q
UPS BATTERY S 20°C
° G I t t H Charge remaining oy Errm L3 0 min 0% O0A v Ml W 15°C B
enera S a us Ove rVIEW 100 23 min 100 ma 78.3% 18:00  00:00  06:00  12:00 - ! 10 °C
b

== Time remaining == Charge remaining == Current R

18:00 00:00 06:00 12:00 18:00 00:00 06:00
= Output power = Max load = Entering == Leaving

L4 Re SO u rce u S a ge CURRENT LOAD PER RACK HTCONDOR

Name Last * ek UPS OUTPUT CURRENT COOLING AIR TEMPERATURE
RACK 10 79.9 A 31kwW n hl ﬂ q
i il 170 A oSy

* Health issues detection moce  assn sasi|f | &

36°C
RACK 09 40.8 A 30 KW ‘ 122: 3490
RACK 1 430A 32°C "~
30°C
28°C

150 A
145 A

140 A
2k 135A ¢ 457
20:00 00:00 04:00 08:00 12:00 16:00

24°C
RACK 08 265A 130 A o
Name Last * 125 A 22°C

== Total power 311 kW 18:00 00:00 06:00 12:00 18:00 00:00 06:00 12:00

29.5 kW
RACK 14 407 A

RACK 07 339A

RACK 02 207 A
0 00:00 04:00 08:00 12:00 16:00 RA(?‘f 03 17‘?’* = # HTCondor jobs (right y-axis) 693 == Line1 == Line2 == Line3 = Inlet = Supply = Return

TEMP O MEMORY O STORAGE ® cMos © POWER © LINK.DOWN © OTHER ©
BBC BB1 BB2 BB3 BBS
BBE BB7 BBC BB} BBI
BBJ BBK BBL BBN BBM
BBS BBT BBL BBV BC!

BCS BC6 BC7
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Jsonnet

Grafonnet: Jsonnet library for generating Grafana

dashboards. l Transpiling
* Jsonnet: )
o Configuration language that transpiles to JSON (source JSON
to source translation, same abstraction level).
o Functional style (no side-effects).
* Fit into pipeline for provisioning of dashboards and easier l Provisioning

(wrt. JSON) versioning.

All well and good, but... double the effort! BlE

o Grafonnet lags behind GUI features.
o Need to rewrite GUI-generated dashboard to Jsonnet
code.
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Jsonnet

Grafonnet: Jsonnet library for generating Grafana

dashboards. l Transpiling
* Jsonnet: t‘- |
o Configuration language that transpiles to te@? JSON

JSON. D
o Functional style (no side-effects). \ed

Provisioning
Fit into pipeline for provisioning of &Jg‘boards ‘

All well and good, but... double the effort!

o Grafonnet lags behind of GUI features.
o Rewriting GUI with Jsonnet code.
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{’.

GroAfono

* Develop dashboards with GUI.
l No-code development

* Take JSON source.

* Provisioning pipeline.
JSON

l Provisioning
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* Develop complex logic with Jsonnet. Jsonnet

* Take JSON source to define new dashboard in
Grafana. l Transpiling

* Continue development with GUI.

JSON

Jsonnet machinery useful for initial development! l GUI

‘ Static generation of complex layouts
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Hard to deal with simultaneously-varying,
correlated variables in Grafana GUI.

There is no support (yet) for variables defined

at row level.

Use Jsonnet to create multiple variables
depending on configuration, defined in

the database.

Racks in each line

X
Q
(@]
=~
>
]
7]

Italiadomani
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RACKS
v ROW B

RACKO1 © RACK03 © RACKO05 © RACK 07

U1 U3
Al0 ASO

v ROWA

RACK02 © RACK04 © RACK06 © RACK 08
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Status Filter  All 88 MACHINES ISSUES 88 MACHINES DETAILS 88 RESOURCES MONITOR 88 MACHINES INFO 88 RACK PDU LOAD @ Last 24 hours v Q G Refresh v

OPERATIONAL NODES Status legend

HTCondor Cores. RAM
POWi‘RED STORAGE YOGA UP WARNING

7680 376 TiB SRVUP

RACK 11 430A hadn 32960 —
30°C

detailed view... ; e dara || B .

140 A
RACK 07 339A 20 kw 132 A - 26°C
20:00 00:00 04:00 08:00 12:00 16:00 130 A 24°C
Name Last * 125 A 22°C

(e ez 200 = Total power 311kW 18:00  00:00  06:00  12:00 18:00  00:00  06:00

UPS ALAR. UPS STAT... UPS SOUR. UPS POWER UPS BATTERY USAGE UPS LOAD COOLING FLUID TEMPERATURE
Output power == 100% 200 mA 103 kW 35 °C
NORMAL NORMAL 80% 150 mA 102 kW -
kW
60% 102 kW .
_— 100 mA 101 kW 25°C
40% 20°C
UPS BATTERY 20% 50mA workw I | & S
N Max load . o 100 kW i y 15 °C = =
Charge remaining Time remaining Current 78 3 0% O0A gy v v oo Ol A
% 18:00 00:00 06:00 12:00 - R
o . O%
H 100 % 23 min 100 LA == Time remaining = Charge remaining == Current 9k 5°C
M a C | n e re p O rte a S 18:00 00:00 06:00 12:00 18:00  00:00  06:00
- O - Max | - Ef i - il
CURRENT LOAD PER RACK HTCONDOR : utput power ax load ntering == Leaving
.
p owere d Off . Name Last* 315 kw UPS OUTPUT CURRENT COOLING AIR TEMPERATURE
” S T v RACK 10 79.9A 31kW N‘” e Atheliod # f 107G
1 LA 170 A
click to open the woce —aasn sosw N[ i -
’ : v il i - 36°C
RACK 09 408 A 30 KW ‘ ‘ 160 A 3490

RACK 08 265A

RACKIOS 29N = # HTCondor jobs (right y-axis) 693 == Line1 == Line2 == Line3 = Inlet = Supply = Return

20:00 00:00 04:00 08:00 12:00 16:00
TEMP O MEMORY O STORAGE ® cMos © POWER © LINK.DOWN © OTHER ©
BBC BB1 BB2 BB3 BBS
BBE BB7 BBC BBt BB
BBJ BBK BBL BBN BBM
BBS BBT BBL BBV BC!

BCS BC6 BC7
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Detailed machine view

Resource usage.

Power and temperature
metrics.

Service state.

Link to BMC page.

Node search © BG2

hodeBG2

OPERATIONAL

MGMT O

HEALTH ©
MONITORED

System resources

“‘ ], - \ |
‘;ml\‘;‘m\,\h
i !

‘\}“‘“‘\‘ I

J | M‘ 1

U |

04:00 06:00 08:00 12:00
Name

= Power consumption (right y-axis)

Temperature

100 °C

04:00 06:00 08:00 10:00 12:00
Name

= Ambient Temp

= CPUtemp

Nodes yoga-01 v  Mountpoints Al x

PRIV ©®

|
(W 1L
I

14:00

14:00

88 MACHINES STATUS & PLACEMENT

CATEGORY ® UPTIME ®

GPU

CLUSTER © PROJECT ©

TECHZOO ETIC

CPU usage (top 10)

f \“H 1
m‘\““‘;“\‘““\ ol I

{1
|

4 W

5
22:00 00:00 02:00
Last

60.8 W

Memory usage (top 10)

No data

22:00 00:00

83 MACHINESINFO (@ Last24 hours v Q

LOCATION © VENDOR ®
rack LENOVO

1 1 MODEL ©®

ThinkSystem SR675 V3

line

ROW B

#PROCESSORS ©®

SERVICE TAG ©
7D9RCTOTWW

TOTALRAM ©

USED MEMORY ®

DISKSIZE ©

DISK USAGE ©
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Detailed machine view

Resource usage.

Power and temperature
metrics.

Service state.

Link to BMC page.
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dell’Universita

Node search © AV6

nodeAV6

t2-cwn-235 Mountpoints  All x

OPERATIONAL
HEALTH ©

MONITORED

System resources

100%

0%
18:00 02:00 04:00 06:00
Name

= Avg CPU load
= Avg RAM usage

= Power consumption (right y-axis)

Temperature

100 °C

0°c
18:00 00:00 02:00 04:00 06:00
Name

= Inlet Temp

= CPU temp

X v

MGMT © PRIV ©

08:00

08:00

10:00

12:00

14:00

Italiadomani

PIANO NAZIONALE
DI RIPRESA E RESILIENZA

88 MACHINES STATUS & PLACEMENT

CATEGORY O

CWN

CLUSTER

CPU usage (top 10)
Name
02-sim-device-r
02-sim-device-r
02-sim-device-r
02-sim-device-r
02-sim-device-r
02-sim-device-r
02-sim-device-r

02-sim-device-r

Memory usage (top 10)
Name
02-sim-device-r
02-sim-device-r
02-sim-device-r
02-sim-device-r
02-sim-device-r
02-sim-device-r
02-sim-device-r

02-sim-device-r

UPTIME ©

43.0 weeks

PROJECT O

Current value
96.6%
96.6%
95.8%
95.0%
95.0%
94.7%
94.6%

94.6%

Current value
119 GiB
118 GiB
117 GiB
116 GiB
114 GiB
112 GiB
110 GiB

1.01GiB

88 MACHINES INFO

LOCATION ®

rack

10

line

ROW A

Status
running
running
running
running
running
running
running

running

Status
running
running
running
running
running
running
running

running

@ Last24hours v Q

VENDOR ©
DELL

MODEL ©®

PowerEdge C6525

SERVICETAG ©
1FVZOH3

#PROCESSORS ©

64

TOTALRAM ®

251Gie

USED MEMORY ©

RAM
1|
SWAP

:

DISK SIZE ©

869 GiB

1.99 TiB

DISKUSAGE ©




Finanziato 2% Ministero

dall'Unione europea {o.o% dell’Universita [taliadomani * terabit
NextGenerationEU S PIANO NAZIONAL

e della Ricerca B AN SR NAZONALE e za

Rack Rack 10 x X v Side All v = Other dashboards (D Last24hours v Q &

v GENERAL

Max load current per PDU (top 10)
200A Name

== PDU-RGB (10.0.016) - BANK 2
1BOA

== PDU-R8B (10.0.0.32) - BANK 1
P | | d k == PDU-R8A (10.0.0.33) - BANK 1
ower supply load per-rac L 5 i s 0 i S i o i i i D o vo e
- = - = — = - = ——— < < PDU-RI0A (10.0.0.35) - BANK 2
PDU-R10A (10.0.0.35) - BANK 4
== PDU-R10A (10.0.0.35) - BANK 6
PDU-R10B (10.0. 6) -

23:00 00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00 1:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00 19:00 20:00 21:00 22:00

v RACK 10

* Power supply monitoring.
PRl g PDU-R10A (10.0.0.35) - side: A PDU-R10B (10.0.0.36) - side: B

* Load distribution per rack.

5.8A
7.4 A it 6.7 A
e Alerting based on 45 81

Bank 4

8.5A GG
parameters configured in

0.0A 0.0A

Bank 6

the database. 9.2 1m0

Average Load Average Load

Name Last Name Last
= Bank1 575A - Bank1  7.25A
= Bank2  7.40A = Bank2 670A
= Bank3  450A = Bank3 B8.0SA
Bank4 B8.50A Bank4 9.60A
Bank 5 0A Bank 5 0A
Bank6  915A Bank6  T.0A

02:00 0400  06:00  08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00

00:00  02:00 04:00  06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00
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FE machines_attributes

123 machine_id

@) created_at

@) time_modified
enabled

AZ category

AZ project
AZissues

AZ notes

AZ history

AZ rack

AZ cluster

AZ pdu_socket
AZ pdu_phase
AZ todo

@) cert_expiration_date
AZ rack_key

AZ category_key
AZ side_key

AZ side

AZ cluster_key
AZ project_key

machines

123 machine_id
=] mgmt

AZ node

AZ hostname

A-Z memory

AZ model

AZ processor

AZ serial_number
AZ service_tag
@) created_at

@) time_modified
uuid

AZ vendor

Eip

Az lladdr_info

AZ express_service_code

l

EH inventory

123 machine_id
@ created_at

@ time_modified
{ }data

EH netaddr

123 net_id

=lip

= naddr

AZ hostname

123 machine_id
@) created_at

@) time_modified
AZtype

AZ interface

AZ interface_key

FE machines_status

123 machine_id

@) created_at

@ time_modified

AZ status

AZ service_status

AZ power_state

AZ mgmt_state

AZ system_event_log
AZ prev_status

123 net_id

=ip

[=] naddr

AZ hostname

123 machine_id
@) created_at

@ time_modified
AZ type

AZ interface

AZ interface_key

EH network_status

123 net_id

@) created_at
@) time_modified

ping
AZ link_status

A-Z prev_status

FH attributes_config

AZ attribute_name
A-Z attribute_value

@) created_at

@ time_modified
A-Z description
123id

AZ class

123 machine_id
@ created_at

@ time_modified
enabled

AZ category

AZ ject " R
projec EH attributes_config

AZ issues
AZ notes
AZ history

AZ attribute_name
AZ attribute_value

azrack @ e S @) created_at
AZcluster = le._. ) @ tlme_modlfled
Azpdu_socket  |o._. o A7 description
AZpdu_phase  |a._. o|123id

<O

AzZtodo e AZ class

@) cert_expiration_date
AZ rack_key

AZ category_key

AZ side_key

AZ side

AZ cluster_key

AZ project_key
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CDCTO Database Documentation

NAME

® CLI |nte rface tO pe rform IOW Ievel db - Command-line interface for infrastructure database management without SQL knowledge
operation on each of the 3 main SYNOPSIS

db [OPTIONS] SUBCOMMAND [ARGS]

tables. DESCRIPTION

The db utility provides a command-line interface for database management without SQL knowledge. It simplifies
core operations for your infrastructure database through intuitive commands that handle machine registration,

* CLI Commands have network configuration updates, and attribute management.
com prehenS|Ve man pages, Purpose and design philosophy

This tool follows a minimalist design philosophy, focusing on common administrative tasks while maintaining a
simple interface. When working with this utility, you will primarily interact with:

« Essential machine information: Register nodes with their node names.
« Network configuration: Manage IP addresses, interfaces, and hostnames.

- Operational attributes: Track category, notes, and other organizational metadata.

The tool deliberately separates concerns: hardware-specific properties (vendor, serial number, service_tag,
memory, processor) are meant to be automatically populated through the companion bmc_inventory tool using
standardized BMC interfaces. This separation ensures data integrity and reduces manual input errors.

Key features
« Simple command structure: Intuitive syntax for common database operations;

Manual page db(1) line 1 (press h for help or q to quit)

main "panopticon.to.infn.it" 00:59 25-May-25




nicola in ~ at panopticon took 3.2s
db show attributes

=

+
|

+
|
|
|
|
|
|
|
|
|

+

attribute_name

category
cluster

interface
line

mapped_category

project
rack
side

&
|
A
|
|
health_issue |
|
|
|
|
|
|
~
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) » Panopticon: man (Jusr/binftmux) [Panopticon

CLl interface to perform low level =
. . machine_id (PK),
operation on each of the 3 main vode, wid, -
vendor, model, serlal_number, service_tag,
tables. processor, memory,

1laddr_info, express_service_code

A A

CLI commands have
com prehenS|Ve man pages, . netaddr ‘ machines_status

net_id (PK), machine_id (FK), machine_id (FK),

Schema and attrlbute ValueS. ip, 1laddr, hostname, status, power_state,

interface, type mgmt_state

'nicola in ~ at panopticon A
-+ db show attributes project
S R

project | description class network_status
s 1 —— }
Alice Machines for Alice project SERVER net_id (FK),
Machines for BELLE project SERVER ping,
Machines for PNRR ETIC project SERVER link_status, prev_status
Machines for PNRR ICSC project SERVER
N/A Undefined project SERVER

|
|
|
| J
|
SkyNet | Machines for PRIN SkyNet project SERVER age db(1) line 353/495 80% (press h for help or q to quit)
|
+

TeRABIT | Machines for PNRR TeRABIT project | SERVER "panopticon.to.infn.it" 12:57 25-May-25

ETIC

ICSC

+
|
A
|
| BELLE
|
|
|
|
|
-
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. | icon: m

BMC_INVENTORY(1) CDCTO Database Documentation BMC_INVENTORY(1)

NAME

® CLI |nte rface tO get |nve ntO ry frOm bmc_inventory - updates the configuration database with BMC hardware information
BMC. SYNOPSIS

bmc_inventory [OPTIONS] [SUBCOMMAND] [PSQL_OPTIONS]

° PostgreSQL views for easy access DESCRIPTION

The bmc_inventory tool collects hardware information from computing nodes through their Baseboard Management
Controller (BMC) interfaces and stores this data in the database. It leverages the Redfish protocol to effi-

to releva nt Informatlon ciently communicate with BMC controllers and retrieve detailed hardware component data.
(processors, memory, disks, etc...). Key features

The tool supports multiple operations including:

* Thanks to check_redfish.py script: -

. . . 'nicola in ~ at panopticon
pIug'n for Nag'os' NetBOX' |C|nga2. - bmc_inventory show -m nodeBG2 | jq .power_supply | mlr --j2p --barred cut -f id,bay,health_status,name,type,model,seri
al,manufacturer,capacity_in_watt
+— e ————— ™0 & ™ —_—,—,e— e e e e e e e e e e e e — e e e e e e e e e — e e —
| name | type | model | serial | health_status | capacity_in_watt

| Stot 1 | PSU1 LENOVO-SP57A86677 | A3DB3B310WA

| Stot 2 | PSU2 LENOVO-SP57A86677 | A3DB3B310VS | 2600
| Stot 3 | PSU3 LENOVO-SP57A86677 | A3DB3B310QVR | 2600
| Slot &4 | PSU4 LENOVO-SP57A86677 | A3DB3B310WC | 2600

 ————+ — +

dnicola in ~ at panopticon
=

https://github.com/bb-Ricardo/check_redfish
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* Analysis of aggregated data over a
long period of time.

* Long term storage of relevant
metrics.

Long term goals for the monitoring:

—)

Aggregate metrics and statistics:

@)

O O O O

V&

Thanos WORK IN PROGRESS
qutgx Native Prometheus
Mimir

) ) ) support
VictoriaMetrics PP

TimescaleDB + PostgreSQL

e Additional infrastructural components: Cooling systems and incident response.

* Higher abstraction layers: Integrate monitoring of cloud and orchestration layers (e.g. OpenNebula).

* Monitoring of the application layer (e.g. JupyterHub/JupyterlLab).



NextGenerationEU 3 @ della Ricerca Rl eRE e ORE S IENZA

Finanziato Ministero " - =
dall'Unione europea dell’Universita [taliadomani * t e rO b l t

7/
s

* Monitoring infrastructure: PostgreSQL for machines catalog, Redfish and SNMP for
metrics collection, Prometheus for metrics ingestion, Grafana for visualization.

* CLl interface for simplified database management.
* Provisioning pipeline of datasources and dashboards in Grafana.

* Future development: Storage devices are not yet in the database, long term storage of
relevant metrics; enhance monitoring coverage to infrastructural components (like
cooling appliances), cloud and orchestration layer (OpenNebula), and applications layer.
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BACKUP SLIDES

TeRABIT Missione 4 e Istruzione e Ricerca
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Yoga cluster

_—
~~Jupyterhub _
] . ,

HTC Cluster (WLCG Tier 2)

Local cluster for ML

- ID>

/Lo

ALICE
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Resources:

« Computing nodes
o) * Network devices

yithict - 4P * Storage

' * Appliances

|

Availability

* Resource optimization

Issue detection
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e Cllinterface to get inventory from
BMC.

* PostgreSQL views for easy access
to relevant information

(processors, memory, disks, etc...).

* Thanks to check_redfish.py script:
plugin for Nagios, NetBox, Icinga2.

* Easy pipeline on the command line
with Miller and jq to process JSON
data.

’nicola in ~ at panopticon

nux) [Panopticon (

> bmc_inventory show -m nodeBG2 | jq .power_supply | mlr --j2p
al,manufacturer,capacity_in_watt

y
4

| bay

PSUL | AC
PSU2 | AC
PSU3 | AC
PSU4 | AC

a

dnicola in ~ at panopticon
>

name | type | model

LENOVO-SP57A86677
LENOVO-SP57A86677
LENOVO-SP57A86677
LENOVO-SP57A86677

| serial

| A3DB3B310WA
| A3DB3B310VS
| A3DB3B310VR
| A3DB3B310WC

--barred cut -f id,bay,health_status,name,type,model,seri

b
a4
24
4
44

| health_status | capacity_in_watt

| oK

| oK | 2600
| oK | 2600
| oK | 2600

+

+
+————+ — 4+

+

+

|

|

+
+————+ — 4+

BT 1

"panopticon.to.infn.it" 01:08 25-May-25
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@ + Pano n: ~ (Jus nux) [Panopticon (ssh) (2)] &

nicola in ~ at panopticon
» db schema netaddr | pspg

* CLl interface to perform low level
operation on each of the 3 main
tables.

* CLI commands have
comprehensive man pages.

® » Panopticon: db (Jusr/binftmux) [
* Schema and attribute values. File Search Comand Options

id | table_name | column_name | data_type | column_default description

Eln__m__

netaddr 1laddr macaddr MAC address

* pspg: a pager for PostgreSQL.

netaddr hostname text - Optional hostname of the node

netaddr machine_id bigint - Foreign key reference to the machines table machine_id
netaddr net_id bigint = Primary key of the netaddr table

netaddr interface text - Interface name to indentify its type: e.g. private, pu
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[ ] & » Panopticon: ~ (Jusr/binftmux) [Panopticon (ssh) (2)] &

/nicola in ~ at panopticon took 3.2s
-+ db show attributes
——

+

* CLl interface to perform low level
operation on each of the 3 main
tables.

attribute_name

|
+
category [
cluster |
health_issue |
interface |
line [
mapped_category |
project |
rack |
side |
~

* CLI commands have
comprehensive man pages.

P —_———————— =

»

* Schema and attribute values. Pnicola in ~ at panopticon
» db show attributes project

+ 4

project | description class
P e e
Alice | Machines for Alice project SERVER
BELLE | Machines for BELLE project SERVER
ETIC | Machines for PNRR ETIC project SERVER
| Machines for PNRR ICSC project SERVER
| Undefined project SERVER
| Machines for PRIN SkyNet project SERVER
| Machines for PNRR TeRABIT project | SERVER
P e e B P S

N/A
SkyNet
TeRABIT

b ——————— ¢ — 4

|
o
|
|
|
| ICSC
|
|
|
.

4

main "panopticon.to.infn.it" 13:44 25-May-25
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category_status

= mapped_category + status suffix

computed_status

power_state = 'OFF'

enabled?

Italiadomani
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enabled, power_state,
service_status, link_status,
mapped_category

power_state = 'OFF'

|

category_status

service_status?

i alitcigale]]

else

v

category_[OFF] |

category_[service_status] |

category_[link_status]

No

'

|

computed_status

link_status = 'LINK_UP"

v

| category_status OR 'OFF'

‘NOT_MONITORED'

category_status OR link_status

Yes

v

else

enabled?

No

v

category_status OR link_status
OR power_state

link_status OR power_state OR
'NOT_MONITORED'

Ay
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* Prototype for the resources that we intend to provide to : =
the local community.

* |t should be combined with INFN Cloud. - - | T

g Sy o
T H\‘ Myt M\H‘lﬁ"\‘ . - ‘

™

* Kubernetes cluster for ML applications.
* JupyterHub interface.

* CPU and GPU resources. V o
* Monitoring based on Prometheus and Grafana running in e mm (—\‘53“)

kubernetes nodes. mmmmmm——— -
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RedeSh S N M p
* Open standard specification * Industry standard protocol
* Agent-less * Manager-agent architecture
* RESTful API * Based on MIBs (Management Information
* JSON-based schema Bases)
* Features: management, provisioning, monitoring * Monitoring network devices, CPU/RAM usage,
* Monitoring hardware health: temperature, power, disk I/0 storage
* Logs collection * Real-time alerts for network faults and errors

* Mature and widely adopted in the industry
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Prometheus
 Open source tool with alerting capabilities * Open source platform for creating interactive
» Time-series database dashboards
* Collection of data over HTTP (through exporters) * Supports several data sources
« Widely adopted for reliability and scalability * Notification when alerts are raised in

Prometheus
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# PROCE TOTAL RAM

SNMP tool installed on nodes to collect
hardware metrics: CPU, disk, RAM; 96 528cs
collect metrics about HTCondor jobs.

Custom Redfish exporter to collect
metrics about about power
consumption and temperature.

Data collected by Prometheus and
displayed in Grafana: show correlation 05/202000 051210000

Name

between power’ CPU Ioad’ and number == max processor load

== avg power consumption (ri

Of jo bS . == avg processor load

number of HTCondor jobs

TOTAL SWAP
/
10.2 B 869 3.30

Power/jobs correlation (@ Last 1 day

05/21 04:00

[taliadomani

PIANO NAZIONALE
DI RIPRESA E RESILIENZA

DISK SIZE

/home

GiB TiB

05/21 08:00 05/2112:00

Power

05/2116:00

UP TIME

18.7 weeks

i alitcigale]]

PROCESSOR LOAD

proc ID 196608

proc ID 196609

proc ID 196610

USED MEMORY DISK USAGE

nmivi

1l
SWAP
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;,'1‘('
22 HTCondt
_ Application
~Jupyterhub
T N
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Telegraf

Middleware proc ID 196608
[¢]]:] TiB
: proc ID 196609
A YN | o) ; ’
Hardware

> proc ID 196610

Prometheus

Base
infrastructure
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async def get_power_state(self, management_state):
if self.vendor == 'DELL':
uri = '/redfish/vi/Chassis/Systen.Enbedded.1'
else:
uri = '/redfish/vi/Chassis/1'
start_time = time.time()
try:
async with self.session.get(self.url_prefixsuri,
ssl=self.ssl,
headers=self.headers_key) as response
try:
Json_system = await response.json()

Future goals and development: e IR,

* Under development Python script for (semi)automatic iy SRR )
_logger.debug(result)

discovery of metrics paths in Redfish. e ey

_Logger.error(e)
management_state.labels(mgmt=self.mgmt, ipref=self.ipref, apc=sel

* Metrics configuration stored in (Postgres) database. T st el s, e, e

self.counter += 1

* Configuration information processed by Julia scripts and

loaded into the database. oo e e e e e e o
* Redfish used to retrieve logs and collected by the ELK T e —
sta C k . : ; i mach)ne,lgf?b‘ : ;:":nu s_spec ’ u‘ ] - polling = created_at time_modified :%j

public

e@chain alladdr begin
ersubset epassmissing startswith(:ip, r"(192|193|16\.8)\.")
leftjoin(db_resolve, on=:ip, makeunique=true)
ertransform! :hostname = coalesce(AsTable(r"hostname")...)
ertransform! :hostname = ecoalesce :hostname dig(:ip, hosts)
e@select :ip :1lladdr :hostname
e@orderby :ip

end

end
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CTLab (Computing Technology Lab): TeRABIT:
* New cluster dedicated to ET (TechZoo). * Network for academic research.
* Evaluate new technologies. » Upgrade current network to Th/s.
* Dedicated heterogeneous computing power on demand. * Infiniband connection high-bandwidth/low-
latency.
 HPC bubbles: HPC resources available close to
the user.

| |

synergy
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TeRABIT:

« 6xCPU nodes
o 112-192 cores
o RAM 8GB(DDR5) minimum/core
o InfiniBand NDR 400Gbps
« 6xGPU nodes
o 80GB minimum
o HBM2e memory per node
« 1xInfiniBand switch 400 Gb/s
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NVIDIA GH200 Grace Hopper Superchip

CPU LPDDR5X GPU HBM3 or HBM3e
<480GB

i
o
4x

N »n
L™ B
16x PCle-5 Grace £5 Hopper 18x NVLink 4
£8
o~
z

Evaluation system, funded by ETIC grant:

512GB/s CPU 5 GPU 900GB/s

High-Speed
10
< 256 GPUs

CPU LPDDRSX s
Sl 144GB HBM3e

Hardware Coherency

NVLink Network

« 1xNVIDIA Grace Hopper Superchip
o CPU+GPU coherent memory model
o 900 GB/s coherent interface NVLink-

c2C
o Adopted also in Alps Supercomputer ‘i' g -
@ CSCS : :
o 7x higher than x16 PCle Gen5

H CPU 2 GPU
bandWIdth Ianes PHYSICA % CPU-resident Remote GPU-resident - |PHYSICAL
MEMORY | access accesses access | MEMORY

System Page Table
Translates CPU malloc() to CPU or GPU
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* Benefits of Redfish and SNMP

* Scalability: Redfish and SNMP support monitoring of large-
scale infrastructures with ease.

* Interoperability: Both protocols are widely supported by
hardware vendors, ensuring compatibility across different
devices and platforms.

* Real-time Monitoring: Redfish and SNMP provide real-time
insights into hardware and network performance, enabling
proactive issue resolution.

» Standardization: Redfish and SNMP adhere to industry
standards, simplifying integration and automation in
infrastructure monitoring workflows.
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Redfish configuration development

* Database initially built from preexisting
sources, processing the information with
Julia scripts.

* Julia script to verify the initial
information.

* At this stage data is imported manually
into the database.

* Prometheus configured by exporting the
configuration via a script.

#5 machines X

Dati

cdcto
v [ Schemas

Auto
&= machines « <cdcto> Script
®S Proprieta # Dati

¢id machine_id

db_checked

db_long

% <cdcto> Script

Italiadomani

PIANO NAZIONALE
DI RIPRESA E RESILIENZA

Auto £ @ cdeto public@cdcto

¥ db_checked ¥ redfish_metrics

s Diagramma ER

node hostname

nodeAS@
nodeAS1

nodeRA
nodeRB
nodeRC
nodeRD
nodeRE
nodeRF

one-kvm-51
one—kvm

nodeRL

nodeRM one—kvm-60

one—kvm-61
vm-62

nodeRR

nodeRS

Tavolo

Tavolo
Tavolo
Tavolo

nodeRU
nodeRV
nodeAS2

DBeaver 24.0.3 - redfish_metrics
public@cdcto
% db_checked

R

5 redfish_metrics X =% netaddr

metrics_spec uri
266 1/Temp/4 /redfish/v1/Cha
266 1/Watt/4 /redfish/v1/Cha

memory

#% netaddr

model

Lenovo

Lenovo Think
dell R715
dellR720

Gcdcto BT

polling

e 30]
60

processor

created_at

serial_number

S4BZS989

time_modified

=" Valore X

one-kvm-59

lieuuEd
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async def get_power_state(self, management_state):

if self.vendor == 'DELL':
uri = '/redfish/v1/Chassis/System.Embedded.1'
else:
Future goals and development: uri = *[redfish/vi/Chassis/1"
start_time = time.time()
try:
» Database of machines for configuration of Redfish R e
headers=self.headers_key) as response:
exporter. -
Jjson_system = await response.json()
. H H H . except Exception:
* Python script for (semi)automatic discovery of metrics P Logger. dehug(Frcannot, vetrieve poxer for {self.agut}")
value = "Unknown"
paths. else:
value = json_system.get("PowerState", "Unknown")
. . finally:'
* Redfish used to retrieve logs and collected by the ELK result - (selLf.ngnt, ‘Poverstate’, value)
_logger.debug(result)
17 _state.label: t=self. b f=self.i Ty =sellf. .stat: 1t[2
StaCk. function find_multiple_addr! (df::AbstractDataFrame) except a:ihttz?zieztgo:ne:tzr;’:g? u:ee: NOML-SEIE(REELY href nessel 2:0RS) etate (res L2
addr_types(n) = map(("ip-$i" for i in 1:n)) do x _logger.error(e)
replace(x, r"Aip_1" = "primary", r"Aip_2" = "seco management_state.labels(mgmt=self.mgmt, ipref=self.ipref, apc=self.apc).state("DOWN")
end else:
@chain df begin management_state.labels(mgmt=self.mgmt, ipref=self.ipref, apc=self.apc).state("UP")
ersubset begin total_time = time.time() - start_time
:source in ["left_only", "both"] && startswith( self.ttime += total-time

self.counter += 1

e@kwarg view=true
end
egroupby :lladdr
transform! (nrow = :naddr)
ersubset(:naddr > 1; view=true)
easide edebug "naddr: $(length(-.naddr))"
etransform! :type = addr_types(length(:naddr))
@orderby :mgmt :ip
end
end
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* Ensure availability

e Performance optimization
* Detectissues early

* Security
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* Ensure availability
 Performance optimization
* Detectissues early

* Security

https://home.web.cern.ch/science/computing



https://home.web.cern.ch/science/computing
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Resource optimization

Availability & Issue detection



