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Open Framework for Synthetic 
Fraud Datasets via Generative AI

European Coalition for AI in Fundamental Physics
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• The SMARTHEP Network is a European research 
project funded by the European Commission, focused 
on applying real-time analysis to particle physics 
and broader industry challenges. 
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• SMARTHEP received funding from the European 
Union’s Horizon 2020 research and innovation 
programme under Grant Agreement n. 956086

https://www.linkedin.com/in/smarthep-network-351a75308/
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Why a Synthetic Dataset? 
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Data scarcity

Sensitive data

Dataset control

Simulation control
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Why Generative AI (specifically LLMs)?
Creativity

Chain-of-thoughts

No domain-expertise

Scalability
It’s cool!
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The Simulation Framework

• Build a bank transaction (activity) log 

—> Predict the next most probable activity

Bank activity sequence = Markov Chain

Query the LLM to get the next most probable activity based on a user past history

Model a huge and sparse 
transition matrix  



• Follow up in tomorrow’s poster session 
for more details and discussions about 
how we can use LLMs in HEP!
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For each task, its LLM


