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e Support for project participants’ identity providers and Research and

Education Identity Federations' Users.
e Users' level of assurance 2 (ref. ITU-T X1254 09/2020).
e External R&E ldentity Providers will be connected through eduGAIN if they

will meet infrastructure requirements.
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A method to communicate to the RP that the

- g ID/uni
Identifier user’s identifier (such as a login name) is unique, /unique

I and is only bound to one identity in the CSP’s

Uniqueness ontext. y Y ID/eppn-unique-no-reassign
. _ IAP/low
. A method to communicate to the RP how certain

Identlty the CSP was at enrollment time of the real-world IAP/medi

Assurance identity of the Person to whom the account was edum
issued.
IAP/high

. A method to communicate to the RP regarding ATP/ePA-1
Attribute the quality and freshness of attributes (other than /e "
Assurance the unique identifier) passed in the login

assertion. ATP/ePA-1d
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REFEDS Single Factor REFEDS MFA Profile
Authentication Profile
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REFEDS Assurance Framework

IDEM Assurance Profiles
INFN AAI LoA

elDAS Levels of Assurance

NIST 800-63-3 IAL and AAL

Italian eGOV-ID

ITU-T X1254 (09/2012)

ITU-T X1254 (09/2020)

RAF IAP low RAF.IAP RAF IAP high
medium
IDEM-PO IDEM-P1 IDEM-P2 IDEM-P3
INFN AAI LoA1 INFN AAI LoA2

elDAS LoA Low

elDAS LoA Substantial

elDAS LoA High

NIST 800-63-3
NIST 800-63-3 IAL1/AAL1 NIST 800-63-3 IAL2/AAL2 IAL3/AAL3
SPID-L1, SPID-L2,
/ / SPID-L3 CIE
LoA1 LoA2 LoA3 LoA4
/ AAL1 AAL2 AAL3
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The Security Incident Response Trust Framework for Federated Identity (Sirtfi) aims to enable the
coordination of incident response across federated organisations

Operational Security Traceability

information resources ... availability and integrity ... be able to answer the basic questions "who, what,
confidentiality of sensitive information where, and when" concerning a security incident
Incident Response Participant Responsibilities

a security incident response capability exists within All participants (IdPs and SPs) in the federations
the organisation need to rely on appropriate behavior.
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e Step O: define requirements.
e Step 1: define an incremental roadmap based on milestones.
e Step 2 to N-1: Implement milestones.

e Step N: Review and prepare for production.
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IDP-RO1 The IdP is registered in IDEM or in a Research and Education Federation that participates to eduGAIN.

IDP-R02 The IdP respects the IDEM Technical Profile requirements [IDEM-TP].

IDP-R03 The |dP respects the eduGAIN SAML Profile requirements [eduGAIN-SAML-Profile].

IDP-R04 The IdP supports the REFEDS Security Incident Response Trust Framework for Federated Identity version 2.0
[REFEDS-SIRTFI-v2].

IDP-R05 The IdP supports IDEM GARR AAI Identity Assurance Profiles [IDEM-IA-v1], or the REFEDS Assurance
Framework version 2.0 [REFEDS-RAF-v2].

IDP-R06 The IdP supports unique identifiers as defined in [IDEM-IAP-v1] or [REFEDS-RAF-v2].

IDP-R07 The IdP supports a level of assurance up to IDEM-P2, RAF High, eIDAS substantial (all equivalent to the Level of
Assurance 2 as defined in ITU-T X1254 09/2020).

IDP-RO0S8 The IdP supports multi factor authentication as defined in the REFEDS Multi Factor Authentication Profile version
1.2.

IDP-R09 The IdP releases the attribute set defined by the ICSC AAI.
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e Milestone 1
o The ICSC AAI PoC will initially connect the INFN and CINECA IdPs by direct metadata
exchange and it will not enforce identity assurance checks.
e Milestone 2:
o The ICSC AAI PoC will join the IDEM Federation and verify assurance information for the INFN
|dP, but it will not enable external IdPs.
e Milestone 3:
o Along with the CINECA and the INFN IdPs, the ICSC AAI PoC will enable selected external IdPs

published by the IDEM Federation and compliant with the defined requirements.
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