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* Motivation: current status of Turin INFN resources and future developments goals.
* Monitoring tools and techniques.
* Test application and current status: correlate power consumption to CPU load and

number of HTCondor jobs.
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Kubernetes cluster

— %
Jjupyterhub _

Yoga: local
cluster for ML

HTC Cluster (WLCG Tier 2)
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HPC cluster
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CTLab (Computing Technology Lab): TeRABIT:

* Network for academic research.

* Upgrade current network to Th/s.

* Infiniband connection high-bandwidth/low-
latency.

 HPC bubbles: HPC resources available close to
the user.

* New cluster dedicated to ET (TechZoo).
e Evaluate new technologies.
* Dedicated heterogeneous computing power on demand.

N

synergy
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CCR - AAI

= @hfb == NN

< terabit
eCm%zionale di Ricerca in HPC,

i })ata and Quantum Computing H Pc b u b b I e

Consortium

'?GARR

Integration at orchestrator level

HTC Cluster (WLCG Tier 2)

BELLE

ALICE

Yoga: local cluster for ML

~Jupyterhub

GIECURCEENE  GraceHopper
superchip (ETIC)
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Resources:
 Computing nodes
* Network devices
* Storage
 (PDU/UPS)

|

Availability

[
lllll

Resource optimization
Issue detection
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SNMP

XOMoD *iciNGA

METRICS ON DEMAND
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Agent-based monitoring

Telegraf/InfluxDB

Datadog

Zabbix

Nagios

SNMP

Log monitoring

ELK Graylog

Redfish | oggly

Splunk

Agent-less monitoring

Telegraf SNMP

Redfish
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RedeSh S N M P
* Open standard specification * Industry standard protocol
* Agent-less * Manager-agent architecture
e RESTful API e Based on MIBs (Management Information
* JSON-based schema Bases)
* Features: management, provisioning, monitoring * Monitoring network devices, CPU/RAM usage,
* Monitoring hardware health: temperature, power, disk I/O storage
* Logs collection * Real-time alerts for network faults and errors

* Mature and widely adopted in the industry
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Prometheus
 Open source tool with alerting capabilities * Open source platform for creating interactive
e Time-series database dashboards
* Collection of data over HTTP (through exporters) * Supports several data sources
« Widely adopted for reliability and scalability * Notification when alerts are raised in

Prometheus
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# PROCE TOTAL RAM TOTAL SWAP DISK SIZE UP TIME PROCESSOR LOAD

e SNMP tool installed on nodes to collect /
hardware metrics: CPU, disk, RAM; O6 528cs 10.2c8 889 330 7w PIOCID 196608

GiB TiB
collect metrics about HTCondor jobs.

Power/jobs correlation @ Last 1 day

proc ID 196609
e Custom Redfish exporter to collect

metrics about about power
consumption and temperature.

proc ID 196610

* Data collected by Prometheus and Y — “ USED MEMORY DISKUSAGE
d isp I ayed in G rafa n a : Sh OW Corre I ation 02/32’2620:00 05/2100:00 05/21 04:00 05/21 08:00 05/2112:00 05/2116:00 . . .
== max processor load
between power, CPU Ioad, and number == avg power consumption e SWAP
Of jObS- == avg processor load

number of HTCondor jobs
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HTCondy ) '
T Application SNMP f {‘
Jupyterhub Telegra 7
) Grafana
OpenNebula Middleware 96 528 1026 %0 % = —
Power/job: ion L proc ID 196609
proc ID 196610
Hardware \

Prometheus

Base
infrastructure
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Future goals and development:

Under development Python script for (semi)automatic
discovery of metrics paths in Redfish.

Metrics configuration stored in (Postgres) database.

Configuration information processed by Julia scripts and
loaded into the database.

Redfish used to retrieve logs and collected by the ELK
stack.

terabit
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async def get_power_state(self, management_state):
if self.vendor == 'DELL':
uri = '/redfish/v1/Chassis/System.Embedded.1"
else:
uri = '/redfish/vi/Chassis/1"'
start_time = time.time()
try:
async with self.session.get(self.url_prefix+uri,
ssl=self.ssl,
headers=self.headers_key) as response}
try:
Jjson_system = await response. json()
except Exception:
_logger.debug(f"cannot retrieve power for {self.mgmt}")

value = "Unknown"
else:

value = json_system.get("PowerState", "Unknown")
finally:|

result = (self.mgmt, 'PowerState', value)

_logger .debug(result)
self.power_state.labels(mgmt=self.mgmt, ipref=self.ipref, apc
except aiohttp.ClientConnectorError as e:

_logger.error(e)

management_state.labels (mgmt=self.mgnt, ipref=self.ipref, apc=sel
else:

management_state.labels(mgmt=self.mgmt, ipref=self.ipref, apc=sel
total_time = time.time() - start_time
self.ttime += total_time

Auto i @} cdeto public@cdcto
=5 machines « <cdcto> Script =5 db_checked 5 redfish_metrics X 5 netaddr
f ¥ Proprieta B® Dati o a ER @ cdcto cdcto public [ Tables
§id machine_id metrics_spec uri polling created_at time_modified

1 266 1/Temp/4 /redfish/vi/Chassis ED

266 1/Watt/4 /redfish/v1/(

l-l’ ,

e@chain alladdr begin
ersubset epassmissing startswith(:ip, r"(192|193|16\.0)\.")
leftjoin(db_resolve, on=:ip, makeunique=true)
ertransform! :hostnaome = coalesce(AsTable(r"hostname")...)
ertransform! :hostnaome = ecoalesce :hostname dig(:ip, hosts)
e@select :ip :1lladdr :hostname
@orderby :ip

end

end
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* Prototype for the resources that we intend to provide to
the local community.

* Itshould be combined with INFN Cloud. = ;
» Kubernetes cluster for ML applications. L

nnnnn

,,,,,

e JupyterHub interface. et

mmmmmmmmmm

* CPU and GPU resources. - e
* Monitoring based on Prometheus and Grafana running in M e : - h{mc)

kubernetes nodes. e : o
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e Turin infrastructure is growing and new machines for different application clusters are
being installed.

* Monitoring is important to keep track of resource usage, power consumption, fault
detection, from all layers (infrastructure to software).

e Current development based on a custom solution using Redfish and SNMP for data
collection; Prometheus and Grafana for data ingestion and visualisation.

e Custom tools and scripts written in different languages: e.g. the Redfish exporter and

database manipulation scripts.



+*+_ | Finanziato 3, Ministero . . °
+ » | dall'Unione europea \f{@v‘/% dell’Universita Italiadomani * te Q b lt
*** | NextGenerationEU %55¢> e della Ricerca D AN NATIONALE ez

BACKUP SLIDES

TeRABIT 17 Missione 4 e Istruzione e Ricerca
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CTLab (Computing Technology Lab):
 InfiniBand connectivity

« 4x Dell PowerEdge R7525: « NVIDIA ConnectX-7 NDR OSFP400
o 2x(AMD EPYC 7313 3.0 GHz 16 cores) « GPUs DW
o 1TB RDIMM, 3200 MT/s o 2x(NVIDIA L40S 48GB)

o 2x(PCle Gen4 slots)+2x(PCle Gen4 GPU slot DW)
o 2x(SSD 960 GB with Endurance DWPD = 0.9)

« GPUs DW:
o 2x(AMD MI100, 32GB)
o 1x(NVIDIAA16, 4x16GB) Possibly more...
o 2x(NVIDIA A5000, 24GB) Extra ARM servers funded by ETIC

« 3xLenovo SR675v3
o 2x(AMD EPYC 9124 3.0 GHz 16 cores)
o 1TB RAM (expandable)
o PCle Genb5 slots
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TeRABIT:

« 6xCPU nodes
o 112-192 cores
o RAM 8GB(DDR5) minimum/core
o InfiniBand NDR 400Gbps
« 6XGPU nodes
o 80GB minimum
o HBM2e memory per node
* 1xInfiniBand switch 400 Gb/s
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NVIDIA GH200 Grace Hopper Superchip

CPU LPDDR5X
<480GB

18x NVLink 4

Evaluation system, funded by ETIC grant: : 16x PCle-5 3 ocare |
: (I

« 1xNVIDIA Grace Hopper Superchip
o CPU+GPU coherent memory model

o 900 GB/s coherent interface NVLink-
c2C LPDDRSX
o Adopted also in Alps Supercomputer

@ CSCS
o 7x higher than x16 PCle Gen5

< 256 GPUs

NVLink Network

NVLINK C2C

. cPU | | GPU
bandWIdth IaneS PHYSICAL | CPU-resident Remote GPU-resident ~ |PHYSICAL
MEMORY | access accesses access | MEMORY

System Page Table
Translates CPU malloc() to CPU or GPU
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* Benefits of Redfish and SNMP

* Scalability: Redfish and SNMP support monitoring of large-
scale infrastructures with ease.

* Interoperability: Both protocols are widely supported by
hardware vendors, ensuring compatibility across different
devices and platforms.

* Real-time Monitoring: Redfish and SNMP provide real-time
insights into hardware and network performance, enabling
proactive issue resolution.

e Standardization: Redfish and SNMP adhere to industry
standards, simplifying integration and automation in
infrastructure monitoring workflows.
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DB 1.0.3 - mac
saL § i Auto i @ cdcto public@cdcto | £ ‘e i o
. . . Navig... (@ Prog... ¥% machines X | g <cdcto> Script #% db_checked ®= redfish_metrics #% netaddr = g
Redﬁsh Conﬂgu ration development r i1 '8 Proprieta R Dati ¢k Diagramma ER § cicto M Databsses . & odcto @schemas . [5]publlc @ Tables . Mmachines
> [ 4D Graph-X |
v EjCDCTO
v [ Connections K mgmt node hostname rack memory model processor serial_number & Valore X
v @ cdcto . .10 Lenovo SR675 =R
v Datzbfsos .10. nodeAS@ central-storage 8%32GB Lenovo Think one-kvm-59
RS .10 nodeASl  belle-dsrv-11 8%3268 Lenovo Think S4BZS988
< public .10. nodeAR1 alice-srv-03 8%32GB dell R7425 epyc 7281
nodeR9 one—kvm—49 8%8GB AMD-6320

Database initially built from preexisting 110,29 nods  one-iom-49
sources, processing the information with =y
Julia scripts.
Julia script to verify the initial

information.

Enter a SQL expression to filter results (use Ctrl+Space) | L AR ¢

[&E][ neuued 28

>

>

>

>

> F®machines )

o .10 nodeRF one-kvm-55 8%86B AMD-6320

5 b lf)e nodeRG one-kvm-56 8%8GB AMD-6320
nodeRH one—kvm-57 8%8GB AMD-6320

nodeRK one—kvm-58 8%8GB AMD-6320

nodeRL 8%8GB AMD-6320

nodeRM one—kvm-60 8%8GB AMD-6320

nodeRN one—kvm-61 8%8GB AMD-6320

nodeRP one—kvm—62 8%8GB AMD-6320

nodeRR one2-kvm-101 8%8GB AMD-6320

nodeRS one—kvm-64 8%8GB AMD-6320

nodeRT one2-kvm-102 8%8GB AMD-6320

nodeRU one2-kvm-103 8%8GB AMD-6320

nodeRV one2-kvm-104 8%8GB AMD-6320

nodeAS2 belle-dsrv-12 8%32GB Lenovo Think S4BZS989

B8 Diagrams .10. nodeT1 glfs—srv-08 8%8GB dell R715 AMD-6320

Prometheus configured by exporting the

[ ] DBeaver 24.0.3 - redfish_metrics

configuration via a script. ? T i e

Navig... (@ Prog... #= machines w <cdcto> Script #= db_checked #® redfish_metrics X ®% netaddr =8

B8 server_discov(

> @@ Foreign Tables oAl
> @ Views odl7)o
> @ Materialized Vie\ i)
> Indexes .10.
4 Functions .10
> Sequences .10

.10

At this stage data is imported manually BT

)

Name .10.

into the database. e

B8 Dashboards )

s ] ) 2 e ) e B s ] s S

» i S Pproprietd B Dati . Diagramma ER @ cdcto B Databases cdcto [ Schemas public @ Tables [ redfish_metrics
> [ 4D Graph-X
v jCDCTO

v [Bl Connections X i machine_id metrics_spec i polling created_at time_modified

v @cdeto . 266 1/Temp/4 /redfish/v1/Chassis

v B Databases 26617 1/Watt/4 /redfish/v1/Chassis 60
v cdcto

v (@@ Schemas
v public
v @@ Tables
> E¥condor_nodes
> E=db_checked

= | Enter a SQL expression to filter results (use Ctrl+Spac | L &

ll|puued &8
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async def get_power_state(self, management_state):
if self.vendor == 'DELL':
uri = '/redfish/v1/Chassis/System.Embedded.1"'
else:

Future goals and development: [ s s
inyie

* Database of machines for configuration of Redfish S A 5 e I
exporter. -

headers=self.headers_key) as response:

Jjson_system = await response.json()
except Exception:

* Python script for (semi)automatic discovery of metrics P Logger. debug ( f*canmot retrieve power for {self.ngnt}")

value = "Unknown"
pathS. else:

value = json_system.get("PowerState", "Unknown")
finallyd

e Redfish used to retrieve logs and collected by the ELK result = (self.ngnt, 'Poverstate’, volue)

_logger.debug(result)

self.power_state.labels(mgmt=self.mgmt, ipref=self.ipref, apc=self.apc).state(result[2])

StaCk. function find_multiple_addr!(df::AbstractDataFrame) SEEE D Cl T ST ErTor 5
addr_types(n) = map(("ip_$i" for i in 1:n)) do x _logger.error(e)
replace(x, r"Aip_1" = "primary", r"Aip_2" = "seco management_state.labels(mgmt=self.mgmt, ipref=self.ipref, apc=self.apc).state("DOWN")
end else:
@chain df begin management_state.labels(mgmt=self.mgmt, ipref=self.ipref, apc=self.apc).state("UP")
ersubset begin total_time = time.time() - start_time
:source in ["left_only", "both"] && startswith( self.ttime += total_time
ekwarg view=true self.counter += 1
end

egroupby :1laddr
transform! (nrow = :naddr)
ersubset(:naddr > 1; view=true)
easide edebug "naddr: $(length(_.naddr))"
etransform! :type = addr_types(length(:naddr))
e@orderby :mgmt :ip
end
end
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* Ensure availability

e Performance optimization
* Detectissues early

* Security
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* Ensure availability

* Performance optimization
* Detectissues early

* Security

https://home.web.cern.ch/science/computing
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Resource optimization

* Ll

R 4

44 LM?HWH)IWHIIW

Availability & Issue detection



