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PostgreSQL: Backup

* SQLdump

- Genera la sequenza di query da eseguire per ricreare il database nello stesso stato in cui era al momento del dump

- PostgreSQL fornisce i comandi pg_dump e pg_dumpall

* File system level
- Copia manuale dei file usati da PostgreSQL (i.e., $PG_DATA). Richiede I'nterruzione del servizio

- PostgreSQL fornisce il comando pg_basebackup per eseguire questo tipo di backup senza interrompere il servizio

 Archiviazione continua

PostgreSQL salva costantemente tutte le modifiche fatte al database in dei file chiamati Write Ahead Log (WAL)

| WAL file si trovano nella sottocartella pg_wal della cartella del cluster e sono segmentati in file da 16 MB (default)

Combinati con il file system level backup offrono una terza soluzione per il backup

PostgreSQL permette di specificare un comando shell da eseguire per salvare questi file dove e come sivuole

ICSC Italian Research Center on High-Performance Computing, Big Data and Quantum Computing Missione 4 e Istruzione e Ricerca
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PostgreSQL: pgBackrest

« Soluzione affidabile peril backup e ripristino che offre diverse funzionalita

- Controllo integrita del backup - Backup completi, differenziali e incrementals
- Compressione e crittografia backup e WAL file - Archiviazione dei WAL file
- Supporto per backup cloud-based - Rotazione dei backup e scadenza WAL file

"' pgBackrest
INFN Cloud S3 Storage
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PostgreSQL: Ambiente distribuito

» Diversi server collaborano per mantenere il servizio sempre attivo e raggiungibile

 Glistessi dati sono distribuiti in diversi siti dando la possibilita di bilanciare il carico delle connessioni

* E necessario che i server siano consistenti tra loro
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PostgreSQL: Propagazione dei dati

 Archiviazione continua

- I WAL file vengono archiviati solo quando raggiungono una dimensione di 16 MB (default)
- | server standby si aggiornano solo quando un nuovo WAL file viene archiviato
- Si possono forzare dei checkpoint ad intervalli regolari per archiviare un WAL file anche se non é completo

- | WAL file "incompleti" hanno comunque una dimensione di 16 MB
* Streamingreplication
- Il server primario stabilisce una connessione con gli standby (oppure in cascata) e trasmette i record dei WAL file mentre
vengono generati, senza aspettare che il WAL file venga completamente riempito
- Questa procedura e asincrona e presenta comunque un piccolo ritardo tra il primario e gli standby
* Replicasincrona

- Ogni transazione di scrittura attende che il commit sia stato scritto nel WAL file sia dal primario che dagli standby

- Questa modalita introduce una latenza nelle transazioni in scrittura

ICSC Italian Research Center on High-Performance Computing, Big Data and Quantum Computing Missione 4 e Istruzione e Ricerca
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PostgreSQL: Latenza replica sincrona

—— Synchronous replica enabled - Avg. query time = 80.19 ms
—— Synchronous replica disabled - Avg. query time = 50.92 ms
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Failover management: repmgr

Software open-souce per la gestione della replica e del failoverin un cluster PostgreSQL

Command line interface Daemon
- Creazione nuovi server standby - Monitora lo stato e la connettivita tra i server del cluster
- Promozione di uno standby a primario - Esegue la promozione automatica in caso di failover
- Switchover tra primario e standby - Notifica gli eventi nel cluster
- Monitorare lo stato del cluster - Le notifiche possono far eseguire un comando custom

ICSC Italian Research Center on High-Performance Computing, Big Data and Quantum Computing Missione 4 e Istruzione e Ricerca
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Ogni azione significativa di repmgr o repmgrd innesca |'esecuzione di un comando specificato nel file di configurazione di repmgr

event_notification_command ='/path/to/some/script %n %e %s'

%n = 1D del nodo

%e = Tipo di evento

%s = esito dell'evento

- La promozione automatica di uno standby in caso di failover e gestito di default da repmegr

- Lo script e utile per implementare azioni personalizzate a seguito di determinati eventi (es., aggiornare DNS, fencing del primario)

[postgres@psql ~1$ psql -d repmgr -U repmgr

1
1
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1
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1
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P
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|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

cluster_created
primary_register
repmgrd_start
standby_register
repmgrd_start
child_node_new_connect
standby_unregister
primary_unregister
primary_register
repmgrd_shutdown
repmgrd_start
standby_register
repmgrd_start
child_node_new_connect
standby_promote
standby_switchover

|
i
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

-c "SELECT % from repmgr.events;"

successful |

Attt ettt Attt

event_timestamp

2024-02-14
2024-02-14
2024-02-14
2024-02-14
2024-02-14
2024-02-14
2024-02-14
2024-02-14
2024-02-14
2024-02-14
2024-02-14
2024-02-14
2024-02-14
2024-02-14
2024-02-14
2024-02-14

.457557+01
.50033+01
.278539+01
.649457+01
.103127+01
.488536+01
.736587+01
.723942+01
.702546+01
.272131+01
.361276+01
.685767+01
.072197+01
- BEETEE =L
.236493+01
.058337+01

details

monitoring cluster primary "pgsqll" (ID: 1)

standby registration succeeded; upstream node ID is 1
monitoring connection to upstream node "pgsqll" (ID: 1)
new standby "pgsql2" (ID: 2) has connected

node "pgsqll" (ID: 1) unregistered

TERM signal received

monitoring cluster primary "pgsqll" (ID: 1)

standby registration succeeded; upstream node ID 1is 1

monitoring connection to upstream node "pgsqll" (ID: 1)

new standby "pgsql2" (ID: 2) has connected

server "pgsql2" (ID: 2) was successfully promoted to primary

node "pgsql2" (ID: 2) promoted to primary, node "pgsqll" (ID: 1) demoted to standby
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Failover management: Scenari supportati

* Crashdel servizio PostgreSQL o dell'intero nodo primario
- Repmgrd notifica di aver perso la connessione col primario

Se dopo un certo periodo di tempo la connessione non viene ripristinata, repmgrd invia un segnale di promozione allo standby

La promozione del nuovo primario genera una notifica repmgr che esegue lo script e aggiorna il DNS

Quando il vecchio primario torna online, repmgrd rileva la presenza di un altro primario nel cluster e avvia il server in standby

POWERDNSS:e POWERDNSS32 POWERDNSS32

— /repmgrd repmgrd\ —
Data strea —DataXea <«—— Data strea
Primary Standby Primary Standby —» Primary Standby Primary
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Failover management: Prevenzione split-brain scenario

* Interruzione della rete e fencing

Il repmgrd del primario notifica di aver perso lo standby e il repmgrd dello standby notifica di aver perso il primario

In corrispondenza di questa notifica, entrambi i server effettuano un check della rete tramite un ping

|l server isolato dalla rete interrompe il servizio PostgreSQL ed effettua un check della rete finché non torna online

Quando il server isolato torna online, se € gia presente un primario nel cluster, viene avviato come standby
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Monitoring: Exporters e server

* Prometheus exporters
- Gli exporter Prometheus sono eseguiti in dei container
- Node exporter: espone le metriche relative allo stato del nodo (spazio disco, memoria, stato rete, etc.)
- Postgres exporter: espone le metriche relative allo stato del cluster PostgreSQL
- pgBackrest exporter: espone le metriche relative allo stato dei backup
* Agente Zabbix
- Viene eseguito un agente Zabbix che interroga il database PostgreSQL ed espone le metriche al server Zabbix
- La configurazione prevede anche dei trigger per inviare alerts all'amministratore
* Server Prometheus e Grafana

- | server girano in dei container su una macchina specificata nell'inventario Ansible

ICSC Italian Research Center on High-Performance Computing, Big Data and Quantum Computing Missione 4 e Istruzione e Ricerca
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Monitoring: Dashboard Grafana (PostgreSQL metrics)

Instance | psql-cnaf.cloud.infn.it ~

~ Glohal Statistics

Server status

Online

Primary
PostgreSQL Version ©
16.1.0

Database

Al ¥

Interval | 10m v stanza | db-rucio v Filters =+

PostgreSQL Uptime @

113 week

Max Replication Lag @

o

Active clients Shared Buffer Hits ©

vﬁ
100.00%

AMMMAW Shared Buffers ©
128 mie

677.70 MiB “—Alw
[o]

Connections used O

(6]

100

Commit Ratio  ©

@

I

Disk used
I~
o

Average query runtime @

Os

Max Connections

Transaction rate Disk free

Total database size © Query rate

44 cis

Connections by state (stacked) © & by clatak (stacked) @ &
40 40
20 20
0 ]
19:00 20:00 21:00 22:00 2300 00:00 01:00 0200 0300 04:00 0500 06:00 07:00 08:00 0%:00 10:00 11:00 12:00 1300 1400 1500 16:00 17:00 18:00 1900 2000 21:00 22:00 2300 00:00 0100 0200 0300 04:00 0500 06:00 0700 0800 09:00 10:00 11:00 1200 13:00 14:00 1500 1600 1700 18:00
Name Mean Last* Max = postgres 1 1 2
- active 1 1 2 = repmgr 2 2 3
= idle 50 50 51 - rucio 20 20 20
= idle in transaction 0 [ 2 — rucio-poc-icse 28 28 28
Transactions @ Tuples inserts/updates/deletes ©
25
—— N I | I— S — | I — I E— | I I N 15 A - o \ o A et . u - ~ -
s, \ | e
20
15 ! y
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A o W N\, e ——w o
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0
= £ 19:00 20:00 2100 22:00 2300 00:00 0100 0200 03:00 0400 0500 O0B:00 07:00 0800 0200 10:00 100 1200 13:00 14:00 1500 1600 17.00 18:00
19:00  20:00 21:00 22:00 23:00 00:00 01:00 0200 03:00 04:00 05:00 06:00 07:00 08:00 0900 10:00 11:00 12:00 1300 14:00 1500 1600 17:00 18:00 Name Mean Last® Max
Name Mean Last* Max - Inserts 0771 0788 0973
= committed 230 230 246 — Updates 146 147 161
== rollback m 11 219 = Deletes 0.315 0333 0518

I/O Read/Write time

100 ms

80 ms
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Monitoring: Dashboard Grafana (pgBackrest metrics)

Backups Count ®

31,

]

JE— :
L

Diff backups Count @

bl

R
-

| I—

L

Last backup error status and duration @

Full backups Count @

Backups with errors Count

0]

Backups count

38

(6]

30
05/09

Stanza ™ Backup type
db-rucio diff
db-rucio full
Average last backup duration ©

333min
2.50 min

167 min

50005 1

0s
05/08 05/11 05013 05115

Backup detailinfo ®

Stanza Backup type
db-rucio diff

db-rucio diff

db-rucio diff

db-rucio full

db-rucio diff

db-rucio diff

db-rucio diff

db-rucio diff

db-rucio diff

ICSC Italian Resea

Error status

ok

ok

Name Lastw
= Full 3.00 min
== Differential 2700s

Bakup name

20240512-010004F_20240515-...
20240512-0710004F_20240514-...

20240512-010004F_20240513-...

20240512-010004F

20240505-010004F_20240511-..
20240505-010004F_20240510-...
20240505-010004F_20240509...
20240505-010004F_20240508...

20240505-010004F_20240507-...

(0]

0511

0513

Duration

270s

3.0 min

Average size of last backup in the repository @

128.00 MiB
120.00 MiB
112.00 MiB
104.00 MiB
96.00 MiB
88.00 MiB

80.00 MiB
05/09

LSN start
2B/B8000028
2B/57000028
2A/F6000028
2A/95000028
2A/34000028
29/D3000028
29/72000028
29/11000028

28/B0000028

05/

0513

LSN stop
2B/B80135A0
2B/57017318
2A/F6016CE8
2A/9508E7CO
2A/34049380
29/D30123D0
29/720111B8
29/11004B88

28/B0004BBO

05{15

Repository status @

Stanza status and last backups ©

Stanza ™ Repo key Cipher Status Stanza T Since last full
db-rucio 1 aes-256-cbc ok db-rucio 3.7 day
Size of the backup @
3.00 GIB
2,50 GIB
2.00 GiB
150 GiB
100 GiB
512.00 MiB
05/09 00:00 05/10 00:00 08/11 00:00 05/12 00:00 05/13 00:00
Last backup size @
Name Last~ Stanza * Backup type Database size
= Full 125.34 MiB
db-rucio diff 676.40 MiB
== Differential ~ 91.25 MiB
db-rucio full 663.13 MiB
WAL start ‘WAL stop Prior

000000150000002B000000B8

000000150000002B00000057

000000150000002A000000F6

000000150000002A00000095

000000150000002A00000034

0000001500000029000000D3

000000150000002800000072

000000150000002800000011

0000001500000028000000B0

000000150000002B000000B8
000000150000002B00000057
000000150000002A000000F6
000000150000002A00000095
000000150000002A00000034
0000001500000029000000D3
000000150000002900000072
000000150000002900000011

0000001500000028000000B0
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20240512-010004F

20240512-010004F

20240512-010004F

20240505-010004F

20240505-010004F

20240505-010004F

20240505-010004F

20240505-010004F

Since last diff Status

17.6 hour

05114 00:00

Database backup size

401.41 MiB

66313 MiB

PG ver.
16

Lock status

no active operation

= Occupied in 53

= Uncompressed size

05/15 00:00

Repo backup set size

128.32 MiB

125.34 MiB

pgBackRest ver.

2.50

2.50

2.50

2.50

2.50

2.50

2.50

2.50

2.50

Completed

no active operation

Last
2.48 GiB
598.24 MIB

Repo backup size
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Progetto Ansible: Info generali
compose.yml

* Repositorysu Baltig L

L— PostgreSQL_Exporter-Dashboard.json

- Il progetto puo essere clonato dal seguente link
L— prometheus.yml

- Ladocumentazione per l'installazione, configurazione e utilizzo si trova gui L tle toml

° ReqUiSiti pgsql_inventory.yml
- Un server per il ruolo del primario e almeno un server per il ruolo di standby setup-cronjobs.yml
setup-everything.yml
. . . . . setup-monitoring.yml
- Git e Ansible installati sul sistema locale s S Mg
: L o L setup-postgresql.yml
- Server di destinazione raggiungibili via ssh passwordless e con privilegi sudo setup-post-installation.yml

setup-replica.yml
setup-repmgr.yml
README . md

cronjob_backup.j2
pgbackrest.j2
pgsql_logrotate.j2
prevent_split_brain.j2
prometheus.j2
repmgr_event_action.j2

ICSC Italian Research Center on High-Performance Computing, Big Data and Quantum Computing Missione 4 e Istruzione e Ricerca
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Progetto Ansible: Inventario

postgres_primary:
hosts:
pgsql-cnaf:
app_name: pgsqll
fgdn: psql-cnaf.cloud.infn.it

postgres_replica:
hosts:
pgsql-bari:
app_name: pgsql2
fqdn: psql-bari.cloud.infn.it

postgres_monitoring:
hosts:
pgsql-bari:
fqdn: psql-bari.cloud.infn.it

Italiadomani I C S B
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postgres_servers:

children:
postgres_primary:
postgres_replica:

vars:
pgsql_home: /usr/pgsql-16
pgsql_bin: "{{ pgsql_home }}/bin/"
pgsql_data_dir: "{{ pgsql_home }}/data"
pgsql_script_dir: "{{ pgsql_home }}/scripts/"
pgsql_logdir: /var/log/pgsql
pgsql_logfile: "{{ pgsql_logdir }}/logfile"
pgsql_cert_dir: "{{ pgsql_home }}/certificates"
app_names: "{{ groups['postgres_replica'] |

map('extract', hostvars, 'app_name')
list | join(',") }}"

pg_user_pass: pO5tgr35
replica_user: replicator
replica_pass: r3pllc4tOr
wal_archive_dir: /psql-db-backup/wal_archive
base_backup_dir: /psql-db-backup/base_backup
keystore_pass: k3ystOr3p455
repmgr_pass: f41llm4n4g3r
zbx_user_pass: Z6X.D3f4ulT
stanza_name: db-rucio
s3_key: secretkey
s3_key_secret: verysecretkey
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Progetto Ansible: Templates

* pgBackrest
- Didefault configura un bucket su INFN Cloud S3 storage

- Documentazione file di configurazione pgBackrest

* repmgr
- Il template repmgr_event_actionj2 genera lo script che gestisce le azioni in corrispondenza di eventi significativi
 Compose monitoring

- Il docker compose per i server Prometheus e Grafana va adattato alle proprie esigenze

- Se non necessari, basta commentare i task nel gruppo "Setup monitoring server" in playbook/setup-monitoring.ym/

ICSC Italian Research Center on High-Performance Computing, Big Data and Quantum Computing Missione 4 e Istruzione e Ricerca
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Progetto Ansible: Playbooks

setup-everything.yml

[ setup-postgresgl.yml ] )[ setup-repmgr.ymi J
v v
[setup—post—installation.ymI ] setup-cronjobs.ymi
v v
[setup-pgbackrest.yml ] [ setup-monitoring.yml ]
v
[ setup-replica.ymi }

N /

ICSC Italian Research Center on High-Performance Computing, Big Data and Quantum Computing Missione 4 e Istruzione e Ricerca
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Progetto Ansible: Playbooks

: Setup PostgresS archiving
le.builtin.r

[ ariable }}\sx=\s*)[r#]x(.*)S"'
\1 {{ item.value }} \2'

{ variable: "archive_mode", value: "on" }
iable: "¢ ive_timeout", value: "15min" }

command", value: "'pgbackrest --stanza={{ stanza_name }} archive-push
re_command", value: "'pgbackrest --stanza={{ stanza_name }} archive-get %

setup#post-installation.yml

setup-pgbackrest.yml

setup-replica.ymi }

setup-cronjobs.ymi

setup-monitoring.yml

ICSC Italian Research Center on High-Performance Computing, Big Data and Quantum Computing
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Progetto Ansible: Playbooks

- name: Setup config file
ansible.builtin.replace

11
? ~iable }}\s*=\s*)["#]*(.%)S"'
e: '"\1 {{ item.value }} \2'
with_items:
{ iable: "ss1", value: "on" }
[ - : "ssl_cert_file", value: ({ pgsql_cert_dir }}/server.crt'" }
_ { able: "ssl_key_file", value: { sql_cert_dir }}/server.key'" }
Setup pOStgreSqI' { iable: "archive_mode", value: '

[ varie 33 Wil n_addresses", 29
¢ [ variable: "shared_preload_libr s" value: "pg_stat_statements" }
[ variable: "wal_keep_size", value:

[ variable: "synch

value: "'FIRST 1 ({{ groups['post s_replica'] |
map('extract', hostvars, 'app_name') |
list | join(',') }})'" }

setup-post-inggallation.yml

setuppgbackrest.yml

setup-replica.ymi

setup-monitoring.yml
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Progetto Ansible: Playbooks

setup-everything.yml

- name: Setup repmgr properties file
ansible.builtin.replace: Setu p-repmg r.yml
ath: /Jetc pmgr/16/repmgr.conf
({{ item.variable }}\s Sk)[AM#]x(.%)$"
replace: '\1 {{ item.value }} \2'
with_items:
{ variable: "node_id", value: "{{ groups['postgres_servers'].index(inventory_hostname) + 1 }}"}

{ variable: "node_name", value: "{{ hostvars[inventory_hostname].app_name }}"}

{ variable: "conninfo", value: "'host={{ hostvars[inventory_hostname].fqdn }} .
user=repngr setup-cronjobsgmi
application_name={{ hostvars[inventory_hostname].app_name }}
sslmode=require
conne timeout=20"'"}

[ variable: "data_directory", value: "' pgsql_data_dir }}'"}

{ variable: "replication_user", value: replica_user }3}"}

[ variable: "location", value: "INFN-Cloud"}

[ variable: "ssh_options", value: "'-q -o ConnectTimeout=10'"} Setup_mo F Oring yml

[ variable: "log_file", value: "'/var/log/repmgr/repmgrd.log'" -

[ variable: "event_notification_command", value: "'{{ pgsql_script_dir }}repmgr_event_action.sh %n %e %s'"}

{ variable: ild_nodes_connected_min_count", value: "1"}

[ variable: "child_nodes_disconnect_command", value: "'{{ pgsql_script_dir }}repmgr_event_action.sh @ isolated_primary 0'"}

[ variable: "service_start_command", value: "'sudo systemctl start postgresql-16'"}

[ variable: stop_command", value: "'sudo systemctl stop postgresql-16'"}

[ variable: restart_command", value: "'sudo systemctl restart postgresql-16'"}

{ variable: "s “e_reload_command" alu "'sudo systemctl reload postgresql-16'"}

[ variable: "reconnect_interval", value: "5"}

[ variable: "failover", value: "automatic"}

[ variable: "promote_command", value: "'/bin/repmgr standby promote --log-to-file'"}

[ variable: "follow_command", value: "'/bin/repmgr standby follow --log-to-file --upstream-node-id=%n'"}

{ variable: "primary_visibility_consensus", value: "true"}

[ variable: "repmgrd_serv _start_command value: "'sudo systemctl start repmgr-16'"}

[ variable: "repmgrd_service_stop_command", value: "'sudo systemctl stop repmgr-16'"}

[ variable: "monitoring_history", value: "yes"}
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Gestione cluster: pgBackrest

n
» Statodei backup .
[postgres@psql ~1$ pgbackrest info
stanza: db-rucio -
status: ok
cipher: aes-256-cbc
db (current)
wal archive min/max (16): 000000150000001FOCOOOAFB/000O0O150000002CO00O0A9B
[ J
full backup: 20240414-010003F
timestamp start/stop: 2024-04-14 01:00:03+02 / 2024-04-14 01:02:20+02
wal start/stop: 000000150000001FO0000OFB / 000O00150000001FO00000FB 1_
database size: 528.1MB, database backup size: 528.1MB
repol: backup set size: 95.9MB, backup size: 95.9MB 2
diff backup: 20240414-010003F_20240415-010003D
timestamp start/stop: 2024-04-15 01:00:03+02 / 2024-04-15 01:00:20+02 33
wal start/stop: 00000015000000200000005C / 00EEAO15000000200000005C '
database size: 532.5MB, database backup size: 264.4MB
repol: backup set size: 96.9MB, backup size: 60.5MB [+

backup reference list: 20240414-010003F

diff backup: 20240414-010003F_20240416-010004D
timestamp start/stop: 2024-04-16 01:00:04+02 / 2024-04-16 01:00:20+02
wal start/stop: 0000001500000020000000BD / 0AEAEEO1500000020000000BD
database size: 536.9MB, database backup size: 268.8MB
repol: backup set size: 97.9MB, backup size: 61.5MB
backup reference list: 20240414-010003F

diff backup: 20240414-

Backup manuale

pgbackrest --type=full --stanza=stanza-name backup

Type puo essere: full, diff, incr

Disaster recovery

systemctl stop postgresql-16
rm -rf /usr/pgsql-16/data/*
pgbackrest --stanza=stanza-name restore

systemctl start postgresql-16

ICSC Italian Research Center on High-Performance Computing, Big Data and Quantum Computing Missione 4 e Istruzione e Ricerca



Centro Nazionale di Ricerca in HPC,

PIANO NAZIONALE Big Data and Quantum Computing

DI RIPRESA E RESILIENZA

NextGenerationEU e della Ricerca

Finanziato y Ministero : “ /
dall'Unione europea dell'Universita i Italiadomani ( l C S C
\/3

Gestione cluster: repmgr

 Statodel cluster

[postgres@psql ~]1$ repmgr cluster show
| Role | Status | Upstream | Location | Priority | Timeline | Connection string
————te Fmmm————— Fomm e —— o ————— Fom = o ————— o m o

| pgsqll | primary | * running | | INFN-Cloud | 100 | host=psql-cnaf.cloud.infn.it user=repmgr application_name=pgsqll sslmode=require connect_timeout=20
2 | pegsql2 | standby | running | pgsqll | INFN-Cloud | 100 | host=psql-bari.cloud.infn.it user=repmgr application_name=pgsql2 sslmode=require connect_timeout=20

 Switchover

- repmgr standby switchover

- Eseguire con l'opzione --dry-run per verificare se i requisiti per lo switchover sono soddisfatti

* Creazione nuovo standby

- repmgr -h hostname-primario -U repmgr -d repmgr standby clone
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