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What is CLOUD Computing?

Infrastructure as a Service (laaS): Provides
virtualized computing resources. Users can
/ provision and manage virtual machines,

Cloud computing refers to the delivery of storage, and networking infrastructure.
computing services over the internet ("the cloud")
to offer faster innovation, flexible resources, and
economies of scale. In essence, cloud computing
allows users to access and utilize computing
resources, such as servers, storage, databases,
networking, software, and analytics, without the

need for owning or managing the physical
infrastructure themselves.

Platform as a Service (Paa$S): Offers a platform
allowing customers to develop, run, and manage
applications without worrying about the underlying
infrastructure. PaaS providers handle the hardware
and software infrastructure, including middleware,
development tools, database management systems,
and runtime environments.

v

Software as a Service (SaaS): Delivers software
applications. Users can access and use the software
without needing to install or maintain it.
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IBISCO Cloud NA — OpenStack and Overview

MariaDB
Foundation
Glance Placement Nova Ironic Keystone MySQL Database
Horizon Neutron Designate Cinder Swift Messaging

Openstack Services are built on VM generated through
g Proxmox. This ensure recoverability and HA
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IBISCO Cloud NA — OpenStack and Overview

CPUS: 1,344 Intel(R) Xeon(R) Gold 6238R &
RAM: 18,432 GBs DDR-4

Volatile Storage: 55.2 TBs of HDD, 107.2 TB SSD l
Persistent Storage: 25 TBs NFS ﬂ a

Dashboard  Openstack API

% X 2 Object Storage Nodes - ﬂ g ﬂ ﬂ ﬂ \ ' X 24 Computational
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W h at | S C I_O U D Fe d era t | on ? Lightly Coupled Cloud Federation:

- the cloud environments maintain a
degree of independence and autonomy;

Cloud federation, also known as cloud - Each cloud provider retains control over
interoperability or federated cloud computing, its infrastructure, policies, and services, no
refers to the integration and collaboration of resource sharing between the federated
multiple cloud computing environments to clouds

enable seamless data and resource sharing Tightly Coupled Cloud Federation:
across disparate cloud platforms. The goal of - the participating cloud environments
cloud federation is to create a unified are tightly integrated and

computing environment that spans multiple interdependent, forming a unified and
cloud providers, enabling users to leverage cohesive computing environment;
resources and services from different providers advanced capabilities such as workload
as if they were part of a single, cohesive migration, federated identity
infrastructure. management, unified billing, and cross-

cloud service orchestration
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INFN CLOUD Topology

& User level service/application
‘ deployment
~

- Leverage the same
authentication/authorization layer based

on INDIGO-IAM
a / - Agree on a consistent set of policies

™ _ Are managed by the INDIGO Paa$S

A
Paa$S
Orchestrator through TOSCA (Topology and
Orchestration Specification for Cloud
o / \ Applications) profiles

o o
[
openstack. B ﬂ
Oy, pache : g
gsgg MESOS C n
B 1 B 2

BACKBONE: tightly federated with an
infrastructure-level mirror
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INDIGO PaaS Orchestrator

A & TOSCA template is submitted through
l Graphical Interface / REST API
- ‘ User is authenticated through IAM and
B a list of authorized CLOUD is made
I 1 available
kubernetes INDIGO - DataCloud
n a - Better Software for Better Sclence
openstack. C / \
Eggg VIS Automatic: the first available CLOUD

Manual: the user choses the CLOUD on
which the service is built and delivered

matching the request is used to deliver the
service given the current workload
distribution
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TOSCA Templates

e Allow the automatic application deployment and management
e Allow portability of application descriptions and their

management

* Allow interoperability and reusability of components

Allow the creation of complex system
through a “LEGO-like” syntax.

| BindsTo |

\.\_.‘

my_port |

Artifacts:

* db_content

Bnd&ie )
LinksTo |

E

./ .

get_artifact{)

my_db

Database.MySQL

Properties
* password
* user
* port
* name

| Lifecycle.Standard

Capabiiities |
EndpointDB |

Requirements \

| Container
host: mysql

create: db_create.sh

e ' HostedOn

DBMS.MySQL m

"

Properties
* root_password
* port

Capabilities |

‘ Container
e—y
T

Requirements |

‘ Container

host: db_server
l—,.J

HostedOn |
db_server : !

Compute | N

Container

‘ Capabilities |
|
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TOSCA Service Catalogue

The Catalogue is a graphical representation of TOSCA templates:

e Each card in the catalogue is associated to one or more templates

* Complex templates are built by combining simpler templates

* Once a template has been built and tested is made available to scientists

1. Allows to easely build services on top of a laaS and PaaS infrastructure
2. Lowers the entry barrier for scientists which do not need any programming skill to use / create their applications

e Creation of VMs with different flavors, images and sizes

* Creation of containers or services via docker-compose files

* Building blocks as a serivce (Kubernets or Mesos clusters as as a service)

Pre-coinfigured environments for data analytics (ElasticSearch, Spark)

* Non volatile, object storage and posix-complient file systems connected to high-layer services
(Jupyter Notebook as a service with permanent storage)

* Data Pipelines for specific experiments (MPI Simulations, ML-optimized environments)

* User-level encryption of disk volumes, Monitoring Services, Spark Clusters, Kubernates Clusters

COMPLEXITY
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PaaS Interfaces - user perspective

1. PaaS REST API 1. Orchestrator dashboard
2. Orchestrator CLI reachable through your
3. Orchestrator Bindings , browser

o =

Requirements:

RquUIr'en%i)nStCS,:A oo e No TOSCA Knowledge is needed
asic nowleage * Accessible through web

e Installation and configuration of CLI tools :
Autheni ) 3 ‘ * Automatic token management through user
uthenitcation token managements login / autorization

e Easy to use and intuitive
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= INFN Cloud Dashboard

Welcome to the  Users are organized into different IAM groups which
E———— correspond to Virtual Organizations (VO) roles
e Each IAM group is mapped to a specific set of
I N F N resourse quotas spread over different Cloud
) - _cwun infrastructures
Istituto Nazionale di Fisica Nucleare
* A specific set of services is made available to the user
on the basis of the resource quotas
* Once a service has been selected, a TOSCA template
Sign in with o+ T T e . is used to build and deliver the service to the user

INFN
CoR- AK INDIGO IAM manages the

authentication/authorization through the whole
stack (from PaaS to laaS)

Welcome to infn-cc

Not a member?

Apply for an account
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PaaS Dashboard — Service Request Customization
Virtual machine Sondiomy tumiliien

N | S The configuration form allows the user to specify
escription: Launch a compute node getting the IP and i PR
SSH credentials to access via ssh bpe: integer their requirements for the deployment

description: Number of virtual cpus for the W

Deployment description required:

—— g * It hides all the complexity of TOSCA

type: scalar-unit.size

— Advancec description: Amount of memory for the W .
Configuration | Advanced required: ¢ Complex TOSCA types are managed with
os_distribution: dedicated Javascript functions
hostname type: string
required:
description: Operating System distro
constraints:
ports valid_values: [ ’
Add rule | —— Protocol Port Range Source
Drte F o s Hes et type: version - R N
Ports to open on the host rZZuired; ICP v e.g. [8080,8082] or 80 0.0.0.0/0
flavor description: Operating System distribution version
constraints: :
--Select-- - valid_values: [ g 3 ) ‘ Add ~f‘
Number of vCPUs and memory size of the Virtual Machine —_—
_ service_ports: Ports to open on the host
operating_system type: map
--Select-- v required:
Operating System for the Virtual Machine constraints:

min_length:
entry_schema:

. type: tosca.datatypes.network.PortSpec
description: Ports to open on the host
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PaaS Dashboard — Advance Customization

Virtual machine Virtual machine Dashboard interacts with
the SLA Manager Service
Description: Launch a compute node getting the IP and SSH credentials to access \lz:S:sipuon: Launch a compute node getting the [P and SSH credentials to access to get t h e | |St Of ava | Ia b | e
viaseh Cloud providers for the
Deployment description
Deployment description ector user
tester

Configuration Advanced

Configuration Advanced
Configure scheduling:

Configure scheduling: OAuto ® Manual

@Auto O Manual Select a provider:

\ CLOUD-VENETO: org.openstack.nova

[I ]\

CLOUD-VENETO: org.openstack.nova

O Set deployment creation timeout (minutes) = 720

(0 Do not delete the deployment in case of failure
U cLOUD-IBISCO-NAPOLI: org.openstack.nova

Send a confirmation email when complete CLOUD-CNAF-T1: org.openstack.nova

Missione 4 e Istruzione e Ricerca
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PaaS Dashboard — Deployment Outputs

=y INFN Cloud Dashboard Actions

@ Edit

Pi
Q Show template
Show 10 4 entries Search: B Log
. — . ) & Request Ports
Description Deployment identifier Status Creationtime y Deployed at Actions
CJ Manage VMs
test 11eecbf8-6c78-11aa-8bes- CREATE_COMPLETE [P Yo7V Mo - TS CLOUD-IBISCO- & Lock
deployment 6fce7seobfa 11:50:00 NAPOLI Details ~ —_
eploy! 56fce7s 5 el @ Delete
Showing 1 to 1 of 1 entries oenvieic I nins
11eecbf8-6¢78-11aa-8be4-56fce75e0bfa

Description: test deployment

Overview Input values Output values

vpn_server ibisco-endpoint.na.infn.it42120
node_ip: 192.168.204.88
ssh_account: delliven

vpn_client_conf_url: https://baltig.infn.it/infn-cloud/vpnconfiles/-/raw/main/vpn-ibisco-endpoint.na.infn.it42120-client ovpn?inline-false
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PaaS Dashboard — Secret Management

SSH keys management
SSH keys allow you to establesh a (]

Upload SSH public kay

e your public SSH keyy, which s usually contaned in the file

h'ssh-ed25519 of 'ssh-rsa’ Don't use your prvate S5t

Create new key pair

SSH ke pair will be created frorm scratch. The private key will be safely stored in the Vault, while the pul

cred n the Dashboard databass

+

Service Credentials

Site

AWS-us-east-1

AWS-us-east-2

The Dashboard is integrated with Hashcorp Vault to
support:

* ssh key pair management

* Service credential stores (e.g. AWS)

The Vault has been integrated with the Cloud IAM and
policies grant read/write permissions to specific Vault paths
depending on the user claims

Endpoint Manage your credentials

https://ec2.us-east-1.amazonaws.com
https://ec2.us-east-2.amazonaws.com
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INFN Cloud — List of Services

CENTRALISED SERVICES:

ON-DEMAND SERVICES:

INFN Cloud object storage Notebooks as a Service Virtual machine
the centrally managed service based on (NaaS)
MinlO-Gateway
s
Goto service _— e
Jupyter A
o

INFN-Cloud monitoring

G

|IAM group.

The list of Services depends on the User

It grows as users and admins create and
configure TOSCA templates for services

INDIGO |IAM as a Service

&

OO

Spark + Jupyter cluster

Spcnr‘l:Z

Jupyter + Matlab (with
persistence for Notebooks)

Docker compose

Deploy a virtual machine with docker engine
and docker compose pre-installed.

Optionally run a docker compose file [..]
Read More Configure

Elasticsearch and Kibana

kibana  gojastic

HTCondor mini

HICondsr

Sync&Share aaS

ICSC Italian Research Center on High-Performance Computing, Big Data and Quantum Computing

Big Data and Quantum Computing

Run docker

&

docker

Kubernetes cluster

Jupyter with persistence for
Notebooks

T
Jupyter

Missione 4 e |Istruzione e Ricerca
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INFN Cloud — Jupyter Notebook with Persistence

Jupyterhub is automatically installed and configured in a Virtual
Description: Run Jupyter on a single VM enabling Notebooks persistence M a C h i n e

* The integration with the INFN Cloud IAM allows authorized
users to login and spown their containerized (docker) service
* It can be built from a default jupyter image or customized

o docker image (containing, for example, a scientific pipeline)

S * The integration with the INFN Cloud Storage provide
' persistence to the Notebooks

Jupyter with persistence for Notebooks

eviii-snj Jupyter with persistence for Notebooks

Description: Run Jupyter on a single VM enabling Notebooks persistence

Deployment description

[ description ]

General Authorizations Advanced
tact_email
iam_groups
mail address of certificate mana d trat ‘ ‘
ports g omma delimited list of strings)
Ports to open on the VM IAM groups for JupyterHub ADMIN authorization management (comma delimited list of strings)

certificate_type
‘ letsencrypt-prod

Warning! You have not filled some mandatory fields. Please check the red boxes in each tab.

ICSC Italian Research Center on High-Performance Computing, Big Data and Quantum Computing Missione 4 e Istruzione e Ricerca
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INFN Cloud — Community Customizations

Computational enviroment for Working Station for CYGNO
Machine Learning INFN experiment
(ML_INFN)

m | £INFN

Community costumized environments are built upon the Jupyter with persistent storage VM use-

case New Environments can be constructed
through interactions with the

Community

ICSC Italian Research Center on High-Performance Computing, Big Data and Quantum Computing Missione 4 e Istruzione e Ricerca
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INFN Cloud — Community Customizations

i — Jupyterhub Logout | Gontrol Pan:
— Jupyterh“h Logout | Control Panel ~ JuPy ogout !

Files Running IPython Clusters

Select items to perform actions on them.

Upload | New = || &

MNotebook:

(o |~ | B/ Name 8
Python 3
O O cvmfs ROOT C++
|] I private Other: root@bd8f6fe3dadc: /workarea# nvidia-smi
Sun Mar 21 15:58:10 2021
Text File
|j O shared | NVIDIA-SMI 460.32.03 Driver Version: 460.32.03 CUDA Version: 11.2
Folder | e e Fommmm—————————— o —————————————— +

| GPU Name Persistence-M| Bus-Id Disp.A | Volatile Uncorr. ECC

|

Terminal Temp Perf Pwr:Usage/Cap| Memory-Usage | GPU-Util Compute M. |

ern - N
|

Default |

CernVM File System

Virtual File System mounted to allow
data access and storage

Specific Libraries are

, GPUs are made available
pre-configured

through GPU passtrough

root@bd8féfeldadc: /workarea# |

ICSC Italian Research Center on High-Performance Computing, Big Data and Quantum Computing Missione 4 e Istruzione e Ricerca
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85 General / Docker and system monitoring ¥ =2

Network Traffic CPU Usage @ Used Disk Space @ Available Memory Disk I/0

391 KiB 931 GiB 14,0 GIB 1B/s

19.5 KiB ) | 698 GiB

No data 0.500 B/s

No data No data No data

9.31 GiB
0B T 466 GiB i 0B/s

233 6i8 466 5[0 | -050B/s

0B 0B ; “18B/s

Welcome to Grafana

Received Network Traffic per Container Sent Network Traffic per Container

15 kB/s

= Jupyter-antonacel Jupyter-antonacel

= jupyter-testuser Jupyter-testuser

Email or usemame = lupvierhub_htto_proxy_1 10 kB/s

2021-10-14 10:04:00
= jupyter-antonacci: 0%
= jupyter-testuser: 0%
= jupyterhub_http_proxy_1: 0%
= jupyterhub_jupyterhub_1: 0% .
monitoring_cadvisor: 0%
monitoring_grafana: 0% 00:00 08:00
monitoring_node_exporter: 0%
monitoring_prometheus: 0%

Jupyterhub_http_proxy_1
jupyterhub_jupyterhub_1

monitoring_cadvisor

Password monitoring_grafana

monitoring_node_exporter

00:00 08:00 monitoring_prometheus

CPU Usage per Contal Memory Swap per Container

Forgot your password? Jupyter-antonacci Jupyter-antonacci

jupyter-testuser Jupyter-testuser

Sign in with |1AM

jupyterhub_http_proxy_1
Jjupyterhub_jupyterhub_1

meonitoring_cadvisor

Jupyterhub_http_proxy_1
Jupyterhub_jupyterhub_1

monitoring_cadvisor
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