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The employed strategy is based on the Infrastructure as Code paradigm.

Users describe "What" is needed rather than "How" a specific service or 
functionality should be  implemented.

The  adopted  technologies  enable  a  Lego-like  approach:  services  can  be  
composed  and  modules reused to create the desired infrastructure.

TOSCA is used to model  the 
topology of the whole 

application stack

Ansible is used to  automate 
the  configuration of the  virtual 

environments

Docker is used to  encapsulate 
the high-level application 

software  and runtime

INFN Cloud services implementation strategy
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TOSCA
 Topology and Orchestration Specification for Cloud Applications

• Goals:
• Automated Application Deployment and Management.
• Portability of Application Descriptions and Their Management
• Interoperability and Reusability of Components

3Ref: TOSCA Simple Profile in YAML Version 1.1

http://docs.oasis-open.org/tosca/TOSCA-Simple-Profile-YAML/v1.1/csprd01/TOSCA-Simple-Profile-YAML-v1.1-csprd01.html
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Template example
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Docker compose base implementation
Let’s have a look at the TOSCA template
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https://baltig.infn.it/infn-cloud/tosca-templates/-/blob/master/docker/docker_compose.yaml

https://baltig.infn.it/infn-cloud/tosca-templates/-/blob/master/docker/docker_compose.yaml
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TOSCA definition

https://baltig.infn.it/infn-cloud/tosca-types/-/blob/master/tosca_types/infrastructure/docker_types.yaml

Ansible playbook

Ansible role

https://baltig.infn.it/infn-cloud/tosca-types/-/blob/master/tosca_types/infrastructure/docker_types.yaml
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The playbook
1. install docker and compose 
2. create the project dir
3. create the .env file with all the 

envariable variables
1

2

3

4
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If a docker compose file url is defined:
4. download the docker compose file
5. start the services
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EK services implementation

The elasticsearch + kibana (EK) service has been implemented 
extending the basic docker compose service, deriving the custom 
type from tosca.nodes.indigo.DockerCompose
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EK service implementation

TOSCA template:
https://baltig.infn.it/infn-cloud/tosca-templates/-/blob/master/single-vm/elasticsearch_kibana.yaml

https://baltig.infn.it/infn-cloud/tosca-templates/-/blob/master/single-vm/elasticsearch_kibana.yaml
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Derived type

The property docker_compose_file_url is overridden providing the default 
docker compose file. All other properties are inherited by the parent type

The interfaces are specialised too in order to perform custom preliminary 
configurations (see next slide) 
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Customized playbook

1

2

3

4
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1. set the time zone
2. adjust kernel settings (see doc)

1. create the needed dirs to host 
configuration files

1. create the dir to store the collected data
2. download and install the TLS settings for 

traefik

https://www.elastic.co/guide/en/elasticsearch/reference/current/docker.html#_set_vm_max_map_count_to_at_least_262144
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The docker compose file

https://baltig.infn.it/infn-cloud/tosca-types/-/blob/master/artifacts/docker/elastic/docker-compose.yml

Kibana

Elasticsearch

Traefik

https://elastic.<IP>.myip.cloud.infn.it

https://kibana.<IP>.myip.cloud.infn.it

Traefik terminates the SSL 
connections: it is configured to 
use an ACME provider (Let's 
Encrypt) for automatic 
certificate generation.

https://baltig.infn.it/infn-cloud/tosca-types/-/blob/master/artifacts/docker/elastic/docker-compose.yml
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Sync&Share service
The INFN-Cloud Sync&Share aaS is currently based on the popular 
ownCloud/Nextcloud storage solution.
INFN-Cloud users have full control over the configuration parameters of their 
Cloud Storage instance, as well as on third party accesses to the stored data.
Main features:
• S3 based Object Storage backend where data is replicated over two 

backbone data centers (CNAF, BARI)
• Authentication/Authorization based on INFN-Cloud IAM (via OIDC)
• programmatic access to user data via Rclone, including remote mount and 

folder sync
• embedded, automated DB and configuration backup
• embedded, pre-configured monitoring system with alert notifications

13
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Service implementation

The core setup is based on a docker compose file like the EK 
service, but in this case the implementation is different. 

Since the configuration of this service is a bit more complex, we 
decided not to derive from the tosca.nodes.indigo.DockerCompose.

A new tosca type has been developed as a new Software 
Component. 
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Service configuration and deployment outputs

https://baltig.infn.it/infn-cloud/tosca-templates/-/blob/master/single-vm/cloud_storage_service.yaml

TOSCA template:

choose ownCloud or Nextcloud

https://baltig.infn.it/infn-cloud/tosca-templates/-/blob/master/single-vm/cloud_storage_service.yaml
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TOSCA definition
S3 storage area for hosting the user data

S3 storage area for hosting the backup data

The new type tosca.nodes.indigo.CloudStorageService is derived from the normative 
type tosca.nodes.SoftwareComponent
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The ansible playbook
https://baltig.infn.it/infn-cloud/tosca-types/raw/master/artifacts/cloudstorage/configure.yml

role repository: https://baltig.infn.it/infn-cloud/ansible-role-cloudstorage

Once the services are up and running, the oidc app is 
enabled (the configuration for nextcloud is similar)

These blocks of tasks configure the integration with IAM

https://baltig.infn.it/infn-cloud/tosca-types/raw/master/artifacts/cloudstorage/configure.yml
https://baltig.infn.it/infn-cloud/ansible-role-cloudstorage
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The docker compose file (template)
https://baltig.infn.it/infn-cloud/ansible-role-cloudstorage/-/blob/main/templates/docker-compose.yaml

https://baltig.infn.it/infn-cloud/ansible-role-cloudstorage/-/blob/main/templates/docker-compose.yaml
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Services are accessed through the reverse proxy 
based on Traefik

https://data.<IP>.myip.cloud.infn.it

https://status.<IP>.myip.cloud.infn.it
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References:
User guides:

• Docker compose: 

https://guides.cloud.infn.it/docs/users-guides/en/latest/users_guides/sysadmin/compute/docker_compose.html

• Elasticsearch+Kibana: 

https://guides.cloud.infn.it/docs/users-guides/en/latest/users_guides/sysadmin/compute/elasticsearch_kibana.html

• Sync&Share aaS: 

https://guides.cloud.infn.it/docs/users-guides/en/latest/users_guides/sysadmin/storage/sync_and_share_aas.html

https://guides.cloud.infn.it/docs/users-guides/en/latest/users_guides/sysadmin/compute/docker_compose.html
https://guides.cloud.infn.it/docs/users-guides/en/latest/users_guides/sysadmin/compute/elasticsearch_kibana.html
https://guides.cloud.infn.it/docs/users-guides/en/latest/users_guides/sysadmin/storage/sync_and_share_aas.html
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Thank you 

for your attention!


