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Introduction

* Why Indigo IAM as a Service on INFN Cloud?

/\ INDIGO IAM as a Service
_—

mw OoteCiond

* Because:

* Many scientific collaborations and projects (including WLCG) leverage Indigo IAM as
a powerful tool for Authentication and Authorization management

* The most straightforward way to provide INFN researchers with Indigo IAM would
be adding a related INFN Cloud service to the present Portfolio

* Why to provide it as a Cloud Service?

* To facilitate the automatic instantiation of the service on a single VM, providing
essential configuration parameters for the initialization
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Basic Parameters

VM size: memory, CPUs (default values
are a good starting point)

letsencrypt_test: default true to use Let's
Encrypt test certificates

contact_email: reference person's
address for certificate renewal

active_profiles: Spring profiles for IAM
allowing user registration and password
reset; optionally add oidc or saml for
authentication with external providers

jwt_default_profile: by default iam, used
to configure the claims contained in the
token; can also be wlcg or aarc

INDIGO IAM as a Service

Description: The cn-demand deployment service for the INDIGO |AM provides a quick and easy way for organizations to deploy their own
instance of the INDIGD 1AM, which is an open-source Identity and Access Management system. The service allows users to configure and
customize the instance as needed to meet their specific requirements. Once deployed, the INDIGO IAM instance can be used to manage
user identities, control access to resources, and enforce security policies across multiple applications and systems.

Deployment description

description

Basic Organisation Access token Database Redis Registration Local Auth Google Auth SAML Auth

Notification Privacy Policy Fine Tuning Advanced

num_cpus
2

Mumber of virtual cpus for the WM

mem_size
4 GB

Amount of memory for the WM

letsencrypt_test

true
If set to 'true’ enables certificate request against Let's Encrypt staging endpoint (for test purposes), otherwise against Let's Encrypt production

endpoint
contact_smail
user@localio

Email address of certificate management administrator

active_profiles
prod, registration

List of comma-separated active profiles for I1AM service. ‘prod’ and 'registration’ profiles are highly recommended

Jwt_default_profile
iam

The default JWT profile used by IAM. Allowed profiles are ‘iam!, 'wleg' and 'aarc
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INDIGO IAM as a Service

[ ] [ ]
Description: The on-demand deployment service for the INDIGC 1AM provides a quick and easy way for organizations to deploy their own
instance of the INDIGC 1AM, which is an open-source Identity and Access Management system. The service allows users to configure and
customize the instance as needed to meet their specific requirements. Once deployed, the INDIGO 1AM instance can be used to manage

user identities, control access to resources, and enforce security policies across multiple applications and systems.

Deployment description

* access_token_include_authn_info:
include user information in the token
( u S e r n a m e, g ro u p S’ et C . ) tion Privacy Policy Fine Tuning acvanced

access_token_include_authn_info

* access_token_include_nbf: add an nbf kot et G e e v

claim to the token (nbf means not before, -

Includes the nbf claim in issued access tokens

i.e. token validity starting point)

* access_token_include_scope: add the i it rcmn cnsrs [ | g Loindh cononth s
Scope Claim to the token tion  Privacy Policy  FineTuning  Advanced

* To manage multiple backends it may be
useful to configure redis to keep data
consistent for a given user session

Set to 'redis' in order to handle HTTP ¢ ion with an external Redis service

health_redis_probe_enabled
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INDIGO 1AM as a Service

Description: The en-demand deploymeant service for the INDIGO 1AM provides a quick and easy way for organizations to deploy their own
instance of the INDIGO 1AM, which is an open-source Identity and Access Management system. The service allows users to configure and

[ ] [ ]
customize the instance as needed to meet their specific requirements. Once deployed. the INDIGO 1AM instance can be used to manage
user identities, control access to resources, and enforce security policies across multiple applications and systems.

Depleyment description

test

* registration_require_external_authentication: =« o o o no moine i s oo

Motification Privacy Policy Fine Tuning Advanced

enable authentication for registration via e

true

externa I p rovi d ers; by d efa u |t |t |S fa IS e, |f St T et suonicaion sganst oxama dorty providr bcores mandsor inrder i 3ty o morbera

registration_authentication_type

true you can choose between oidc and saml; =i

registration_oide_issuer

besides, you need to add profile oidc or sam/ =

URL of OpeniD Connect provider to be contacted for authentication in order to apply for membership

to active_profiles (see Basic parameters)

preferred_username

Attribute imported from extemnal authentication provider to be set as username

* registration_[...] attribute: used to indicate ot e s

Aftribute imported from extemnal authentication provider to be set as name

which attributes provided by the external

family_name

provider are taken as registration parameter s

registration_email_attribute

values
Aftribute imported from extemnal authentication provider to be set as email address

registration_usemame_readonly

false

* registration_[...] readonly: if set to true T

registration_name _readonly

.
revents the user from changing the
If set to 'true’ the name attribute imported from external authentication provider becomes read-only
registration_surname_readonly

registration parameter imported from the

If set to 'true’ the sumame attribute imported from extemnal authentication provider becomes read-only

external provider

If set to 'true’ the email attribute imported from external authentication provider becomes read-only
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INDIGO |AM as a Service

[ ] [ ] [ ]
Description: The on-demand deployment service for the INDIGO IAM provides a quick and easy way for organizations to deploy their own
a | l O I I ‘ a I O n S instance of the INDIGO 1AM, which is an open-source Identity and Access Management system. The service allows users to configure and
customize the instance as needed to meet their specific requirements. Once deployed, the INDIGO IAM instance can be used to manage

user identities, control access to resources, and enforce security policies across multiple applications and systems.

Deployment description

* SAML Authentication is by default
Configu red tO Use the INFN AAI prOVider; Basic  Organisation  Accesstoken  Database  Redis  Registration  LocalAuth  Google Auth  SAML Auth
some required actions before and after
deployment are specified in a disclaimer st

Text shown in the SAML login button on the |1AM login page

saml_idp_metadata

* mail_host: by default is set to the INFN

A URL peinting to the SAML federation or |[dP metadata

mail server, which requires having an

. . hitps./#idp.infn.it/module.php/saml/idp/certs.php/idp.crt
e n a b I e d a C C O u n t, Ot h e rW I S e yo u C a n u S e A certificate that can be used to verify signatures on the SAML metadata at a well-known location

saml_metadata_require_valid_signature

another suitably configured mail server .

Should signature validity checks be enforced on metadata?

saml_metadata_require_sirtfi

Basic Organisation Access token Database Redis Registration Local Auth Google Auth SAML Auth false
Trust only IdPs that have SIRTFI compliance

Notification Privacy Policy Fine Tuning Advanced
saml_idp_entity_id_whitelist

mail_host
. ) Comma-separated IDP entity ID whitelist. When empty all IdPs included in the metadata are whitelisted
smtp-ccinfn.it
Mail server hostname for IAM notification delivery samL_id_resolvers
eduPersonUniqueld eduPersoriTargetedid.eduPersonPrincipalName

mail_port List of attribute aliases that are looked up in assertion to identify the user authenticated with SAML
8
587 After deploying the IAM as a Service, there are some steps that need to be completed in order to configure SAML.
Mail server port for IAM notification delivery You can find detailed instructions on how to set up SAML authentication via INFN AAl on the following page.

Make sure to follow the procedure carefully to ensure successful configuration.
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AuthN and Privacy Policy

* local_authn_login_page_visibility: allows
the user to provide local username and
password fields on the IAM login page

» google client_id and google_client_secret:
parameters of the Google OAuth client for
authentication through Google as identity
provider

* privacy_policy_url: parameter for policy
acceptance by the user; the policy
document must be provided via a URL

* For Fine Tuning, the mostimportant
parameter is IAM version (1.8.0 by default)

INDIGO IAM as a Service

Description: The on-demand deployment service for the INDIGO IAM provides a quick and easy way for organizations to deploy their own
instance of the INDIGO IAM, which is an open-source Identity and Access Management system. The service allows users to configure and
customize the instance as needed to meet their specific requirements. Once deployed, the INDIGO IAM instance can be used to manage
user identities, control access to resources, and enforce security policies across multiple applications and systems.

Deployment description

test

Basic Organisation Access token Database Redis Registration Local Auth Google Auth SAML Auth

Notification Privacy Policy Fine Tuning Advanced

local_authn_login_page _visibility

visible
Visibility of local authentication form on legin page. Set to 'hidden’ if you want to hide the local login form
local_authn_enabled_for

all

Enables local login form to all users. It can be restricted, changing the value to 'vo-admins' or ‘none’
Basic Organisation Access token Database Redis Registration Local Auth Google Auth SAML Auth

Notification Privacy Policy Fine Tuning Advanced

google_client_id
client_id
The Google OAuth client id
google_client_secret
client_secret
The OAuth client secret

Basic Organisation Access token Database Redis Registration Local Auth Google Auth SAML Auth

Notification Privacy Policy Fine Tuning Advanced
privacy_policy_url
An URL pointing to a privacy policy document which applies to this IAM instance. When left blank, no privacy policy link is displayed in the

login page

privacy_policy_text
Privacy policy
The text displayed in the login page for the privacy policy URL specified above
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Conclusions and future plans

* Indigo IAM is a powerful tool to implement AuthN/AuthZ for the usage
of computing and storage resources

* INFN Cloud users may efficiently configure, install and manage IAM
instances through Indigo 1AM as a Service

* The possibility to automatically add a DNS entry for a newly created
IAM instance would let INFN Cloud users setup a more easily
addressable service (DNS as a Service: WIP)

* The development of an automatic system for IGTF certificates request
would be the key feature to integrate VOMS AA in IAM as a Service

IAM as a Service on INFN Cloud — Federico Fornari



THANKYOU VERY MUCH!



BACKUP SLIDES
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Google OIDC Configuration for INDIGO |IAM

- google_client_id and google client_secret OAuth credentials can be generated after
creating a Google Cloud Project, following the instructions available
at https://developers.google.com/identity/openid-connect/openid-connect

° When Settlng up Google = Google Cloud | 2® INDIGO IAM ¥ ‘ l Cerca (/) risorse, documenti, prodotti e altro O\Cerca: ﬁ' B O ® H o

O pe n I D CO n n ect APT API e servizi Credenziali 4 CREA CREDENZIALI B ELIMINA «~ RIPRISTINA CREDENZIALI ELIMINATE
A u t h e n t i C a t i O n ) a Iways € APleservizi abilitati Crea le credenziali per accedere alle API abilitate. Ulteriori informazioni [4
remember that: B Lbrers N
Chiavi API
¢ Oi dC mu St be d d d ed tO | o Credenzal O Nome Data di creazione Limitazioni Azioni
active_profilesin Basic  #  schemataconsenso oautn Nessuna chiave API da visualizzare
Parameters tab =2 Contratt sulluso dell pagine

. . . . ID client OAuth 2.0
* registration_oidc_issuer must be

D Nome Data di creazione 4, Tipo ID client Azioni
set [J INDIGOIAMclient 19 mag 2023 Applicazioneweb  942896324348-8spd. .. IO 78
to https://accounts.google.comin
Regis tra tion ta b Account di servizio Gestisci account di servizio
[]  Email Nome Azioni

* registration_authentication_type
must be set to oidc in Registration
tab IAM as a Service on INFN Cloud — Federico Fornari 11

Nessun account di servizio da visualizzare


https://developers.google.com/identity/openid-connect/openid-connect
https://accounts.google.com

Google OIDC Configuration for INDIGO |IAM

> After IAM
deployment,
you must go
back to your
Google Cloud
Project and
update the
Redirect URI
for INDIGO
IAM with a
URL including
the FQDN
assigned to
your instance

API

=

<l

Google Cloud | e* INDIGOIAM W | Q & O @ o
API e servizi < ID client per Applicazione web B ELIMINA
API e servizi abilitati Per 'uso con richieste provenienti da un server web
Libreria URI 1 *
( https://90.147.174.40.myip.cloud.infn.it/openid_connect_login
Credenziali

Schermata consenso OAuth + AGGIUNGI URI

Contratti sull'uso delle pagine
Nota: I'applicazione delle impostazioni potrebbe richiedere da cinque minuti a qualche

ora

SALVA ANNULLA
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