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2 .  i n t r o d u c t i o n :

WHAT FOR?
Unpredictability to preserve the predictability of our clockwork world

 the RSA (Rivest–Shamir–Adleman) public key 
cryptography protocol uses two random prime 
numbers of length up to 2048 bits to generate the 
keys 
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1 .  i n t r o d u c t i o n :

WHAT FOR?
Unpredictability to preserve the predictability of our clockwork world

 Image encryption is also relying on random single-bit arrays: 

Z0 Xnþ1; ; Ynþ1½ # ¼
1 if Xnþ1 > Ynþ1

0 if Xnþ1 ≤ Ynþ1

! (9)

The generation of this matrix is performed in row-first
order.

Step 4 Set up the M×N Conway’s game-of-life 2D CA
with initial configuration Z0. This is set to run up
to k generations to obtain {Z0, Z1, … …, Zk}
where the cells of next state are determined by
the rules of Conway’s game of life [32]. Periodic
Moore neighborhood is used in the proposed al-
gorithm (i.e., all eight neighbors of a cell are
considered for the generation of the next state).

Step 5 Complete the row scrambling process [32], by
doing the following three steps, after setting
row= 1 and col= 1:

(i) For all i, j such that Z0(i, j) = 1, place I(row, col)
in a new matrix R(i, j) and increment (row, col)
so that it points to the next pixel in the input im-
age in row-first order.

(ii) For q = 1, 2,…… k and for all i, j such that Zq
(i, j) = 1 and Zn(i, j) = 0 (for n = 1… q% 1),

obtain the gray value of I(row, col) and place it
in R(i, j) and increment (row, col) to point to
the next pixel.

(iii) Obtain the gray value of the remaining pixels in
I and place them in row-first order in those R(i, j)
for all q = 1, 2, 3…… k and Zq(i, j) = 0.

Step 6 Complete the column scrambling process, by
doing the following three steps, after setting
row = 1 and col = 1:

(i) For all p such that Z0(i, j) = 1, place R(row, col) in
another new matrix O(i, j) and increment (row, col)
so that it points to the next pixel in the input image
in column-first order.

(ii) For q=1, 2,…….. k and for all i, j such that Zq
(i, j) = 1 and Zn(i, j) = 0 (for n = 1…q% 1), obtain
the gray value of R(row, col) and place it in O(i, j)
and increment (row, col) to point to the next pixel.

(iii) Obtain the gray value of the remaining pixels in R
and put them in column-first order in those O(i, j)
for all q = 1, 2, 3…… k and Zq(i, j) = 0.

Figure 3 shows the generation of initial binary matrix
and the successive eight generations for a sample 8× 8

Figure 2. Flow chart of the proposed algorithm. CA, cellular automata.

(9)

Chaos image encryptionB. Murugan, A. G. Nanjappa Gounder and S. Manohar

637Security Comm. Networks 2016; 9:634–651 © 2015 John Wiley & Sons, Ltd.
DOI: 10.1002/sec

Figure 6. Original image and the diffused images: (a) original image, (b) diffused image after stage 1, (c) diffused image after stage 2,
and (d) final encrypted image.
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41 .  i n t r o d u c t i o n :

WHAT FOR?
there is definitely a hype about Random bit streams, not only for crypto but also for gaming, virtual reality , 
Monte Carlo simulations and IoT (notably car security, smart houses, drones to guarantee authentication and 
secure transmission & control) row 

scrambling

https://www.cryptomathic.com/news-events/blog/generating-cryptographic-keys-with-random-number-generators-prng
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52 .  m a r k e t  p o t e n t i a l :

Main findings: expected market volume of $7.2B by 2026 

 most relevant segment: Data Centers [$3.1B] 

 significant interest by financial service providers for improved Monte 
Carlo simulations & data protection [$2.2B]

Main applications:  
 Replacement market of  

“physical gambling devices” 

[~ 7 Million cabinets worldwide, 5 years 
lifespan ⇒ ~1.4M new devices/year ]  

 Random number streaming to on-line 
platforms

Georges de la Tour 
The dice players (1651 c.a.)

Primary Market: 
cybersecurity & simulation

Secondary Market: 
gaming & gambling
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IoT

Mobile

Data 
centres

Finance$7.2B

2 .  m a r k e t  p o t e n t i a l :

Chips

Cards

Systems
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HOW TO GENERATE AN 
UNPREDICTABLE RANDOM 
NUMBER?

3 .  t h e  e s s e n c e  o f  r a n d o m  n u m b e r  g e n e r a t i o n :
7

François Morellet (1926-2016) 
Random Distribution of 40,000 Squares using the Odd and Even 
Numbers of a Telephone Directory 1960 
MOMA, New York

It is always nice to consider an artist’s point of view:

“With Random Distribution, the purpose of my system was to cause a reaction between two 
colours of equal intensity. I drew horizontal and vertical lines to make 40,000 squares. Then 
my wife or my sons would read out the numbers from the phone book (except the first 
repetitive digits), and I would mark each square for an even number while leaving the odd 
ones blank. The crossed squares were painted blue and the blank ones red. For the 1963 Paris 
Biennale I made a 3-D version of it that was shown among the Groupe de Recherche d’Art 
Visuel installations (and re-created it again on different occasions). I wanted to create a dazzling 
fight between two colours that shared the same luminosity. This balance of colour intensity was 
hard to adjust because daylight enhances the blue and artificial light boosts the red. I wanted 
the visitors to have a disturbing experience when they walked into this room – to almost hurt 
their eyes with the pulsating, flickering balance of two colours. I like that kind of aggression.”

excerpt from https://www.tate.org.uk/context-comment/articles/65-38-21-4-72
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HOW TO GENERATE AN UNPREDICTABLE 
RANDOM NUMBER?

PRNG 
(PseudoRandom Number Generators) 
are essentially a piece of software code  
⇒  they deterministic and in principle 

predictable

an example of linear congruential generator

J. Von Neumann: Anyone who considers arithmetical methods of 
producing random digits is, of course, in a state of sin. 

Von Neumann, John (1951). "Various techniques used in connection with random 
digits" (PDF). National Bureau of Standards Applied Mathematics Series. 12: 36–38.

TRNG 
(True Random Number Generators) 

are essentially coin fl ipping, 
namely get bits out observing unpredictable 

natural phenomena

http://glee.wikia.com/wiki/File:281735_1342370254-coin-flip.gif.gif

3 .  t h e  e s s e n c e  o f  r a n d o m  n u m b e r  g e n e r a t i o n :

https://dornsifecms.usc.edu/assets/sites/520/docs/VonNeumann-ams12p36-38.pdf
https://dornsifecms.usc.edu/assets/sites/520/docs/VonNeumann-ams12p36-38.pdf
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HOW TO GENERATE AN UNPREDICTABLE RANDOM 
NUMBER?

PRNG 
(PseudoRandom Number Generators) 

TRNG 
(True Random Number Generators) 

 Fast, cheap & reasonably easy. However: 

 software Random Number Generation is PSEUDO  
 code can be bugged 
 and it may have a BACKDOOR

Attack Trends
Editor: David Ahmad, drma@mac.com

70 PUBLISHED BY THE IEEE COMPUTER SOCIETY       ■      1540-7993/08/$25.00 © 2008 IEEE       ■      IEEE SECURITY & PRIVACY

Two Years of Broken Crypto
Debian’s Dress Rehearsal  
for a Global PKI Compromise

DAVID AHMAD
Bombardier 
Aerospace

a system with a kernel that assigns 
PIDs incrementally). For an appli-
cation using the OpenSSL PRNG 
for key generation, and without 
manually seeding it with extra 
entropy, this meant a keyspace of 
32,767 unique keys for each key 
size and type (if unknown to the 
adversary, the native word size 
and byte order can contribute two 
additional bits of entropy). The 
patch made it into the Debian 
GNU/Linux distribution and de-
rivatives, such as Ubuntu, and was 
unnoticed for two years until dis-
covered by Argentinian researcher 
Luciano Bello and announced by 
Debian shortly thereafter on 13 
May 2008. 

Impact
To highlight how small the key-
space was, researcher H.D. Moore 
was able to generate all of the 
1,024 and 2,048 bit keys for x86 
systems using a cluster of 31 Xeon 
cores in two hours. Generating all 
of the 4,096 bit keys took him six 
hours. (The pre-generated keys 
are available for download on his 
Web site; see the “Resources” 
sidebar). Security researchers Ja-
cob Appelbaum, Dino Dai Zovi, 
and Karsten Nohl showed how 
they generated weak RSA keys 
for 32- and 64-bit systems us-
ing Amazon’s cloud-computing 
platform for less than US$20 
in computing and storage costs. 
This was included as part of their 
presentation, “Crippling Crypto: 
The Debian OpenSSL Debacle,” 
at the Last HOPE conference in 

generator (PRNG), a critical com-
ponent for secure key genera-
tion. Unnoticed for two years, the 
weak PRNG created a crypto-
implementation nightmare with 
wide-ranging consequences that 
are di!cult to repair. Putting 
both servers and users at risk, this 
vulnerability a"ected OpenSSH, 
Apache (mod_ssl), the onion router 
(TOR), OpenVPN, and other ap-
plications. In this article, I’ll exam-
ine the issue and its consequences.

Two years  
of broken crypto
OpenSSL is an open source library 
implementing the SSL (Secure 
Socket Layer) and TLS (Transport 
Layer Security) protocols. Sev-
eral widely deployed applications 
on many OSs rely on it for se-
cure communications, particularly 
Linux and BSD-based systems. 
Where in use, it’s a critical part of 
the OS’s security subsystem. On 2 
May 2006, the Debian maintainer 
submitted a patch to address po-
tential bugs that the automated 
code analysis tools Valgrind and 
Purify identi#ed. The tools re-
ported that OpenSSL used unini-
tialized memory (memory that’s 

read before it’s written to), some-
thing that can cause problems in 
applications. The code in question 
was related to seeding OpenSSL’s 
internal PRNG:

MD_Update(&m,buf,j);

..and..

MD_Update(&m,buf,j); /* 
purify complains */

One of the lines was, in fact, 
responsible for introducing un-
initialized memory into the en-
tropy pool, which was intended to 
supply a limited amount of extra 
entropy. However, the other in-
stance commented out mixed en-
tropy from other, external sources 
of randomness into the pool. The 
result was that the PRNG was left 
with only the process identi#er 
(PID), a unique numerical identi-
#er assigned to each running pro-
gram, as a source of “randomness” 
in its entropy pool. A PID on a 
Linux system contributes 15 bits 
(215) of entropy at best, if there’s 
an equal likelihood for all PIDs 
(not so if the PRNG is initialized 
by an application at boot time on 

A patch to the OpenSSL package maintained 

by Debian GNU/Linux (an operating system 

composed of free and open source software 

that can be used as a desktop or server OS) 

and submitted in 2006 weakened its pseudo-random number

Authorized licensed use limited to: CERN. Downloaded on October 06,2020 at 15:51:39 UTC from IEEE Xplore.  Restrictions apply. 

2006
2013

Extracting bits from the observation of natural 
phenomena is not trivial and you may suffer from 

 “coin bias” by the embodiment of a great 
principle  
 weakness against environmental parameters 
 a significant “attack surface”, conditioning the 

device in use 
 low bit rate

3 .  t h e  e s s e n c e  o f  r a n d o m  n u m b e r  g e n e r a t i o n :



HOW DO WE DO IT?

10

Inspired by Forrest Gump, we say: 

RADIOACTIVE IS WHAT RADIOACTIVE DOES 

 emission by a radioactive source is due to the quantum laws of Nature 

  decays of unstable nuclei are unpredictable  

Sequence of pulses by the decay of a radioactive source in a nuclear physics detector

⇒ the sequence of detected decays can be used to generate 
random bits with different recipes: 

 check the parity of the number of pulses in a time 
window 
 pre-define the time window in a way that is equally like 
to have or not to have a single pulse

4 .  t h e  R a n d o m  P o w e r  p r i n c i p l e :

The idea behind                                              is to replace a radioactive source with something safer, more 
handy, cost effective, simple, robust, providing  sequences of pulses mimicking radioactive decays. 



11 The generator, an array of Single Photon Avalanche Diodes, namely p-n junctions operated beyond the 
breakdown voltage:
A pioneering development by Prof. S. Cova at Politecnico di Milano

Cova, S., Ghioni, M., Lacaita, A. L., Samori, C., and Zappa, F. “Avalanche photodiodes and quenching circuits for 
single-photon detection”, Applied Optics, 35(12), 1956—1976 (1996) 

• Very shallow p-n junction   ~ 1 µm 
• High electric field                > 3 x 105 V/cm 
• Mean free path                   ≈ 0.01 µm

The essence of a cell

Courtesy of Ivan Rech, Politecnico di Milano 
[50 μm cell size]

Simulation of an avalanche development

Photon induced charge carrier generation

Multiplication by about 1 000 000



12 Not indexed arrays of SPAD, with a single output node, are nowadays known as Silicon Photomultipliers, 
the state-of-the-art room T detectors with single photon sensitivity and photon-number resolving 
capability:

 SiPM may be seen as a collection of binary 
cells, fired when a photon in absorbed 

[in principle, a NATIVE DIGITAL DEVICE]

 “counting” cells provides an information about the 
intensity of the incoming light:  



13 Not indexed arrays of SPAD, with a single output node, are nowadays known as Silicon Photomultipliers, 
the state-of-the-art room T detectors with single photon sensitivity and photon-number resolving 
capability:

 histogram of the response to a  high statistics of 
low intensity light pulses

Vover = 2.5V
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 SiPM may be seen as a collection of binary 
cells, fired when a photon in absorbed 

[in principle, a NATIVE DIGITAL DEVICE]
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Model for the Electrical Behavior of a Microplasma* 
ROLAND H. HAITzt 

Shockley Laboratory, Clevite Corporation Semiconductor Division, Palo Alto, California 
(Received 5 November 1963) 

The.complex current fl.u<;tuations observed in connection with microplasma breakdown can be explained 
by a simple model contammg two constants: extrapolated breakdown voltage Vb and series resistance R . 
and two continuous probabi!ity per unit time Plo(I) as a function of 
current I and tum-on probablhty per Ulllt time POI. Expenmental methods allowing an accurate measure-

of these four quanti.ties are described. The new concept of an extrapolated breakdown voltage Vb is 
?Iscussed based on two mdependent measurements: one of secondary multiplication and the other of 
mstantaneous current, both as a function of voltage. Within the experimental accuracy of 20 mV both 
methods extrapolated to one and the same breakdown voltage. The turnoff probability PIO(l) is determined 
by a new combination of experimental techniques to cover the current range from 5 to 70 p.A with a variation 
of 11 decades for PIO(l). The observation of a narrow turnoff interval is explained quantitatively. 

1. INTRODUCTION 

MOST reverse biased p-n junctions in silicon have 
their avalanche breakdown caused by micro-

plasma effects. Microplasmas are small regions within 
the junction,! where a local disturbance of the electrical 
field is believed to reduce the breakdown voltage to a 
value below the breakdown voltage of the surrounding 
uniform junction.2- 5 As voltage is increased from low 
values microplasma breakdown is generally character-
ized by random "on-off" current fluctuations so long 
as currents remain below a critical value (40 to 120 
pA).6-8 

Contradictory conclusions have been reached about 
the relationship between the voltage necessary to 
initiate and the voltage necessary to sustain micro-
plasma conduction. Senitzky and Mol13 conclude that 
the microplasma current voltage characteristic actually 
shows a negative resistance region corresponding to a 
lower sustaining voltage than initiating voltage. In 
contrast, Champlin, 7 McIntyre, 8 and Kikuchi and 
Tachikawa,9 in studies of noise generated by switching 
on and off of microplasmas fail to find evidence either 
for a negative resistance region or for a lower sustaining 
voltage than initiating voltage. 

Rose has proposed a microplasma model lO for p-i-n 
junctions based on the analogy wi th a gas discharge. 
In keeping with Senitzky and MolP this model would 
give lower sustaining voltages than initiating voltages. 

* Research supported by Contract DA 49--196--0RD-1086 
Harry Diamond Laboratories. ' 

t In partial fulfillment of Ph.D. requirements of the Technische 
Hochschule Munich, Munich, Germany. 

I A. G. Chynoweth and K. G. McKay, Phys. Rev. 106, 418 
(1957). 

2 A. G. Chynoweth and G. L. Pearson, J. App!. Phys. 1103 
(1958). 

3 B. Senitzky and J. L. Moll, Phys. Rev. 110, 612 (1958). 
• W. Shockley, Solid-State Electron. 2, 35 (1961). 
• R. H. Haitz, A. Goetzberger, R. M. Scarlett, and W. Shockley, 

J. App!. Phys. 34, 1581 (1963). 
6 K. G. McKay, Phys. Rev. 94, 877 (1954). 
7 K. S. Champlin, J. Appl. Phys. 30, 1039 (1959). 
8 R. J. McIntyre, J. App!. Phys. 32, 983 (1961). 

However, Rose's model is not applicable to the micro-
plasmas found in linear gradient or step junctions. To 
explain how lower sustaining voltages than initiating 
voltages arise Shockley4 has proposed that trapping of 
charge in the microplasma region occurs in such a way 
as to increase the electric field. 

Champlin7 describes a relatively simple microplasema 
model which he derives from the observation of micro-
plasma current fluctuations in a high impedance circuit. 
He finds that the current through the diode always 
turns off as soon as the voltage drop across the external 
load impedance decreases the diode voltage below a 
certain value. In a more accurate analysis Champlin 
shows that turnoff does not occur at a sharply defined 
voltage level, but within a rather narrow voltage interval 
of width V. From these observations Champlin con-
cludes that an avalanche discharge is impossible for 
diode voltages below a certain value Vb'. He calls this 
voltage Vb' the breakdown voltage of the microplasma. 
Further, Champlin concludes that the microplasma 
current is stable for voltages above and un-
stable within the voltage interval from Vb' to V V. 

A quantitative evaluation of Champlin's model, how-
ever, leads to contradictory results. In a high impedance 
circuit the width of the turnoff interval V is generally 
found to be of the order of 50 m V (for microplasmas 
with a breakdown voltage of 30 V and a series resistance 
of 10 kg). In a low-impedance circuit, however, random 
on-off fluctuations are observed over a much larger 
range of diode voltage, e.g., of the order of SOO mV for 
the same microplasmas.5 

McIntyre8 has proposed a more sophisticated model 
including the dependence of pulse amplitude on voltage. 
This model is in excellent agreement with measurements 
at low load impedance, but McIntyre does not explain 
Champlin's observation of a narrow turnoff interval 

V for the case of a high load impedance. 
In this paper a variation of McIntyre's model is 

describedll which explains a wide range of experimental 
data, including the narrow turnoff interval V observed 
by Champlin. In Sec. 2 the model containing two· 9 M. Kikuchi and K. Tachikawa, J. Phys. Soc. Japan 15, 835 

(1960). 
11 R. H. Haitz, Bull. Am. Phys. Soc. 7, 603 (1962). 

1370 
10 D. J. Rose, Phys. Rev. 105,413 (1957). 
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explain how lower sustaining voltages than initiating 
voltages arise Shockley4 has proposed that trapping of 
charge in the microplasma region occurs in such a way 
as to increase the electric field. 

Champlin7 describes a relatively simple microplasema 
model which he derives from the observation of micro-
plasma current fluctuations in a high impedance circuit. 
He finds that the current through the diode always 
turns off as soon as the voltage drop across the external 
load impedance decreases the diode voltage below a 
certain value. In a more accurate analysis Champlin 
shows that turnoff does not occur at a sharply defined 
voltage level, but within a rather narrow voltage interval 
of width V. From these observations Champlin con-
cludes that an avalanche discharge is impossible for 
diode voltages below a certain value Vb'. He calls this 
voltage Vb' the breakdown voltage of the microplasma. 
Further, Champlin concludes that the microplasma 
current is stable for voltages above and un-
stable within the voltage interval from Vb' to V V. 

A quantitative evaluation of Champlin's model, how-
ever, leads to contradictory results. In a high impedance 
circuit the width of the turnoff interval V is generally 
found to be of the order of 50 m V (for microplasmas 
with a breakdown voltage of 30 V and a series resistance 
of 10 kg). In a low-impedance circuit, however, random 
on-off fluctuations are observed over a much larger 
range of diode voltage, e.g., of the order of SOO mV for 
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McIntyre8 has proposed a more sophisticated model 
including the dependence of pulse amplitude on voltage. 
This model is in excellent agreement with measurements 
at low load impedance, but McIntyre does not explain 
Champlin's observation of a narrow turnoff interval 

V for the case of a high load impedance. 
In this paper a variation of McIntyre's model is 

describedll which explains a wide range of experimental 
data, including the narrow turnoff interval V observed 
by Champlin. In Sec. 2 the model containing two· 9 M. Kikuchi and K. Tachikawa, J. Phys. Soc. Japan 15, 835 

(1960). 
11 R. H. Haitz, Bull. Am. Phys. Soc. 7, 603 (1962). 
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Mechanisms Contributing to the Noise Pulse Rate of Avalanche Diodes* 
ROLAND H. HAITzt 
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The noise pulse rate of microplasmas and uniform avalanche diodes is determined by carrier generation 
within the space-charge layer of the breakdown region, and by minority carrier diffusion to the breakdown 
region. By suppressing the minority carrier diffusion from bulk to breakdown region with a suitable geometry, 
it is possible to investigate the carrier generation within the space-charge layer of a p-n junction. Three 
contributions to the carrier generation rate are found: (1) thermal carriers from generation centers, (2) re-
emission of carriers trapped during preceding periods of avalanche breakdown, and (3) carrier generation by 
internal field emission (band-to-band tunneling). For the case of uniform avalanche diodes, these three 
contributions are investigated separately. The density of generation and trapping centers within the break-
down region could be reduced by several orders of magnitude by driving the diodes into secondary break-
down. During this process the breakdown region is heated to a temperature of the order of 1000°C at which 
trapping and generation centers are partly annealed. 

1. INTRODUCTION 

T HE random switching phenomenon observed by 
McKay! in reverse-biased silicon jJ--fl- junctions 

has stimulated a large number of investigations on 
various aspects of avalanche breakdown such as light 
emission, carrier multiplication, microplasma noise,I-5 
and crystal defects. Most of these investigations were 
carried out on relatively imperfect junctions within 
which avalanche breakdown was constricted to a few 
tiny regions with a diameter of the order of 1 J.I. or less. 
Within these breakdown regions, so-called micro-
plasmas,2 the breakdown voltage is reduced locally, due 
to some unknown imperfections, to values which may 
be considerably lower than the breakdown voltage of the 
surrounding perfect junction. 6,7 

With progress in silicon technology it became possible 
to fabricate microplasma free junctions, which break 
down uniformly over nearly the entire junction area. 8,9 

Studies of avalanche breakdown in such uniform junc-
tions by means of light emission and carrier mUltiplica-
tion revealed the ideal reverse junction characteristics9 

predicted by Shockley.6 It was, therefore, not surprising 
that typical microplasma noise, such as random on-off 
fluctuations of the reverse current, was completely 
absent in these perfect, microplasma free junctions. 8,9 

Only a kind of shot noise was observed with an ampli-
tude much smaller than microplasma noise. 

* Research supported by Contract DA-49-196-0RD-1086. 
Harry Diamond Laboratories. 

t Present address: Texas Instruments Incorporated, Dallas, 
Texas. 

t Now ITT Semiconductors, Product Laboratories, Palo Alto, 
California. 
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Progress in the understanding of microplasma 
fiuctuations4 ,5 led Haitz and GoetzbergerlO to the con-
clusion that the difference between microplasma 
fluctuations and noise in uniform junctions is only due 
to the large difference in breakdown area. To under-
stand this statement one has to recall that each ava-
lanche discharge has to be triggered by a single carrier 
passing the breakdown region.3- 5 It is, therefore, 
obvious that the number of avalanche pulses per unit 
time increases in proportion to the breakdown area, 
assuming a uniform distribution of the prebreakdown 
reverse current. For the case of large breakdown areas, 
e.g., uniform avalanche junctions, the time between 
successive discharges becomes small compared with the 
recovery time of the diode, which is mainly determined 
by load impedance and junction capacitance. The noise 
observed in uniform avalanche diodes8,9 was, therefore, 
similar to shot noise and had no resemblance to the 
random rectangular current pulses of microplasmas. 

Applying the above-mentioned resultslO to the design 
of an artificial microplasma it became possible to study 
various aspects of avalanche breakdown for which a 
high degree of crystal perfection and a well-known 
geometry of the breakdown region is required.n- 13 This 
publication describes how artificial microplasmas can 
be used for studies of carrier generation mechanisms 
within the space-charge layer of siliocn jJ--fl- junctions. 

In the next section the geometry of a small uniform 
avalanche diode (artificial microplasma) and the 
circuit used for the measurements are described. Carrier 
generation from trapping and generation centers is 
discussed in Sec. 3. Section 4 describes a method for the 
removal of trapping and generation centers from the 
breakdown region. Carrier generation by band-to-
band tunneling is discussed in Sec. 5. 

10 R. H. Haitz and A. Goetzberger, Solid-State Electron. 5, 678 
(1963) . 

11 R. H. Haitz, Phys. Rev. 138, A260 (1965); and Bull. Am. 
Phys. Soc. 8, 594 (1963). 

12 R. H. Haitz, R. Gereth, and F. M. Smits, Bull. Am. Phys. 
Soc. 9, 288 (1964); and J. Appl. Phys. (to be published). 

13 R. H. Haitz, Solid-State Electron. 8, 417 (1965). 
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The carrier generation by tUllneling (3) can be readily 
separated from the contributions (1) and (2). Tunneling 
is negligible at fields which are only slightly larger than 
the breakdown field of 30-V diodes (Eb= 455 k V / cm 
for a 32-V diode9). Band-to-band tunneling dominates 
only at applied voltages Va which exceed the br:ak-
down voltage Vb by several volts. Hence, the contn?u-
tions (1) and (2) can be separated from (3) by operatmg 
the diode at voltages which exceed Vb by not more than 
a few hundred millivolts. 

The generation of carriers from generation centers 
can be separated from the generation from traps by 
following effect: the generation rate from trappmg 
centers depends on the probability that the traps are 
filled. Traps within the space-charge layer of a p-n 
junction are able to capture free carriers .only 
the periods of avalanche breakdown.ll Dunn? the tIme 
between successive discharges the concentratIOn of free 
carriers within the space-charge layer is zero. Assuming 
that the traps within the breakdown region do not 
become charaed to saturation, then the average number 
of carriers tr:pped during a single avalanche discharge 
should increase in proportion to the amount of charge 
passing the breakdown region. The larger the number of 
carriers trapped during a certain avalanche pulse, the 
shorter will be the time between the end of the ava-
lanche pulse and the emission of the first carrie:, 
which in turn triggers another avalanche dIscharge. It IS 
easy to see that the pulse rate of such an avalanche 
diode will increase with the number of traps filled 
during a discharge pulse and consequently with the 
charge per pulse Q. . 

In Sec. 2 an experimental method has been descnbed 
which allows a variation of Q by varying the total 
shunting capacitance C=Cd+Cs. Experimental results 
obtained on sample diode ND2-1 are shown in Fig. 4. 
The pulse rate N measured at room temperature is 
plotted as a function of C various the 
applied voltage Va. From FIg. 4 the predIcted lmear 
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FIG. 4. Pulse rate as a function of total 

shunting capacity, diode ND2-1. 
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.FIG. 5. Avalanche 
current as a function 
of time at low tem-
peratures. The group 
character of the ava-
lanche pulses is ob-
vious. 

relationship between Nand C is evident. The deviation 
from linearity observed at high voltages is thought to be 
due to saturation effects. 

A qualitative analysis of these experimental data is 
rather simple. The pulse rate can be split into two con-
tributions by extrapolating the linear N vs C relation 
to zero capacitance. The intersection with the N axis 
represents the case that the charge per pulse is zero 
and trapping processes are eliminated. The 
pulse rate No is a measure of thermal generat!on from 
generation centers and band-to-band tunnelmg. The 
capacitance dependent fraction of the pulse rate, 
1V - No, represents the contribution from traps. 

All curves of Fig. 4 except the lowest extrapolate to ,t 
common point Noon the N axis. This voltage independ-
ence of No leads to the suggestion that No is solely due 
to thermal generation from generation centers. Com-
paring the extrapolated pulse rate of N 0= 60 secl with 
the measured values of N at any value of the shunting 
capacitance one can conclude that the pulse rate of the 
sample diode ND2-1 is mainly determined by trapped 
and re-emitted carriers. 

The above-mentioned model of carrier trapping and 
re-emission and its influence on the avalanche pulse 
rate leads, at low temperatures, to the following con-
sequences: If the diode is cooled sufficiently to reduce 
thermal generation from generation centers then the 
pulse rate should become extremely small unless 
trapping effects become dominant. As a result of 
trapping effects avalanche pulses should be observed III 
groups, l6the first pulse of such a group triggered bya car-
rier generated from a generation center, by band-to-
band tunneling or by light, all the following pulses 
triggered by carriers emitted from traps. . 

Exactly this group character of avalanche pulses IS 
observed if the diodes are cooled to the temperature of 
liquid nitrogen. Figure 5 shows three oscilloscope traces 
of diode current as a function of time. The group 
character is evident. 

4. LOCALIZED ANNEALING OF TRAPPING 
AND GENERATION CENTERS WITHIN 

THE SPACE-CHARGE LAYER 

During the course of the above-mentioned investiga-
tions of generation processes, it was found that the 

1

2 

3
2 3from paper from paper 

 The name of the game: charge carriers can be generated “spontaneously”, also when no light is 
illuminating the sensor

A lesson from the past, when this was known 
since the early days  of the Silicon technology 
development:



15 The name of the game: charge carriers can be generated “spontaneously”, also when no light is 
illuminating the sensor

after A. Gola, C. Piemonte, NIM A926 (2019) 2-15

Thermal generation of carriers by states in the bang-gap 
(Shockley-Read-Hall statistics), where trapping and de-trapping 
is increased by the high electric field in the junction. The 
Generation rate can be written as:

E0 = Fermi level 
Et = trapping level 
ni = intrinsic  carrier concentration 
Nt = trapping concentration 
σ  = trapping cross section 
vth = thermal velocity

Γ “boost” by the 
field

Key issues: 
✴ in SiPM, the Dark Count Rate is O(1 KHz)/cell, 50 μm pitch (it 

may be higher for SPAD arrays in CMOS technology) 
✴ provided the nature of the Dark Pulses, we have a significant 

dependence on Temperature  
✴ forget-me-not:  the Over-voltage is affecting the triggering 

probability 
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16 The essence of : turning unpredictable “Dark Pulses” into bits

1. tag & time stamp the occurrences of the random pulses

2. analyse the time series of the pulses:

Start 1       2 3 4 5 6 7

Δt12 Δt23 Δt34 Δt45 Δt56 Δt67

8 9

Δt78 Δt89

✴bit 1: Δt12 vs Δt34 

✴bit 2: Δt23 vs Δt45 

✴bit 3: Δt56 vs Δt78 

✴bit 4: Δt67 vs Δt89 
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A genuine Q(quantum)-True Random Number Generator, namely a Quantum Coin Flipper 

providing virtually endless streams of  

RANDOM BITS ➜ CRYPTOGRAPHIC KEYS 

shielded against any bias by the fundamentals of Quantum Mechanics

This is the essence of 

- 2019 Int’l: PCTIB2019/058340  
- application extended to EU, US, 
China, JP, Korea in April 2021

-Italian Patent granted on Sept.17th, 2020

4 .  t h e  R a n d o m  P o w e r  p r i n c i p l e :



5 .  a  g l a n c e  a t  c o m p e t i t o r s : 18

ARE WE ALONE IN THE UNIVERSE?

History Established in 
2001 Starting-up

Technology floor QTRNG platform 
+ services

Minimum 
Viable 

Product

Complexity HIGH LOW

Efficiency LOW HIGH

Robustness LOW HIGH

Miniaturisation BIG chip SMALL chip 
viable

Cost of the single 
generator board 1000+ EUR 500 EUR
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+ a handful of other players:

Major advantage of the Random Power 
technology, fully CMOS compliant, offering the 
possibility to integrate the device into a custom 
chip with advanced features

https://www.idquantique.com
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KEY ISSUES OF  

  

5 .  a  g l a n c e  a t  c o m p e t i t o r s :

 endogenous in-silico seeding of the pulses                       
                                                                      
 self-amplification of the seeds in excess of a factor 1 000 000, making pulse tagging robust 
 bit extraction through a non parametric local analysis of the time series of pulses                           
 no influence of temperature on the randomness of the occurrences 

 no need of post-processing to correct left-over bias                                                                                   
 maximum bit/occurrence rate = 40% [2 random bits every 5 pulses]    
                                                             
 current rate at the 100Kbps rate for every mm2 of Silicon sensor 

 potential to embed the system into an ASIC [Application Specific Integrated Circuit]              [miniaturisation]

} 

} [efficiency]

     [simplicity]   

[robustness]
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The MINIMUM VIABLE PRODUCT [MVP], the progenitor of a class of Quantum Random Bit Generators:

Developed thanks to the seed capital [100 000 €] granted by 
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https://attract-eu.com

which selected Random Power as one of 170 “breakthrough 
projects” out of 1211 submissions

WHERE ARE WE NOW 

Qualified according to the NIST standards 
(National Institute of Standard & Technology)
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8 cm

3.5 cm

Single generator (either 1x1 mm2 or 3x3 mm2 - Bit rate for the smaller 
area device: O(100 kbps) - operated with overvoltage stabilisation against 
Temperature variations

FPGA  embedding a proprietary TDC and implementing the 
bit extraction + real-time sanity checks (MONOBIT&RUNS) + 
conditioning function (SHA-256)

Amplification & discrimination 

FTDI chip for data routing on the USB

Upon request, bits can be routed on pins

6 .  s t a t e - o f - t h e - a r t :

WHERE ARE WE NOW 
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 A proto-randomness farm based on 10 boards have been collecting 
about 1.5 Tb, qualified through the NIST and TESTU01 suites. 

Results show that the stream looks extremely “white”, essentially 
with no failures on the raw data beside what can be statistically 
expected.

series of tests on non-overlapping templates
 Two tests have been implemented in firmware to guarantee real-
time sanity checks: 

✴ MONOBIT: essentially testing the asymmetries between 0’s and 1’s 
in a bit string: 

1     1     1     1     1     0     1     0     0     1     1     1     0     0     0     1 

✴ RUNS: testing the statistics of the number of sequences of identical 
bits in a string 

1     1     1     1     1     0     1     0     0     1     1     1     0     0     0     1

5 bits 1 bit 2 bits 3 bits 3 bits 1 bit
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WHAT’S NEXT? 

≈105 € 
[2021-2022]

≈n x 105 € 
[2022-2023]

≈2-3 x 106 € 
[2022-2025]

Time & Money
 GO TO THE MARKET and 
EXPLOIT THE MVP 

 Enhance IP protection 
 build int’l collaborations  
 grant seeking 

 development of “agnostics” 
applications

 High End applications [e.g. Differential privacy is 
one of our priorities, even if FULL HOMOMORPHIC 
ENCRYPTION is still the holy grail]

 GO MACRO & SECURE:

e.g. LINUX entropy pool refill

 GO MICRO & SECURE:
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7 .  r o a d m a p :

Phase II: 

 submission Sept. 20th, 2021 
 notification of approval Jan. 31st, 2022 
 Duration: May 2022 to August 2024 
 funding: 2 MEUR 
 selection & competitiveness: 

1211 submissions in Phase 1 ➜ 170 approved ➜ 87 submissions for phase II (68 R&D proposals) ➜ 18 R&D approved  

combined success rate: 18/1211 = 1.5%, so we did well!
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7 .  r o a d m a p :

Our consortium:
leading party
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Our main goals:  

the 
“generator”

 raw bit rate: 1 Mbps 
 FIPS mode (NIST DRBG):  4096 Bytes in 1050 μs (31.2 Mbps) 
with prediction resistance 
 bits delivered in an encrypted stream 
 expected to be back from the foundry in Dec. 2023

 design a scalable multi-generator system based on an array 
of SiPM and a LIROC front end ASIC by LIROC 

J. Fleury et al. 
4 

5. FUTURE PROJECT VISION 

LIROC has raised interest of several actors in the 
photodetection and aerospace domain. Active NDA 
forbid our consortium to disclose current partnership or 
commercial discussion nevertheless the following 
information can be provided: 

x Discussions with a SiPM manufacturer are 
ongoing regarding assembly of a LIDAR receptor 
module based on SiPM. 

x Discussions with a PM tube manufacturer are 
ongoing regarding assembly of a photodetector 
module using LIROC for fast photon counting. 

x Discussions are ongoing with a company 
designing 3D cameras to design a cost-effective 
LIDAR system based on LIROC technology. 

x LIROC has been selected as a prime candidate to 
fly on an upcoming scientific mission on a Jupiter 
satellite. Work is ongoing to build a LIDAR using 
that technology. This project is the first LIROC 
customer. A first LIDAR product can arise from 
that first mission. 

 

Figure 8 - LIROC LIDAR receptor product (artist view) 

5.1. Technology Scaling 

Technology scaling to TRL8 will be conducted in 
collaboration with first LIROC customer. Beyond the 
first mission on Jupiter satellite, several missions in 
aerospace industry has shown interest in such a LIDAR. 
A collaboration with the LIDAR manufacturing will be 
set up apart the current mission and a product will be 
designed. 
Aside aerospace industry, photodetector manufacturers 
have shown interest and product based on LIROC and 
their photodetectors will be designed upon first project 
success. 
An industrial version of LIROC aiming cost-
effectiveness and high volume is envisioned and shall be 
discussed after high-end project success. 

5.2. Project Synergies and Outreach 

Several synergies have emerged from ATTRACT 
meeting. 
RANDOM POWER project is seeking for a read-out 
electronics for true random number generation and a 
synergy with LIROC consortium has been created. 
WPET is looking for a compact and low power 
electronics for its wearable PET and LIROC 
performances and low power could be used to read-out 
that detector. 
Public dissemination of LIROC project will be ensured 
by first product that will equip a lander to a Jupiter 
satellite. If mission will not be launched before the end 
of ATTRACT phase 2, instrument choice will be done 
by then and communication will be based on that first 
success. 
 

5.3. Technology application and demonstration 
cases 

ATTRACT phase 2 would allow LIROC consortium to 
expand and include photodetector manufacturers and 
LIDAR manufacturers to build an end-to-end 
collaboration that could build an industrial product based 
on aerospace product. Ground application of such 
LIDAR are numerous and can disrupt these domains:  

x Automated logistics; 
x Robotics; 
x Automated and autonomous transportation; 
x Smart city and smart building. 

5.4. Technology commercialization 
Weeroc has already a worldwide distribution network 
through its partnerships and LIROC would be 
commercialized using that existing network. 

5.5. Envisioned risks 
Interest and market in the aerospace industry have 
already been demonstrated for LIROC. Scale-up from 
Hi-Rel aerospace standard to SIL industry standard is the 
most difficult part of the project evolution. 
Consortium is already in contact with an industry SIL 
standard specialist that would be part of the consortium 
for that matter. 

5.6. Liaison with Student Teams and Socio-
Economic Study 

A dedicated strategic marketing action will be engaged 
in parallel of industrialization of LIROC. The aim of that 
marketing action is to: 

x Find possible market not detected in first study; 
x Sense market and tune the product to fit needs; 
x Estimate volume and target cost to validate 

feasibility and profitability. 
Connection with student team will be done through 
existing marketing and distribution team. 
 

J. Fleury et al. 
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3. LIROC ARCHITECTURE 

LIROC ASIC is designed in TSMC 130nm CM013G. 
This technology has been qualified by CERN for its 
excellent radiation hardness over total irradiation dose. 
Block scheme of LIROC is shown in Figure 1.  
 

 

Figure 1 - LIROC block scheme 

 
LIROC is a 64-channel front-end ASIC designed to 
readout silicon photo-multipliers (SiPM) for LIDAR 
application. 
LIROC allows triggering down to 1/3 p.e. and provides 
low-voltage differential trigger output for each channel 
with an excellent timing resolution (better than 20ps 
FWHM) and excellent double-peak separation (100% 
efficiency on 5ns separated single photo-electrons). 
LIROC allows fast single photon counting over 100MHz 
per channel. 
An adjustment of the SiPM high-voltage (gain) is 
possible using a channel-by-channel 6-bit DAC 
connected to the ASIC inputs. Channel-by-channel 
calibration on the trigger threshold is also possible thanks 
to 7-bit DACs. LIROC can be calibrated using the dark 
noise of the SiPM. 
LIROC features a GHz measurement line composed of 
an RF preamplifier with pole zero cancellation followed 
by a fast discriminator and low swing LVDS fast driver.  
LIROC simulated performances and main features are 
presented in Table 2. 

Table 2 - LIROC main features and performances 

Detector 
Read-Out 

SiPM, SiPM array 

Number of 
Channels 

64 

Signal 
Polarity 

Positive or Negative (selectable ASIC-wise) 

Sensitivity Trigger on 1/3 of photo-electron 
Timing 
Resolution 

Better than 20 ps FWHM on single photo-electron 
Better than 5ns double-peak separation on single 
photo-electron 

Dynamic 
Range 

Over 100MHz photon counting rate 

Packaging & 
Dimension 

BGA 20x20 mm2 
Flip-Chip low inductance packaging technology  

Power 
Consumption 

210mW (TBC) – Supply voltage : 1.2 V 

Inputs 64 analogue inputs with independent SiPM HV 
adjustments 

Outputs 64 LVDS triggers 
 

Internal 
Programmable 
Features (I2C) 

64 HV adjustment for SiPM (64 x 6 bit), trigger 
threshold programming (10bits), 64 x 7 bit 
channel-wise threshold adjustment, ASIC-wise 
polarity selector, preamp gain adjustment, 
individual trigger masking and cell powering. 

 

4. LIROC SIMULATION & LAYOUT 

Recent sanitary crisis has delayed fabrication of LIROC 
ASIC. First results are expected in October 2020 instead 
of March 2020. Simulation results are presented in this 
section and silicon measurement results will be 
published when available. 

1.1 Preamplifier AC simulations 

Input impedance of preamplifier has been simulated at 
60 Ohms and is stable across PVT (Process Voltage 
Temperature) corners (Figure 2). Input impedance is an 
important parameter to consider to avoid impedance 
rupture and bad transmission of photodetector signal at 
high frequency. 

 

Figure 2 - LIROC impedance versus frequency (simulation) 

 
Preamplifier bandwidth has been simulated above 
1.4GHz with parasitic extracts (Figure 3) 
 

 

Figure 3 - LIROC bode diagram (simulation) 
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3. LIROC ARCHITECTURE 

LIROC ASIC is designed in TSMC 130nm CM013G. 
This technology has been qualified by CERN for its 
excellent radiation hardness over total irradiation dose. 
Block scheme of LIROC is shown in Figure 1.  
 

 

Figure 1 - LIROC block scheme 
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Detector 
Read-Out 

SiPM, SiPM array 

Number of 
Channels 
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Signal 
Polarity 
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Sensitivity Trigger on 1/3 of photo-electron 
Timing 
Resolution 
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Better than 5ns double-peak separation on single 
photo-electron 

Dynamic 
Range 

Over 100MHz photon counting rate 

Packaging & 
Dimension 

BGA 20x20 mm2 
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Temperature) corners (Figure 2). Input impedance is an 
important parameter to consider to avoid impedance 
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Preamplifier bandwidth has been simulated above 
1.4GHz with parasitic extracts (Figure 3) 
 

 

Figure 3 - LIROC bode diagram (simulation) 

1.2 Full Chain Transient Measurement 

 design a FIPS-compliant ASIC embedding a SPAD array in 
standard CMOS technology:

 raw bit rate: 50 Mbps/
board 
 FIPS mode (NIST DRBG):  
32x the raw bit stream 
 DRBG isolated in the 
Trusted Execution 
Environment of a KRIA 
KR26 System-On-chip

 Hw for the 64 generator board expected in June 2023
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State-of-the-art (May2023 update):  

✴ Entropy Producer:  
- SPAD test structures under test 
- on-cell functions and signal compression 

scheme defined 
- DC-DC converter for biasing designed 
- protocol for rate stabilisation vs T defined 
- NIST Real-time tests implemented 
- two different TDC designs implemented 

✴ Entropy Consumer:  
- NIST DRBG implemented (based on AES256) 
- Known-Good-Answer tests implemented 
- Encryption of the bit stream implemented 
- single user authentication implemented 

✴ Integration & verification on the way 
✴ Packaging under study 
✴ planned tape-out: Early September 2023 

 design a scalable multi-generator system based on an array 
of SiPM and a LIROC front end ASIC by LIROC 

 design a FIPS-compliant ASIC embedding a SPAD array in 
standard CMOS technology (TJ 180 nm node):

✴ design completed, production ongoing 
✴ box with anti-tamper micro-switch and ventilation designed 

and being produced
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