
G.Rodari - PhD Seminars - 23/11

Dear Alice, it’s Bob
An Introduction to QKD
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1. An introduction to (classical) cryptography

Quantum 
physics is 
hard stuff
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2. Let’s go quantum: securing key distribution

…
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3. A concrete example: the BB84 protocol



What is Cryptography?
The science of hiding information from unwanted adversaries 

Alice Bob

Eve

A simple example: 

“Encrypt by substitution”
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How does it work?

Quantum 
physics is hard 

stuff

Unconditional securityV5VFI3rRO3gy
91Hq1O+HNuB

FerFzzrti…

V5VFI3rRO3gy
91Hq1O+HNuB

FerFzzrti…

Quantum 
physics is hard 

stuff

•  : symmetric cryptographyKA = KB

Key is kept safe from Eve

•  : asymmetric cryptographyKA ≠ KB

Secure as of today*

 is “hard” enough to invertEK(M)

EKA
(M) = C DKB

(C) = M
Encryption Decryption
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One Time Pad

Unconditional Security 

1) Key must be a truly random sequence 
2) Each key can only be used one time 
3) The key must be secretly distributed

01000011 01001001 01000001 01001111

00000111 00000110 00000110 00001010

01000100 01001111 01000111 01000101

01000100 01001111 01000111 01000101

01000011 01001001 01000001 01001111

Message: CIAO
Key: DOGE ⊕

Encrypted:FWGS

Key: DOGE

Message: CIAO

⊕

XOR operation

Key Distribution problem
F.Miller (1842–1925) G.Vernam (1890-1960)
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A Public Key system
Bob produces a pair of keys:  
Private key and a Public key

Alice only needs the Public 
key to encrypt the message

Message recovered only 
knowing the Private key

RSA: Rivest–Shamir–Adleman

Key pair depends on big prime numbers

n = pq
RSA security = Hardness of factorisation

RSA is not Quantum Proof
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Quantum Key Distribution
What if one can use Quantum Mechanics to securely distribute a key?

No-cloning theorem 

A quantum copy 
machine cannot exist!

Quantum Channel

QKD in a nutshell 
1) “Encode” the key sequence in a stream of qubits 
2) Estimate how much information Eve has 
3) Establish a truly random and secret key 
4) Safely perform one-time pad

To gain information on the “quantum” key: 

1) Eve must observe a quantum system 
2) When observed, a quantum system is perturbed  
3) Thus, any action performed introduces noise

|Ψ⟩

…
|Ψ⟩

…|Ψ⟩

…
|Ψ

⟩

…|Ψ⟩

…|Ψ⟩
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Photons as Qubits
Any system with a two-level quantum description!

<latexit sha1_base64="oOhA6FzFbFde7snGKPdAcFB0lRs=">AAACKXicbVDLSgNBEJyNrxhfUY9eBoMgBMKuiHoRgl48RjAPyIYwO+kkQ2YfzPQKYdmP8Dv8AK/6Cd7Uqwd/w0myB5NY0FBT1U1PlxdJodG2P63cyura+kZ+s7C1vbO7V9w/aOgwVhzqPJShanlMgxQB1FGghFakgPmehKY3up34zUdQWoTBA44j6PhsEIi+4AyN1C2W3RFg4ta0SOk1dZmMhoxONTulZep6gNnbSbvFkl2xp6DLxMlIiWSodYs/bi/ksQ8Bcsm0bjt2hJ2EKRRcQlpwYw0R4yM2gLahAfNBd5LpUSk9MUqP9kNlKkA6Vf9OJMzXeux7ptNnONSL3kT8z2vH2L/qJCKIYoSAzxb1Y0kxpJOEaE8o4CjHhjCuhPkr5UOmGEeT49yWaDjWguu0YJJxFnNYJo2zinNRce7PS9WbLKM8OSLH5JQ45JJUyR2pkTrh5Im8kFfyZj1b79aH9TVrzVnZzCGZg/X9Cy1Npoo=</latexit>

| i = ↵ |0i+ � |1i Bloch Sphere 
Representation

How it can be done? Photons!
<latexit sha1_base64="n1KwDfcJ2mU0HMOZKJn/6RXopuI="></latexit>

|+i

<latexit sha1_base64="QljvnNHx47Ml2YD5kQR+QMoqzSs="></latexit>

|�i

<latexit sha1_base64="IJeg+GfrFpPtBG3SIlnig/oMViM=">AAACMnicbVDLSgMxFM3UV62vqks3wVIQhDIjRd0IRTcuK9ha6JSSSW/b0MyD5I5QhvkRv8MPcKt/oDtx4caPMG1nYVsPBE7OuY/keJEUGm373cqtrK6tb+Q3C1vbO7t7xf2Dpg5jxaHBQxmqlsc0SBFAAwVKaEUKmO9JePBGNxP/4RGUFmFwj+MIOj4bBKIvOEMjdYvVsjsCTNy6Fim9oi6T0ZDRqWan9JS6HmB2d9JCpneLJbtiT0GXiZOREslQ7xa/3V7IYx8C5JJp3XbsCDsJUyi4BDM31hAxPmIDaBsaMB90J5n+LqVlo/RoP1TmBEin6t+OhPlaj33PVPoMh3rRm4j/ee0Y+5edRARRjBDw2aJ+LCmGdBIV7QkFHOXYEMaVMG+lfMgU42gCndsSDcdacJ0WTDLOYg7LpHlWcc4rzl21VLvOMsqTI3JMTohDLkiN3JI6aRBOnsgLeSVv1rP1YX1aX7PSnJX1HJI5WD+/xOyp2w==</latexit>

|0i
<latexit sha1_base64="Q4ivjcB/bKxnk3/YTUleSIGGUfw=">AAACMnicbVDLSgMxFM3UV62vqks3wVIQhDIjRd0IRTcuK9ha6JSSSW/b0MyD5I5QhvkRv8MPcKt/oDtx4caPMG1nYVsPhJycc29ucrxICo22/W7lVlbX1jfym4Wt7Z3dveL+QVOHseLQ4KEMVctjGqQIoIECJbQiBcz3JDx4o5uJ//AISoswuMdxBB2fDQLRF5yhkbrFatkdASZuXYuUXlGXyWjI6FSzU3pKXQ8wOztpIdu7xZJdsaegy8TJSIlkqHeL324v5LEPAXLJtG47doSdhCkUXIK5N9YQMT5iA2gbGjAfdCeZ/i6lZaP0aD9UZgVIp+rfjoT5Wo99z1T6DId60ZuI/3ntGPuXnUQEUYwQ8NmgfiwphnQSFe0JBRzl2BDGlTBvpXzIFONoAp2bEg3HWnCdFkwyzmIOy6R5VnHOK85dtVS7zjLKkyNyTE6IQy5IjdySOmkQTp7IC3klb9az9WF9Wl+z0pyV9RySOVg/v8aGqdw=</latexit>

|1i

Encode a qubit in their polarisation

BB84 QKD protocol 

Exchange of stream of “randomly” polarised single* 
photons prepared by Alice and measured by Bob.
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BB84 Protocol

<latexit sha1_base64="IJeg+GfrFpPtBG3SIlnig/oMViM=">AAACMnicbVDLSgMxFM3UV62vqks3wVIQhDIjRd0IRTcuK9ha6JSSSW/b0MyD5I5QhvkRv8MPcKt/oDtx4caPMG1nYVsPBE7OuY/keJEUGm373cqtrK6tb+Q3C1vbO7t7xf2Dpg5jxaHBQxmqlsc0SBFAAwVKaEUKmO9JePBGNxP/4RGUFmFwj+MIOj4bBKIvOEMjdYvVsjsCTNy6Fim9oi6T0ZDRqWan9JS6HmB2d9JCpneLJbtiT0GXiZOREslQ7xa/3V7IYx8C5JJp3XbsCDsJUyi4BDM31hAxPmIDaBsaMB90J5n+LqVlo/RoP1TmBEin6t+OhPlaj33PVPoMh3rRm4j/ee0Y+5edRARRjBDw2aJ+LCmGdBIV7QkFHOXYEMaVMG+lfMgU42gCndsSDcdacJ0WTDLOYg7LpHlWcc4rzl21VLvOMsqTI3JMTohDLkiN3JI6aRBOnsgLeSVv1rP1YX1aX7PSnJX1HJI5WD+/xOyp2w==</latexit>

|0i
<latexit sha1_base64="Q4ivjcB/bKxnk3/YTUleSIGGUfw=">AAACMnicbVDLSgMxFM3UV62vqks3wVIQhDIjRd0IRTcuK9ha6JSSSW/b0MyD5I5QhvkRv8MPcKt/oDtx4caPMG1nYVsPhJycc29ucrxICo22/W7lVlbX1jfym4Wt7Z3dveL+QVOHseLQ4KEMVctjGqQIoIECJbQiBcz3JDx4o5uJ//AISoswuMdxBB2fDQLRF5yhkbrFatkdASZuXYuUXlGXyWjI6FSzU3pKXQ8wOztpIdu7xZJdsaegy8TJSIlkqHeL324v5LEPAXLJtG47doSdhCkUXIK5N9YQMT5iA2gbGjAfdCeZ/i6lZaP0aD9UZgVIp+rfjoT5Wo99z1T6DId60ZuI/3ntGPuXnUQEUYwQ8NmgfiwphnQSFe0JBRzl2BDGlTBvpXzIFONoAp2bEg3HWnCdFkwyzmIOy6R5VnHOK85dtVS7zjLKkyNyTE6IQy5IjdySOmkQTp7IC3klb9az9WF9Wl+z0pyV9RySOVg/v8aGqdw=</latexit>

|1i

<latexit sha1_base64="n1KwDfcJ2mU0HMOZKJn/6RXopuI="></latexit>

|+i
<latexit sha1_base64="QljvnNHx47Ml2YD5kQR+QMoqzSs="></latexit>

|�i

Basis A Basis B
<latexit sha1_base64="4dt9hqfOYg5Dc/WRLn+4a0Ln77c=">AAACLXicbVDLSsNAFJ3UV62vqks3g6UgCDURUTdC0Y3LCtYWmlAm09t26OTBzI1QQj7D7/AD3OonuBDEbX/DNM3Cth64cOace7lzjxtKodE0v4zCyura+kZxs7S1vbO7V94/eNJBpDg0eSAD1XaZBil8aKJACe1QAfNcCS13dDf1W8+gtAj8RxyH4Hhs4Iu+4AxTqVs+q9ojwNhuaJHQG2ozGQ4ZzTQzoafUdgHzt5WUzFK3XDFrZga6TKycVEiORrc8sXsBjzzwkUumdccyQ3RiplBwCUnJjjSEjI/YADop9ZkH2omzwxJaTZUe7QcqLR9ppv6diJmn9dhz006P4VAvelPxP68TYf/aiYUfRgg+ny3qR5JiQKcp0Z5QwFGOU8K4EulfKR8yxTimWc5tCYdjLbhOpslYizksk6fzmnVZsx4uKvXbPKMiOSLH5IRY5IrUyT1pkCbh5IW8kXfyYbwan8a38TNrLRj5zCGZgzH5BZ9cpxs=</latexit>

0
<latexit sha1_base64="hm/4tF+MAAeh8MXUbYPCkgwxCWw=">AAACLXicbVDLSsNAFJ3UV62vqks3g6UgCDURUTdC0Y3LCtYWmlAm09t26OTBzI1QQj7D7/AD3OonuBDEbX/DNM3Cth64cOace7lzjxtKodE0v4zCyura+kZxs7S1vbO7V94/eNJBpDg0eSAD1XaZBil8aKJACe1QAfNcCS13dDf1W8+gtAj8RxyH4Hhs4Iu+4AxTqVs+q9ojwNhuaJHQG2ozGQ4ZzTQzoafUdgHzt5WUrFK3XDFrZga6TKycVEiORrc8sXsBjzzwkUumdccyQ3RiplBwCUnJjjSEjI/YADop9ZkH2omzwxJaTZUe7QcqLR9ppv6diJmn9dhz006P4VAvelPxP68TYf/aiYUfRgg+ny3qR5JiQKcp0Z5QwFGOU8K4EulfKR8yxTimWc5tCYdjLbhOpslYizksk6fzmnVZsx4uKvXbPKMiOSLH5IRY5IrUyT1pkCbh5IW8kXfyYbwan8a38TNrLRj5zCGZgzH5BaD2pxw=</latexit>

1

Bit

Step 1: Pre-agreed encoding scheme

Step 2: Alice generates a random string of bits and 
a random choice of basis to encode her photons 

0 1 0 1 0 0 1 1 0 0

B A A B A B B A B A

String

Basis

Step 3: Bob measures the received 
photons in a random bases 

Basis A Basis B

• The “right” basis recovers the correct bit 

• The “wrong” basis yield a random result

<latexit sha1_base64="QljvnNHx47Ml2YD5kQR+QMoqzSs="></latexit>

|�i
1

100% <latexit sha1_base64="QljvnNHx47Ml2YD5kQR+QMoqzSs="></latexit>

|�i1

50%
50%

<latexit sha1_base64="Q4ivjcB/bKxnk3/YTUleSIGGUfw=">AAACMnicbVDLSgMxFM3UV62vqks3wVIQhDIjRd0IRTcuK9ha6JSSSW/b0MyD5I5QhvkRv8MPcKt/oDtx4caPMG1nYVsPhJycc29ucrxICo22/W7lVlbX1jfym4Wt7Z3dveL+QVOHseLQ4KEMVctjGqQIoIECJbQiBcz3JDx4o5uJ//AISoswuMdxBB2fDQLRF5yhkbrFatkdASZuXYuUXlGXyWjI6FSzU3pKXQ8wOztpIdu7xZJdsaegy8TJSIlkqHeL324v5LEPAXLJtG47doSdhCkUXIK5N9YQMT5iA2gbGjAfdCeZ/i6lZaP0aD9UZgVIp+rfjoT5Wo99z1T6DId60ZuI/3ntGPuXnUQEUYwQ8NmgfiwphnQSFe0JBRzl2BDGlTBvpXzIFONoAp2bEg3HWnCdFkwyzmIOy6R5VnHOK85dtVS7zjLKkyNyTE6IQy5IjdySOmkQTp7IC3klb9az9WF9Wl+z0pyV9RySOVg/v8aGqdw=</latexit>

|1i 1

<latexit sha1_base64="IJeg+GfrFpPtBG3SIlnig/oMViM=">AAACMnicbVDLSgMxFM3UV62vqks3wVIQhDIjRd0IRTcuK9ha6JSSSW/b0MyD5I5QhvkRv8MPcKt/oDtx4caPMG1nYVsPBE7OuY/keJEUGm373cqtrK6tb+Q3C1vbO7t7xf2Dpg5jxaHBQxmqlsc0SBFAAwVKaEUKmO9JePBGNxP/4RGUFmFwj+MIOj4bBKIvOEMjdYvVsjsCTNy6Fim9oi6T0ZDRqWan9JS6HmB2d9JCpneLJbtiT0GXiZOREslQ7xa/3V7IYx8C5JJp3XbsCDsJUyi4BDM31hAxPmIDaBsaMB90J5n+LqVlo/RoP1TmBEin6t+OhPlaj33PVPoMh3rRm4j/ee0Y+5edRARRjBDw2aJ+LCmGdBIV7QkFHOXYEMaVMG+lfMgU42gCndsSDcdacJ0WTDLOYg7LpHlWcc4rzl21VLvOMsqTI3JMTohDLkiN3JI6aRBOnsgLeSVv1rP1YX1aX7PSnJX1HJI5WD+/xOyp2w==</latexit>

|0i 0
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BB84 Protocol

Just a few more steps…

Alice and Bob share their bases 
choice over a classical channel

They discard the bits for which 
they used different bases

The remaining bits are the 
common, random and secure* key

*But wait! Where is Eve?
“Sifted Key”
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Intercept-Resend

<latexit sha1_base64="QljvnNHx47Ml2YD5kQR+QMoqzSs="></latexit>

|�i
1

50%

<latexit sha1_base64="QljvnNHx47Ml2YD5kQR+QMoqzSs="></latexit>

|�i

1

25%
25%

1

0

What if Eve intercepts the outgoing photons? 

1) She must measure, thus destroying them 
2) She must resend something to Bob

50%

50%

No a-priori information 
on what to measure

<latexit sha1_base64="Q4ivjcB/bKxnk3/YTUleSIGGUfw=">AAACMnicbVDLSgMxFM3UV62vqks3wVIQhDIjRd0IRTcuK9ha6JSSSW/b0MyD5I5QhvkRv8MPcKt/oDtx4caPMG1nYVsPhJycc29ucrxICo22/W7lVlbX1jfym4Wt7Z3dveL+QVOHseLQ4KEMVctjGqQIoIECJbQiBcz3JDx4o5uJ//AISoswuMdxBB2fDQLRF5yhkbrFatkdASZuXYuUXlGXyWjI6FSzU3pKXQ8wOztpIdu7xZJdsaegy8TJSIlkqHeL324v5LEPAXLJtG47doSdhCkUXIK5N9YQMT5iA2gbGjAfdCeZ/i6lZaP0aD9UZgVIp+rfjoT5Wo99z1T6DId60ZuI/3ntGPuXnUQEUYwQ8NmgfiwphnQSFe0JBRzl2BDGlTBvpXzIFONoAp2bEg3HWnCdFkwyzmIOy6R5VnHOK85dtVS7zjLKkyNyTE6IQy5IjdySOmkQTp7IC3klb9az9WF9Wl+z0pyV9RySOVg/v8aGqdw=</latexit>

|1i 1

<latexit sha1_base64="QljvnNHx47Ml2YD5kQR+QMoqzSs="></latexit>

|�i1

Resend a new photon 
according to her results

…

… <latexit sha1_base64="QljvnNHx47Ml2YD5kQR+QMoqzSs="></latexit>

|�i

<latexit sha1_base64="n1KwDfcJ2mU0HMOZKJn/6RXopuI="></latexit>

|+i Error!

Even if Bob chooses the correct 
basis, there’s a chance of 

recording an error 
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Quantum Bit Error Rate

10011100 00101101 11101001

10001101 00101011 10111000
If any discrepancy in the sifted keys is 

present, then Eve’s presence is revealed

How they can detect Eve’s presence? 
1) Compare (and discard) a subset of the key 
2) Compute the QBER, i.e. the error ratio

<latexit sha1_base64="HEtee9iSszDXhAhlQlk9ovDQBbU="></latexit>

QBER ⌘ Q =
Number of errors

Total Length

7 Errors

24 Bits
= 29%
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Making the Key secure
If Eve is detected, can we still extract a secure key?

Mutual Information 
Quantifies the “amount of information” 
obtained about one random variable by 

observing another random variable

<latexit sha1_base64="vv/T2H4rGdgRsoIuSonmMtaADBc="></latexit>

I(A,B) = 0
Independent Variables 

<latexit sha1_base64="GsdJx1TuTwY9ML1hndBKXDTF48Y="></latexit>

I(A,B) = 1
Fully Correlated

Csiszar-Korner (1978)

<latexit sha1_base64="YbNVEQpmaSQedkb/S/4EtP3bAEw="></latexit>

I(A,B) � I(A,E) Information is a 
function of the QBER
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Making the Key secure
Employ well known classical algorithms: error correction and privacy amplification

Cleans the bit string 
from the remaining errors

Destroy Eve’s degree of 
information

14

<latexit sha1_base64="+Np6yo4VNHRhX4MDsgaLL3yARUc=">AAACBnicbVDLSsNAFJ3UV62vqks3g0WoICURUZdVN7qrYB/YhjKZTNuhk0mYuRFC6N4PcKuf4E7c+ht+gb/htM3Cth64cDjnXu69x4sE12Db31ZuaXlldS2/XtjY3NreKe7uNXQYK8rqNBShanlEM8ElqwMHwVqRYiTwBGt6w5ux33xiSvNQPkASMTcgfcl7nBIw0uNd+eqkQ/0QjrvFkl2xJ8CLxMlICWWodYs/HT+kccAkUEG0bjt2BG5KFHAq2KjQiTWLCB2SPmsbKknAtJtOLh7hI6P4uBcqUxLwRP07kZJA6yTwTGdAYKDnvbH4n9eOoXfpplxGMTBJp4t6scAQ4vH72OeKURCJIYQqbm7FdEAUoWBCmtkSDRLNqR4VTDLOfA6LpHFacc4rzv1ZqXqdZZRHB+gQlZGDLlAV3aIaqiOKJHpBr+jNerberQ/rc9qas7KZfTQD6+sXRIuY6Q==</latexit>

I(A, ·)

<latexit sha1_base64="aZqG3syTTo5pLXZejYWXQ7fodkw=">AAACFnicbZDLSsNAFIYn9VbrLepGcDNYhBa0JCLqRqgVQXcV7AXaUCaTSTt0cmFmIoRQn8MHcKuP4E7cuvUJfA2naRa29YeBj/+cwznz2yGjQhrGt5ZbWFxaXsmvFtbWNza39O2dpggijkkDByzgbRsJwqhPGpJKRtohJ8izGWnZw+txvfVIuKCB/yDjkFge6vvUpRhJZfX0va5DmETwEt6Vro5qZXicwk25pxeNipEKzoOZQRFkqvf0n64T4MgjvsQMCdExjVBaCeKSYkZGhW4kSIjwEPVJR6GPPCKsJP3BCB4qx4FuwNXzJUzdvxMJ8oSIPVt1ekgOxGxtbP5X60TSvbAS6oeRJD6eLHIjBmUAx3FAh3KCJYsVIMypuhXiAeIISxXa1JZwEAuKxaigkjFnc5iH5knFPKuY96fFai3LKA/2wQEoAROcgyq4BXXQABg8gRfwCt60Z+1d+9A+J605LZvZBVPSvn4BlHOcfg==</latexit>

� = I(A,B)� I(A,E)



A Typical QKD Setup

Faint laser pulses, 
generating basis states

Polarisation measurement stage

Fast synchronisation and 
electronic control needed

It’s commercial…

…and even through space!

15

Nature 549, 43–47 (2017)

https://www.nature.com/


And we did too!
16

Main Points 

Entanglement based protocol 
Active beam stabilisation 
Time synchronisation with GPS

Message Encrypted Decrypted

Arxiv:2206.15360



Takeaways
17

1. Modern cryptography is not Quantum proof
2. Quantum Mechanics solves the key distribution problem

3. QKD protocols exist and are practical

Thank You!


