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Cybersecurity Framework
● Strumento operativo per organizzare riproducibilmente le attività 

fondamentali della cybersecurity:
● gestione del rischio
● protezione delle risorse aziendali
● protezione dei dati (sensibili, strategici, ...)
● gestione accessi
● …

Schema logico costituito da processi, buone 
pratiche e tecnologie  per sviluppare 
programmi di cybersecurity efficienti.
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Misure Minime AgID
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CIS Critical Security Controls V8
1 - Inventory and Control of Enterprise Assets 10 – Malware Defenses

2 - Inventory and Control of Software Assets 11 – Data Recovery

3 – Data Protection 12 – Network Infrastructure Management

4 - Secure Configuration of Assets and Software 13 – Network Monitoring and Defense

5 – Account Management 14 – Security Awareness and Skill Training

6 – Access Control Management 15 – Service Provider Management

7 – Continuous Vulnerability Management 16 – Application Software Security

8 – Audit Log Management 17 – Incident Response Management

9 – Email and Web Browser Protection 18 – Penetration Testing
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Control 01: Inventory and Control of Enterprise Assets
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NIST Cybersecurity Framework
The Framework is a voluntary 
guidance, based on existing 
standards, guidelines, and practices 
for organizations to better manage 
and reduce cybersecurity risk. In 
addition to helping organizations 
manage and reduce risks, it was 
designed to foster risk and 
cybersecurity management 
communications amongst both 
internal and external organizational 
stakeholders.
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Framework attributes
Principles of Current and Future Versions of the Framework

● Establishes a common and accessible language
● Describes desired outcomes
● Understandable by everyone
● Applies to any type of risk management
● Defines the entire breadth of cybersecurity
● Spans both prevention and reaction

● Adaptable to many technologies, lifecycle phases, sectors and uses
● Risk-based
● Based on international standards
● Living document
● Guided by many perspectives – private sector, academia, public sector
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CORE: functions
Five key functions: … provide a comprehensive 
view of the lifecycle for managing cybersecurity 
over time.
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● Identify critical enterprise processes and assets
● Document information flows
● Maintain hardware and software inventory
● Establish policies for cybersecurity that include roles and 

responsibilities
● Identify threats, vulnerabilities, and risk to assets
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● Manage access to assets and information
● Protect sensitive data
● Conduct regular backups
● Securely protect your devices
● Manage device vulnerabilities
● Train users
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● Test and update detection processes
● Maintain and monitor logs
● Know the expected data flows for your enterprise
● Understand the impact of cybersecurity events
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● Ensure response plans are tested
● Ensure response plans are updated
● Coordinate with internal and external stakeholders 
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● Communicate with internal and external stakeholders
● Ensure recovery plans are updated
● Manage public relations and company reputation
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CORE: categories

The Categories were designed to 
cover the breadth of cybersecurity 
objectives for an organization, while 
not being overly detailed.  It covers 
topics across cyber, physical, and 
personnel, with a focus on business 
outcomes. 
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CORE: subcategories
There are 108 Subcategories, 
which are outcome-driven 
statements that provide 
considerations for creating or 
improving a cybersecurity 
program. Because the 
Framework is outcome driven 
and does not mandate how an 
organization must achieve those 
outcomes, it enables risk-based 
implementations that are 
customized to the organization's 
needs. 
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CORE: implementation tiers
The Tiers range from Partial (Tier 1) to 
Adaptive (Tier 4) and describe an 
increasing degree of rigor, and how well 
integrated cybersecurity risk decisions 
are into broader risk decisions, and the 
degree to which the organization shares 
and receives cybersecurity info from 
external parties. Tiers do not necessarily 
represent maturity levels. Organizations 
should determine the desired Tier, 
ensuring that the selected level meets 
organizational goals, reduces 
cybersecurity risk to levels acceptable to 
the organization, and is feasible to 
implement, fiscally and otherwise.

ad-hoc risk management processes
limited cyber risk awareness

continuous improvement
adapt to changing threats
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CORE: profiles

Profiles are an organization's unique 
alignment of their organizational 
requirements and objectives, risk appetite, 
and resources against the desired outcomes of 
the Framework Core.  Profiles can be used to 
identify opportunities for improving 
cybersecurity posture by comparing a 
“Current” Profile with a “Target” Profile. 
Profiles are about optimizing the 
Cybersecurity Framework to best serve the 
organization. The Framework is voluntary, so 
there is no ‘right’ or ‘wrong’ way to do it.
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CORE: profiles

One way of approaching profiles is for an organization to map their cybersecurity 
requirements, mission objectives, and operating methodologies, along with 
current practices against the subcategories of the Framework Core to create a 
Current-State Profile and a Target Profile to allow Gap Analysis and create a 
prioritized implementation map . 
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Framework Nazionale per la
Cybersecurity e la Data Protection
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Novità in Framework 2.0
● Allineamento alla versione 1.1 del NIST CSF
● Aggiornamento Core - introduzione 1 Category & 9 Subcategory relative alla 

Data Protecton (e relativi controlli di sicurezza che implementano 
effettivamente le attività);

● Arricchimento Riferimenti Informativi UE/IT (GDPR, MM AgID, direttiva NIS)
● Adattamento a contesto nazionale (flessibilità: PMI, ...):

● Livelli di priorità (già previsti in NIST CSF ma meno formalizzati)
● Livelli di maturità
● Contestualizzazioni
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Esempio: Asset Management

MM
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Livelli di priorità
● Associati alle subcategory
● Possibilità di definire scala personalizzata – scala suggerita:

● ALTA: permettono di ridurre sensibilmente il rischio. Vanno implementate 
indipendentemente dalla difficoltà realizzativa.

● MEDIA: permettono di ridurre il rischio e risultano di semplice 
implementazione.

● BASSA: permettono di ridurre il rischio ma risultano di difficile 
implementazione.

● Formalizzano gap analysis e prioritizzazione roadmap
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Livelli di maturità
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Contestualizzazioni: GDPR
Elementi fondamentali del GDPR

Elementi non fondamentali, colgono aspetti su cui il GDPR lascia maggiore libertà; 
possono essere deselezionate in fase di contestualizzazione se non pertinenti 
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To do: GDPR & MM AgID

In caso di sovrapposizione 
(subcategory presenti in 
entrambe le contestualizazioni 
con classe e priorità differenti) 
vincono:
● Classe superiore
● Priorità maggiore
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To do: INFN Sec
● Replicare struttura e processi di analisi e gestione in > 25 

strutture comporterebbe robuste inefficienze, costi alti e 
problemi di coordinamento;

● Visibilità globale su eventi di sicurezza: tempi di risposta 
inferiori, diminuita probabilità effetto domino;

● Sfruttamento e trasmissione competenze più efficienti

● Alcune attività puntuali andrebbero comunque svolte 
localmente nelle sezioni, ma secondo processi definiti e 
coordinati a livello centrale (asset management, risk 
assessment, data protection/backup, ...)
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Conclusioni
● Il Framework Nazionale per la Cybersecurity e la Data Protection è un adattamento al contesto italiano 

(PMI, PA, …) del CSF del NIST; ne tradisce in qualche modo lo spirito iniziale appesantendolo un po’, 
ma fornisce comunqe uno schema organizzativo del quale potremmo certamente beneficiare: SE 
decideremo di implementarlo sarà comunque necessario un certo lavoro propedeutico di 
contestualizzazione alla realtà INFN.

● A settembre 2021 è stata pubblicata la versione 1.0 de la Metodologia per il cybersecurity assessment 
con il Framework Nazionale: ne parleremo (forse già a inizio 2023).

Il Framework Nazionale è un prodotto del CIS - Centro di 
Ricerca di Cyber Intelligence and Information Security della 
Sapienza, fondato da Roberto Baldoni e da quest’ultimo 
diretto per 5 anni. Baldoni è attualmente Direttore Generale di 
ACN – Agenzia per la Cybersicurezza Nazionale, organismo che 
pubblica la Strategia Nazionale di Cybersicurezza e il 
relativo Piano di Implementazione...
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