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GRID

• GRID is a distributed pool of resources
• The users must be recognized by the 

distributed systems
• The users must be authorized to use the 

resources
• The users must authenticate themselves so 

the system can give permissions about 
different operations
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Authorization/Authentication

• Authorization (AUTHZ) describe what the user 
can do

• Authentication (AUTHN) recognize if the user 
can or cannot access the resource

The service in charge of this task is the VOMS 
Virtual Organisation Management Service
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AUTHN/AUTHZ

• The resources belong to the organizations, 
called VO (Virtual Organizations) that have 
joined the GRID and have funded these 
resources

• VOs allow users different types of access 
depending on their role and membership of a 
given group
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Digital Certificate (X509)

• The certificate is the way to make the 
authentication/authorization in the GRID

• Composed by 2 elements
– Public key
– Private key

• Different formats
– pem : 2 files
– Pk12  : bundle in 1 file
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Digital Certificate (X509)

• Every user, server or service operating in the 
GRID is identified by means of its digital 
certificate certifying its identity (AUTHN)

• The VOs give the resource access rights to 
user groups or roles (AUTHZ)

• Through the digital certificate the access to 
resources takes place in safe way and with a 
granularity that go at the single user level 
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VOMS Virtual Organization 
Membership Service

• VOs own resources and need service to apply their access 
policy

• Authorization services of GRID must guarantee the correct 
user access rights

• The GRID users must be mapped  to local “pool accounts” 
configured to guarantee them the correct access rights

• Most GRID infrastructures use Virtual Organization 
Management Service (VOMS)

• An other service called Identity and Access Management 
(IAM) with the same scope but based on token, in the near 
future  will be used in JUNO
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VOMS Virtual Organization 
Membership Service

• The administrators of the VO use VOMS for:
– The creation of user group
– The creation of different role within existing group
– Accepting users making membership request to a 

VO
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VOMS Virtual Organization 
Membership Service

The first step for a new grid user is to request the 
membership to a VO
To do that the user must:
• Have an X509 certificate imported in a browser
• Visit the VOMS web page from that browser
• Must request membership and roles
• Agree the Acceptable Use Policy (AUP)
For JUNO:
https://voms.ihep.ac.cn:8443/voms/juno/
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Get your Digital Certificate
• In  most countries there is at least one CA (Certification 

Authority). The CA is a certificate fabric trusted by 
organizations in GRID

• There is a web page where to find instructions and form to 
require a Personal Certificate
1. Contact the CA web page and access the request form
2. Follow instructions
3. Upon submission you should receive your personal 

certificate in p12 file format, usually inside the browser
4. Export the personal  certificate from your browser (see 

specific OS and browser instructions)
5. Sometimes you need to convert a certificate from p12 to 

pem format or viceversa
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https://www.eugridpma.org/
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About Certificate

• Generally the certificate is automatically 
stored into the browser used for the request

• It is in format p12 (file with extention .p12 or 
.pk12) that include both private and public key

• Public key is currently called certificate
• Private key is called  key
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About Certificate

For GRID use the certificate must be in pem format : 2 
separate files for private and public key
To do that use the openssl command under linux OS
 openssl pkcs12 -in certificate.p12 -out userkey.pem -

nocerts
 openssl pkcs12 -in certificate.p12 -out usercert.pem –

clcerts -nokeys
DIRAC environment implement a script to do this 
conversion:
 dirac-cert-convert.sh certificate.p12
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About Certificate

• The GRID user has his certificate in format 
pem (2files)

• He can use an user interface
• To access the GRID resource he needs a PROXY
• The proxy is a temporary certificate that is 

exposed by the user job 
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About Certificate

• Installing the certificate in the home of UI
• Create a directory called ./globus
cd ~
mkdir .globus

• Copy the public key with name usercert.pem
cp certificate.pem ./globus/usercert.pem

• Copy private key with name userkey.pem
cp key.pem ./globus/userkey.pem
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About Certificate

• The permissions of the certificate must be 
compliant with the request of security 
required by the GRID

-bash-4.2 chmod 644 .globus/usercert.pem
-bash-4.2 chmod 400 .globus/userkey.pem
-bash-4.2$ ls -l .globus

Totale 2
-rw-r--r--. 1 amartinijuno juno 3354  3 mag 15.01 usercert.pem
-r--------. 1 amartinijuno juno 1958  3 mag 15.01 userkey.pem

• Your are now ready to become a GRID user
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Thank for your attention
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