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INFN Cloud Architecture

The INFN Cloud architecture

° An INFN Cloud backbone spanning the two main INFN computing sites (CNAF and Bari).

€© In each of these two sites there is an “INFN Cloud backbone infrastructure”, connected at high
speed with each other.

© The backbone is used to host the INFN Cloud core services, such as the PaaS core, the internal
DNS, the logging and monitoring services, as well as user services that leverage backbone features,
such as automated replication of object storage data across the two sites.

° A set of distributed, federated cloud infrastructures connecting to the backbone. Currently, the cloud

infrastructures at CNAF and Bari (which are not the corresponding backbone infrastructures) are already
connected to the INFN Cloud backbone, with several other INFN sites in the pipeline.
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The INFN Cloud backbone INFN
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The INFN Cloud Backbone is an OpenStack Cloud instance
distributed over two data centers, in Bari and in Bologna.

Hardware resource are more or less evenly distributed among
the two data centers:

. ~ 2000 vCPU

. ~15TB RAM

. ~ 1.6PB Storage (RAW)

. > 600 TB Storage net, ~10% SSD

All the Backbone resources are dedicated to INFN Cloud
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The INFN Cloud backbone

. The INFN Cloud Backbone hosts INFN Cloud core services
and support services

. Itis also where the development of new services and
applications take place. Development environments and
testbeds are hosted by the INFN Cloud Backbone
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The INFN Cloud backbone (NFN

LOUD

It also hosts some use cases, particularly those that can take
advantage from its distributed architecture:

« VM cold migration among data centers
« Volume migration among data centers
« on-line remote mirror of critical volumes for DR purposes

Users that need to implement HA and/or DR for their services
should contact the INFN Cloud support team for support and
assistance
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Federated clouds INFN
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Presently the following infrastructures are federated to INFN
Cloud:

- Cloud@ReCaS-Bari
Cloud@CNAF
CloudVeneto
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Federated clouds (NFN
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These infrastructures allocate a subset of their resources for
INFN Cloud users and projects.

They can choose to support a subset of the INFN user groups
and services

INFN Cloud established a set of rules that infrastructures must
follow in order to join the federation

Although not a requirement, they all use OpenStack as a laaS
Cloud Middleware
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INFN Cloud core services &FN
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INFN Cloud core services are those service that are needed in
order to make INFN Cloud work

Core services are built with geographic redundancy in mind, the
goal is to be able to quickly migrate each service from one of
the backbone data centers to the other in case of issues

Although this goal is not completely fulfilled yet, recent events
proved that we are on the right path

Automatic migration is being considered, but it increases
complexity and more work is needed before we can adopt it
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Core Services - The INFN Cloud PaaS INFN
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First of all the INFN Cloud Backbone hosts all the services
needed by the PaaS infrastructure:

Dashboard
Orchestrator

Infrastructure Manager PaaS
C M D B % Platform as a Serwce

SLAM
Monitoring

The INFN Cloud PaaS is the means by which services requested
by users are orchestrated and deployed on INFN Cloud
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INFN Cloud offers today a distributed object storage service
based on OpenStack Swift

. data is replicated over two separate data centers (in Bologna
and Bari)
. S3 and Swift API support (but only S3 APIs are presently

available to end users)
. full integration with INFN Cloud use cases via high level tools
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Core Services - Object Storage (R

Some high level tools that integrate with the INFN Cloud
object storage service:

. Duplicati, Duplicity for data backup

. MinlO Gateway for interactive and programmatic
access to scientific data

. ownCloud/Nextcloud

. rclone for programmatic access, fuse mount, backup
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Core Services - Object Storage INFR
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A centrally managed minio gateway is presently the
main entrypoint to data storage for INFN Cloud users

It is accessed via a web Ul (https://minio.cloud.infn.it)
or via S3 APIs

Jupyter notebook users find their data mounted under
the cloud-storage folder

0000000000000 0O0
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Core Services - DNS

PowerDNS based DNS service:

. rest APlI, command line client

. 3 servers: Bari, CNAF, LNL

. Used for implementing DNS-based HA/DR
- DNSaaS for end users as a future goal

PowerDNS
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Core Services - DNS (NN

A mechanism similar to that of xip.io allows users to use one or
more DNS names for each IP address exposing services on the
network.

This makes the virtual host management and the use of x509
certificate (e.g. Let’s Encrypt) for connection security easier
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Core Services - Log collection & M
analysis v

-
A centralized log collection system receives:
e Jogs from VMs running on INFN Cloud backbone

core services logs - E clasticsearch
e support services logs et
A log analysis system can give important information on: o L togstash
e services operating status K
Kiba

security issues and intrusion detection
e resource utilization imbalance

ELASTIC (ELK) STACK

Elasticsearch Kibana
=  Store, search, analyze A Visualize, navigate, share

CLueApp, 13/09/2022 INFN Cloud



INFN Cloud support services S

CLOUD

Support services are not strictly necessary for the normal
operations of INFN Cloud

They provide useful tools for its users and its administrators
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Docker/Helm chart repository

e A Docker/Helm chart repository based on harbor
(https://goharbor.io/) is presently active for
internal use

e Plans are to make it available to all INFN Cloud
users &b Projects Projects

[
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Cl/CD facility

e A CI/CD facility based on jenkins

(https://www.jenkins.io/) is presently active for

internal use

e |t might be made available to INFN Cloud users in

the future
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Welcome to Jenkins!

Username

Password

Keep me signed in
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e The first level support team it is the first contact point with the
INFN Cloud infrastructure and its services. It is reachable via the
INFN Cloud helpdesk at https://servicedesk.cloud.infn.it.

e The first level support team is responsible for receiving resource
access requests, issue reports, support requests and other type
of questions and requests from INFN Cloud users.

e |t givesinformation on INFN Cloud and its services and gives help
on using INFN Cloud.

* [ssue reports and support requests are prioritized and classified
and forwarded to experts or group of experts that provide the
second level support.
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User support - Ticketing system INFN

https://servicedesk.cloud.infn.it
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INFN CCR Help Center
INFN  INFN Cloud

Welcome! You can raise a request to INFN Cloud from the options provided.

What do you need help with?

Search Q

Search help

Services trial questions

Want to see if our services can fit your workflows?
Training Trying out our services and want more information?
Select this and we'll be happy to answer your questions.

ﬁf@ Technical support
Need help installing, configuring, or troubleshooting? Select

this to request assistance.

General

Suggestions

Report a bug
Tell us the problems you're experiencing.

NN

Training

‘ﬁ) Need training course on specific INFN Cloud arguments? Let us
know what are the fileds of your interest and will find the right
tutors and organize together the content of the training.

D Hosting infrastructure for Training activities
= Need a virtual infrastructure to use for your hands-on tutorials
and courses. Select this to ask for a "training hosting
infrastructure”

ﬁ Suggest a new feature

Let us know your idea for a new feature.

/() Suggest improvement
» See a place where we can do better? We're all ears.


https://servicedesk.cloud.infn.it
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User support - Web site INER

CLOUD

Search ..
Cu: fome  About us Services Resour rces  Documentation News & Events  Training  Contacts
loud.infn.i
www.cloud.intn.it

RESOURCES
FOR RESEARCH

INFN Cloud

CLueApp, 13/09/2022 INFN Cloud


http://www.cloud.infn.it

User support - Documentation for

end users

N
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https://guides.cloud.infn.it/docs/users-guides/en/latest/

# INFN Cloud

Getting Started
How To: Create VM with ssh access

How To: Configure the backup on your
deployment

How To: Deploy the Cloud Storage
Service

How To: Deploy a Kubernetes cluster

How To: Deploy an Apache Mesos
cluster

How To: Deploy a Spark cluster +
Jupyter notebook

How To: Deploy Elasticsearch & Kibana
How To: Deploy RStudio application

How To: Instantiate docker containers
using custom do -compose files

How To: Instantiate docker containers
using docker run

How To: Access cloud storage from a
scientific environment

& Read the Docs

Docs » Welcome to the INFN Cloud Use Cases Documentation

Welcome to the INFN Cloud Use Cases
Documentation

You'll find here useful information regarding the use-cases supported on the INFN Cloud

infrastructure.

Table of Contents

How To:

How To:
How To:
How To:
How To:

How To:

How To:

How To:

How To:

How To:
How To:

Getting Started

Create VM with ssh access

Configure the backup on your deployment

Deploy the Cloud Storage Service

Deploy a Kubernetes cluster

Deploy an Apache Mesos cluster

Deploy a Spark cluster + Jupyter notebook

Deploy Elasticsearch & Kibana

Deploy RStudio application

Instantiate docker containers using custom docker-compose files
Instantiate docker containers using docker run

Access cloud storage from a scientific environment
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Getting Started

3 How To: Create VM with ssh access

Prerequisites
Virtual Machine configuration
Deployment result

How To: Configure the backup on your
deployment

: Deploy the Cloud Storage
Service

How To: Deploy a Kubernetes cluster

How To: Deploy an Apache Mesos
cluster

How Deploy a Spark cluster +
Jupyter notebook

How To: Deploy Elasticsearch & Kibana
How To: Deploy RStudio application

How To: Instantiate docker containers
using custom docker-compose files

How To: Instantiate docker containers
using docker run

Click on the deployment uuid you can look to your configurtion:

« Overview of the cluster
« The Input Values you give to create the VM

« The Output Values you can use to access to the VM; user, cloudadm, ar

id_rsa_node_creds_1, to be download on one owns computer.

11eab17a-346e-94ed-b422-4acth22c8814

Description: first ym

Overview  Inputvalues  Output values

node_crods
ssh_login: cloudadm

ssh_private_key:
== e

node_ip: 212.189.206.162

labal: Singlo VM

Figure 5: deployment output values.
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INFN Cloud has a monitoring infrastructure designed to check the
behavior of all its components:

The compute/storage infrastructure

The core services

The support services

The services deployed by INFN Cloud users

Dedicated monitoring dashboards are available for the services that
are deployed by INFN Cloud users or projects
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Monitoring
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monitoring.cloud.infn.it:
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Accounting

* Architettura

* |brida basata su
* servizi di accounting gia in produzione in EGI
* Server: APEL (database e aggregazione dei dati), RabbitMQ (message broker)
* (Client: Collectd/cASO per la collezione delle metriche
» ZABBIX di infrastruttura

« Visualizzazione

» Grafana
« Data source: APEL (DB) + ZABBIX
« Autenticazione via INDIGO-IAM
» Accesso selettivo alle Dashboard
+ dati aggregati per provider (cloud federate), gruppi, utenti
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INEN
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BACKBONE Cloud Federate

APEL Server

a v ¥

O

Grafana
https://accounting.cloud.infn.it:3000

Number of VM (by project, per month)

current
w VMS MLINFN 33
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