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Introduzione

* " evoluzione delle applicazioni e dei sistemi, insieme all’introduzione
delle tecnologie di virtualizzazione, container, etc. spingono verso le
tecnologie che portano alla distribuzione e delocalizzazione delle
rirorse.

* |oT, diffusione dei sistemi mobili e delle tecnologie wifi e xG
frammentano il perimetro tradizionale luogo deputato al controllo di
sicurezza

* Nasce 'esigenza di portare nella periferia dell’'impero attivita
tipicamente svolte nelle province interne o nella capitale
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Evoluzione del perimetro
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Security Visibility Comparison: Cisco Firepower vs. Traditional Firewalls
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NGFW Opensource: perche potrebbero
essere utili?

* Molte funzioni devono essere “delocalizzate”
e quelle classiche tradizionalmente centralizzate: Routing, Firewall, Proxy, Nat
* altre piu specifiche: Load Balancer, NIDS, IPS, Logging, Monitor, Flow analysis

* Tali funzioni sono confluite nei NGFW, basati su HW dedicato e dotati
di intelligenza fino al livello 7

* La virtualizzazione delle funzionalita di rete (NFV), i costi impegnativi
dei NGFW commerciali e relativo corretto dimensionamento in
funzione dei flussi di traffico rendono le soluzioni opensource sempre

piu appetibili

Public



PfSense/Ricerche correlate
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* Il Panorama dei sistemi per la network security e Do o Tomns || e || worowl

er

ormai ampio anche nel mondo opensource

* Non abbiamo effettuato un’analisi approfondita
di quanto disponibile ma ci siamo orientati verso
due ( tre ) oggetti largamente diffusi e con
un‘ampia comunita di supporto

* PfSense/OPNSense e OpenWrt m

PfSense/Ricerche correlate

Snort OpenVPN




Confronto

Funzionalita di
base
OpenWrt
PfSense
OPNSense

Ad blocker
Captive Portal
CARP / HA
DNS Server
DHCP Server

HTTP Transparent / Web / Reverse Proxy (Squid)

IP / Country block list

IDS / IPS

Packet Capture / Inspection

Port Forwarding

QoS / Rate Limiting

Software Load Balancer (HA Proxy)

Traffic Monitoring

Traffic Logging, Statistics, and Graphs
Traffic Shaping

MultiFactorAuth

SignatureAV ( ClamAV )

App-ID

VLAN

Wake-on-LAN (WOL)

Website Blocker
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Problema delle performace

Confronto — Data plane/Control plane B ol e s

Commodity HW: control plane e data plane Dedicated HW: control plane e data plane
condividono le stesse risorse utilizzano risorse ad alte prestazioni dedicate

(FPGA o ASIC)

Control Plane
MANAGEMENT opy MGT
MANAGEMENT MGT configuration | logging | reporting Dual-core —LHA
nf tior e STORAGE _J_

Jura ) | reporting

Data Plane
-~

Data Plane

Signature Matching
exploits (IPS) | virus | spyware | CC# | SSN
SIGNATURE MATCHING

Security Processing

App-ID | User-ID | URL match | policy match
app decoding | SSL/IPsec | decompression

SECURITY PROCESSING

NETWORK PROCESSING

MAC lookut

Network Processing
flow control | route lookup | MAC lookup | QoS | NAT
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s DATAINTERFACES « o »
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Confronto costi Confronto tra alcuni sistemi commerciali e opensource

commodity HW (dati appliance con taglio privo di FPGA nel data plane e OpenWrt
di t3 rga) su SoC hardware commodity

Max Troughput  Max Troughput  Max Troughput  Costo Threath x Costo Annuale x Gbit/s Costo totale

Tipologia VPN (Gbit/s)  Threath (Gbit/s)  Fw (Gbit/s) Gbit/s signature SO S ERl

Free SW su VM 0.3

Free SW su bare metal 0.3

NGFW ( OpenWrt ) su
Linksys AC1900 . 0.1 1
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Altre considerazioni su costi e performance

* Ovviamente quando si passa alla NFV i vantaggi dei processori hw
dedicati vengono meno rendendo le prestazioni paragonabili

* Incidono maggiormente:

* le integrazioni con i vari control plane dei sistemi di virtualizzazione o dei
cloud provider

* |'utilizzo di signature e regole free o community based
* |la rapidita’ nell'identificare zero day attack
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Funzionalita
PfSense

* PfSense ( Netgate ) identifica la
sua nuova piattaforma
denominata Plus come possible
concorrente anche nella fascia
Nx10Gb con la disponibilta di
orchestrazione e gestibile su VM
e container

5 netgate

Packet Processing
Scales to Match

PRODUCTS APPLICATIONS CUSTOMERS  SUPPORT RESOURCES COMPANY

tn;

1Gbps to 100+ Gbps?

Any Need fisense
300Mbps to
10Gbps
'Throughput highly dependent upon system processors, packet size, traffic mix, level of encryption, etc
*Throughput scales with far less impact from packet size, traffic mix, level of encryption, etc.
7
Management <t » C(:
Flexibility from Lo

Single Instance CLI
to Fully-fledged
Orchestration

Al Guicu
W —

Single-instance Multi-instance
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via CLI or GUI Orchestration via
CLI or RESTful API
= P (_j j
Packaged for Jﬁx?‘
Deployment How PREMISES APPLIANCE CLOUD AND CLOUD NATIVE
and Where You Netgate / 3rd Party / Whitebox / Embedded System Public / Private
Need It
= =
BARE METAL VIRTUAL MACHINE CONTAINER
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OPNSense

* Fork di PfSense a sua volta fork di
MOnOwall derivato da FreeBSD

e Basato su distro ISO con
aggiornamenti trimestrali

e Ricche funzionalita di base
* Plugin community disponib

* Possibilita di crearsi plugin
personalizzati
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Stateful firewall

@ Filter by
- Source
= Destination
= Protocol
- Port
- OS (OSFP)

@Limit simultaneous
connections on a per rule
base

@Log matching traffic on a
per rule bases

@« Policy Based Routing

@ Packet Normalisation

@Option to disable filter for
pure router mode

Granular control state

table
@Adjustable state table size
®O0n a per rule bases
« Limit simultaneous client
connection

- Limit states per host

« Limit new connections
per second

- Define state timeout

- Define state type

@« State types
- Keep
- Sloppy
+ Modulate
« Synproxy
- None

@« Optimisation options
- Normal
- High latency
- Agressive
- Conservative

2-Factor Authentication

@Supports TOTP

®Google Authenticator

@Support services:

- Captive Portal
« Proxy

- VPN

- GUI

802.1Q VLAN support

@max 4096 VLAN'’s

Network Address

Translation

@ Port forwarding

®1:1 of ip’s & subnets

@®Outbound NAT

«NAT Reflection

Traffic Shaping

@®Limit bandwidth

@Share bandwidth

@ Prioritise traffic

@ Rule based matching
= Protocol
- Source
- Destination
- Port
- Direction
IGMP Proxy
@For multicast routing
Universal Plug & Play
@Fully supported
Dynamic DNS
@Selectable form a list
@Custom
@RFC 2136 support
DNS Forwarder
@Host Overrides
@Domain Overrides
DNS Server
@Host Overrides
- Arecords
- MX records
@Access Lists
DNS Filter
@Supports OpenDNS
DHCP Server
=IPv4 & IPv6
= Relay Support
«BOOTP options
Multi WAN
@Load balancing
@ Failover
@Aliases
Load Balancer
@Balance incoming traffic
over multiple servers
Network Time Server
eHardware devices
- GPS
« Pulse Per Second
Intrusion Detection &
Prevention
®Inline Prevention
@ Integrated rulesets
- SSL Blacklists
- Feodo Tracker
« Geolite2 Country IP
- Emerging Threats
ETOpen
®SSL Fingerprinting
@Auto rule update using
confiaurable cron
Captive Portal
® Typical Applications
« Guest Network
- Bring Your Own Device
(BYOD)
- Hotel & Camping Wifi
Access

- Template Management
- Multiple Zones
«Authenticators
- LDAP
- Radius
- Local User Manager
= Vouchers / Tickets
= Multiple
- None (Splash Screen
Only)
«Voucher Manager
- Multiple Voucher
Databases
- Export vouchers to CSV
« Timeouts & Welcome
Back
«Bandwidth Management
- Share evenly
= Prioritise
- Protocols
- Ports
- IP
«Portal bypass
- MAC and IP whitelisting
«Real Time Reporting
- Live top IP bandwidth
usage
- Active Sessions
- Time left
- Rest API
Virtual Private Networks
»|Psec
- Site to Site
- Road Warrior
«OpenVPN
- Site to Site
- Road Warrior
- Easy client configuration
exporter
«PPTP (Legacy)
@«LT2P (Legacy)
High Availability
@sAutomatic hardware
failover
@Synchronised state table
@Configuration
synchronisation
Caching Proxy
@®Multi interface
@ Transparent Mode
@Access Control Lists
@ Blacklists
s Category Based Web-filter
@ Traffic Management
@wAuto sync for remote
blacklists
@ICAP (supports virus scan
engine)

Your Next Open Source Firewall

O n 7

«Round Robin Data
«Selection & Zoom
« Exportable

wHistory & Diff support
=« File Backup
«Cloud Backup

«Monitor & Traps

= Filter reload status
« Firewall Info (pfinfo)
@ Top Users (pfTop)
«Firewall Tables

- Aliases

- Bogons
«Current Open Sockets
«Show All States
= State Reset
»State Summary
«Wake on LAN
«ARP Table
«DNS Lookup
«NDP Table
=Ping
«Packet Capture
«» Test Port
@ Trace route
« Traffic Graph

= Netflow Exporter
«Network Flow Analyser
= Fully Integrated
- CVS Exporter

«Easy Upgrade
- Reboot warning for base
upgrades
«SSL Flavour selectable
- OpenSSL
- LibreSSL
«Selectable Package Mirror
= Reinstall Single Package
sLock Package (prevents
upgrade)
«Plugin Support
- VMware tools
- Xen tools
- HAProxy -Load balancer
REST API
«ACL support
Online Documentation
wFree & Searchable
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OpenWrt

* OpenWrt (from open wireless router) is an open-source project for embedded operating
systems based on Linux, primarily used on embedded devices to route network traffic.
The main components are Linux, util-linux, musl, and BusyBox. All components have
been optimized to be small enough to fit into the limited storage and memory available
in home routers.

* OpenWrt is configured using a command-line interface (ash shell) or a web interface
(LuCl). There are about 3500 optional software packages available for installation via the
opkg package management system.

 OpenWrt can run on various types of devices, including CPE routers, residential
gateways, smartphones, pocket computers (e.g. Ben NanoNote). It is also possible to run
OpenWrt on personal computers and laptops, which are most commonly based on the
x86 architecture.



Applicazioni realizzate

* OpenVPN concentrator (Presidenza) - OPNSense

* User AuthN\AuthZ locale, Split Tunnel model, portale utente per la gestione
delle credenziali e delle configurazioni del client, syslog e alert verso SIEM, VM

Captive Portal (LNF-Presid-Bologna) - OPNSense

e User AuthN\AuthZ remota, integrazione con infrastruttura wifi esistente
basata su WAC e CAPWAP tunnel

NGFW laboratorio (Bologna) - OPNSense

Appliance remote office (Home — Road Warrior) - OpenWrt

e Accesso ADSL, UPnP, Proxy direct e reverse, SyncThing USB disk, ToR network,
VPN client, monitor della rete

Nuovo TripKit con Hw dedicato (CNAF/Netgroup) - PfSense

24 maggio 2021 Gianluca Peco - CCR Workshop 15



Misure di prestazioni su
hardware dedicato

Misure di prestazioni su sistemi
virtuali

To do

Confronto tra sistemi diversi a
parita di funzionalita

Integrazione con | sistemi di
Virtualizzazione e Cloud



OpenVPN

demo
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BUILDING A CYBERSEGURITY KINGDQ

Cavalry = Endpoint
Protection. Protects
your local endpoints,
such as computers and
servers, with
definition-based and
behavior-based
anti-virus, drive
encryption, and device
management. The
cavalry protects the
kingdom and its people
from bad actors.
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HIGHTOUCH

v TECHNOLOGIES

Drawbridge =
VPN Connection.
Allows off-network
visitors to safely
and securely
access your
business. Think of
it as having a
secret password
for lowering the
drawbridge to
enter the castle.

L3

Castle Wall = Firewall. Prevents incoming security
threats with automatic remediation, sandboxing,
anti-virus, intrusion prevention, and content filtering.
The castle wall deters and catches threats.

Gatehouse = Multifactor Authentication. MFA
provides an additional layer of security by verifying
your identity using more than one method. For
example, MFA prevents unwanted access to critical
information by verifying usernames and passwords
with an additional secret code, usually delivered
through a mobile device or notification. The
Gatehouse provides an extra layer of security when T
accessing assets (like files or software programs) that RN
are on your network or in the cloud. T
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Guards = Anti-Virus.
Anti-virus keeps your
business safe from
known cybersecurity
threats and bad
actors. The guards ;
need to be informed )

or see something 7
illegal happening (
before responding.

Masons = Patching. Maintains your hardware, software, operating system, and

security with regular code updates as new threats and vulnerabilities are detected. b Ny

Patching works like masons who identify and repair cracks, holes, and other weak
points in the castle’s walls. Gianluca Peco - CCR Workshop

Guardian = EDR. Endpoint Detection and
Response (EDR) monitors your entire business
for suspicious behavior in real-time to detect
cyberattacks, isolate infected machines, alert
administrators, and remove cyberthreats. Like
an omniscient guardian, EDR recognizes
advanced, sneaky attacks and shuts them down
before they attack your business, anywhere an
asset is located.
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Library = User
Education. Teaches
users about safe IT
practices, such as
internet, email, and
peripheral device
usage; password
management; and
data control. User
educations also
includes testing to
ensure students
retain what they
have learned.

Clerks = Security
Information and
Event Management
(SIEM). Records
and stores your
system’s log files for
use if a cyberattack
occurs. Think of SIM
like clerks recording
a history of the
castle’s happenings
for future scholars to
reference.

Royal Archives =
Data Backup.
Whether you're
on-premise or
working from home,
company files are
stored, up-to-date,
and protected.

Moat = Email Security. Automatically scans email for spam,
unlawful interception, phishing, malicious attachments.

Encrypts outbound emails containing sensitive data and

employs advanced threat protection (ATP) to identify bad actors

based on their behavior. The moat ensures only safe traffic

2 enters and exits the castle.
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High Hard
Walls

Inner Walls

Guards Check
Identity
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Watch Towers

Limited Entry
Points
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Secure
SD/WAN

Single/Multiple
security
appliance

Distributed
NFV
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NGFW in
virtual context

Edge firewall -
loT
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