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What is VOMS?

• Virtual Organization Membership Service
• VOMS is an X.509 Attribute Authority

– Issues X.509 Attribute Certificates
– Original motivation: support for Grid and VOs
– De-facto standard, stable and mature, in production since 2003

• VOMS is a tool to manage membership
• VOMS is a SAML Attribute Authority

– Issues SAML Assertions

• VOMS is integrated with Shibboleth through VASH 
(VOMS Attributes from Shibboleth)

• VOMS has native support for replication
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Typical Usage Scenario
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Types of Attribute

• Organizational
– Groups/subgroups
– Roles within those groups
– e.g. /cms/prod/Role=scg

• Generic
– name = value
– e.g. login = vciaschi
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Management Interface

• A J2EE Web application that
– manages the contents of the VOMS database
– provides a registration service for VO users
– can talk with external databases (e.g. the CERN orgdb) to 

synchronize/validate membership information

• Used by VO Administrators mainly to 
– approve membership requests
– add/remove users to the VO
– put them in VOMS groups
– assign VOMS roles to them
– manage generic attributes

• Implements a flexible AuthZ framework on top of HTTPS
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Management Interface /2

• Moreover:
– Multiple certificates per user support
– VO membership suspension/expiration/renewal
– AUP management 
– VO member’s ability to request group/role membership
– Availability of Web Service interface and command-line
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Current deployment
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• 172 VOs on 42 servers

• Max n. of attribute requests (Jan 2010):

938753 (ALICE), i.e. 30 Kreq/day (on two hosts)


