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@ eoschub  why aainow? CNFR

Istituto Nazionale di Fisica Nucleare

Because it is a pillar

1. we discussed this on Monday while we summarized the AMS experiences
and all the tested scenarios
a. which imply authN/Z

2. we used AAl on Tuesday. Do you remember the “dodas-iam registration
issue :( “
a. butitrecovered:) .. it was just my fault

3. we used AAl several time yesterday
a. sometime we were aware.. sometime not.
b. see later

4. and again, we need AAl.. it is a pillar generally speaking
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@ EOSChub  Tokens and X509 @T\l

Istituto Nazionale di Fisica Nucleare

We used Tokens and certificates X509, more than what we realized.. actually

- well we dind’t saw X509, but we used it
- DN was used to configure condor_mapfile
- X509 was needed to submit jobs from remote

- Token was used to configure TOSCA template

- that token has been used to
- AuthN/Z with PaaS layer
- AuthN/Z with laaS
- and manage legacy (HTCondor & GSlI)

( Question: why both? isn’t it two time the same thing? do | need both? )
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@ EOSC-hub  pg you remember this ?

INFN

Istituto Nazionale di Fisica Nucleare

Deploy

After using the $HOME/get_proxy.sh script to retrieve the token, export it into an env variable together with the

orchestrator endpoint:

export ORCHENT_TOKEN=<your token here>

Branch: master v | HandsOn-INFN-2019 / htc_helm / templates / tts.yaml

dciangot Merge commit '43ba844764d717011d4d55497e8dbb69438e5b5d' as 'htc_helm

0 contributors

92 lines (90 sloc) 2.22 KB

kind: Service
apiversion: vi
metadata:

name: tts-svc
spec:

Find file = Copy p|

374c175 6days a

Raw Blame @ History &'

1
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= name: tts-cacne

imagePullPolicy: Always

env:

- hame:

value:

= nhame:

value:

- name:

value:

= hame:

value:

- name:

value:

= hame:

value:

- name:

value:

- name:

value:

- name:

value:

- name:

value:

- name:

value:

- name:

value:

- name:

value:

IAM_TOKEN
"{{ .values.IAM_TOKEN }}"
IAM_CLIENT_ID
"{{ .values.IAM_CLIENT_ID}}"
IAM_CLIENT_SECRET
"{{ .values.IAM_CLIENT_SECRET}}"
IAM_MAP_CLIENT_ID
"{{ .values.IAM_SCIM_CLIENT_ID}}"
IAM_MAP_CLIENT_SECRET
"{{ .values.IAM_SCIM_SECRET}}"
IAM_MAP_GROUP
"{{ .values.IAM_MAP_GROUP}}"
PROXY_AUDIENCE
"{{ .values.PROXY_AUDIENCE}}"
PROXY_TTS
"{{ .values.PROXY_TTS}}"
PROXY_IAM_ENDPOINT
"{{ .values.PROXY_IAM_ENDPOINT}}"
PROXY_CREDENTIAL_ENDPOINT
"{{ .values.PROXY_CREDENTIAL_ENDPOINT}}"
PROXY_LOCAL_CACHE_EXPIRATION_TIME
"'86400"
PROXY_LOCK_FILE_AGE
nogn
PROXY_CACHE_DIR
"/tmp"




INFN

Istituto Nazionale di Fisica Nucleare

# Security group
SEC_DEFAULT_AUTHENTICATION = REQUIRED

SEC_DEFAULT_AUTHENTICATION_METHODS = GSI
SEC_DEFAULT_INTEGRITY = REQUIRED Central Manager (+CCB)

CERTIFICATE_MAPFILE = /etc/condor/condormapfile

GSI_DAEMON_DIRECTORY = /etc/grid-security

GSI_DAEMON_NAME IT/0=CLOUD@CNAF/CN=0931b26e-89f6-4118-a5c4-dd7f9e9ec85a@dodas-1iam
GSI_DAEMON_PROXY J/root/gwms_proxy

# Condor connection broker SEC_DEFAULT_AUTHENTICATION = REQUIRED
# Only worker node can have CCB_ADDRESS SEC_DEFAULT_AUTHENTICATION_METHODS = GSI
SEC_DEFAULT_INTEGRITY = REQUIRED

# MASTER or SCHEDD ADDRESS

CERTIFICATE_MAPFILE = /home/uwdir/condormapfile
NETWORK_INTERFACE = 192.168.190.145

STARTD_DEBUG = D_ALL GSI_DAEMON_DIRECTORY = /etc/grid-security

# Define SLOTS :
NUM SLOTS = 1 GSI_DAEMON_NAME = =IT/0=CLOUD@CNAF /CN=0931b26e-89f6-4118-a5c4-dd7f9e9ec85a@dodas-1iam

NUM_SLOTS_TYPE_1 = 1 GSI_DAEMON_PROXY = /root/gwms_proxy
SLOT_TYPE_1 = cpus=1, mem=4096
[root@ccb ~1# i

SCHEDD

NETWORK_INTERFACE = 193.204.89.85

STARTD_DEBUG = D_ALL
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EOSC-hub  3pd digging a bit into the details @

Istituto Nazionale di Fisica Nucleare

condormapfile

[root@scheddpublic uwdir]# cat condormapfile

GSI "A\/C\=IT\/0\=CLOUD@CNAF\/CN\=7a91e9d3-6cd0-4347-9674-ee0f15603a2d@dodas-iam$" saraci3
GSI "~\/C\=IT\/0\=CLOUD@CNAF\/CN\=0931b26e-89f6-4118-a5c4-dd7f9e9ec85a@dodas-iams$" spiga
GSI "A\/C=IT\/0=CLOUD@CNAF\/CN=0931b26e-89f6-4118-a5c4-dd7f9e%9ec85a@dodas-1iam$" condor

GSI (.*) GSS_ASSIST_GRIDMAP

GSI (.*) anonymous

[root@scheddpublic uwdir]# |

‘root@scheddpublic ~]# voms-proxy-info -file gwms_proxy
subject : /C=IT/O0=CLOUD@CNAF/CN=0931b26e-89f6-4118-a5c4-dd7f9e%9ec85a@dodas-1iam/CN=584749314
Lssuer : /C=IT/0=CLOUD@CNAF/CN=0931b26e-89f6-4118-a5c4-dd7f9e9ec85a@dodas-iam
: /C=IT/0=CLOUD@CNAF/CN=0931b26e-89f6-4118-a5c4-dd7f9e9ec85a@dodas-iam
: RFC3820 compliant impersonation proxy
: 1024
: /root/gwms_proxy
cimeleft : 159:47:52
ey usage : Digital Signature, Key Encipherment
“root@scheddpublic ~]# |}

( Question: but | never passed to the system my X509 certificate .. where it

come from? )
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@) EOSC-hub Ok, but can we improve? @

Istituto Nazionale di Fisica Nucleare

do you remember the Questionl: why both? isn’t it two time the same thing?
do | need both?

- we need both now.. but we are moving toward Token only solution

Nowadays we have HTCondor is natively supporting Tokens... this means that
we can actually avoid X509... and yes we are going beyond X5009...
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INFN

Istituto Nazionale di Fisica Nucleare

A real example... ( a test configuration!!

Central Manager (+CCB) SCHEDD

#SEC_DEFAULT_INTEGRITY = REQUIRED
#SEC_DEFAULT_AUTHENTICATION = REQUIRED

# Host sec. policy
SEC_DEFAULT_AUTHENTICATION_METHODS = SCITOKENS HOSTALLOW_ADMINISTRATOR = $(CONDOR_HOST)

#SEC_READ_AUTHENTICATION_METHODS = FS,SCITOKENS HOSTALLOW_OWNER = $(FULL_HOSTNAME), $(HOSTALLOW_ADMINISTRATOR)
#SEC_WRITE_AUTHENTICATION_METHODS = FS,SCITOKENS HOSTALLOW_WRITE_COLLECTOR = $\(HOSTALLOW_WRITE\), $\(FLOCK_FROM\)
#SEC_ADVERTISE_STARTD_AUTHENTICATION_METHODS = FS,SCITOKENS HOSTALLOW_WRITE_STARTD = $\(HOSTALLOW_WRITE\), $\(FLOCK_FROM\)
HOSTALLOW_READ_COLLECTOR = $\(HOSTALLOW_READ\), $\(FLOCK_FROM\)

SCHEDD.ALLOW_NEGOTIATOR = * HOSTALLOW_READ_STARTD = $\(HOSTALLOW_READ\), $\(FLOCK_FROM\)

#SCHEDD . SEC_WRITE_AUTHENTICATION_METHODS = FS,SCITOKENS,GSI e orts

#SCHEDD . SEC_READ_AUTHENTICATION_METHODS = FS,SCITOKENS,GSI HIGHPORT = 1084
#COLLECTOR. SEC_READ_AUTHENTICATION_METHODS = FS,SCITOKENS,GSI LOWPORT = 1024
#COLLECTOR.SEC_WRITE_AUTHENTICATION_METHODS = FS,SCITOKENS,GSI USE_SHARED_PORT = True

#COLLECTOR.SEC_ADVERTISE_STARTD_AUTHENTICATION_METHODS = FS,SCITOKENS,GSI
22 = & = # Security group

#SEC_DEFAULT_INTEGRITY = REQUIRED

) #SEC_DEFAULT_AUTHENTICATION = REQUIRED

# Condor connection broker SEC_DEFAULT_AUTHENTICATION_METHODS = SCITOKENS
# Only worker node can have CCB_ADDRESS #SEC_READ_AUTHENTICATION_METHODS = SCITOKENS
#SEC_WRITE_AUTHENTICATION_METHODS = SCITOKENS

SCITOKENS SERVER AUDIENCE:my-Ce.example.com:9619 #SEC_ADVERTISE_STARTD_AUTHENTICATION_METHODS = SCITOKENS
COLLECTOR.ALLOW_ADVERTISE_MASTER

COLLECTOR.ALLOW_ADVERTISE_SCHEDD
!OLLECTOR.ALLOW_ADVERTISE_STARTD

#STARTD_DEBUG=D_FULLDEBUG,D_SECURITY

nnn

E MASTER or SCHEDD ADDRESS

root@scheddpublic condor]# cat condor_mapfile
SCITOKENS https://iam-escape.cloud.cnaf.infn.it/,241687e8-5374-4549-b9f6-a3866f0bf6da andrea@users.htcondor.org
SCITOKENS https://iam-escape.cloud.cnaf.infn.it/,e9bf50ed-16ec-4a2c-8986-9ede3d9fbad5 daniele@users.htcondor.org

[root@scheddpublic condor]#
' utilS.DV#
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EOSC-hub  From the user perspective @

Istituto Nazionale di Fisica Nucleare

Getting a token and that’s it...

- you learned during this course how to get it (device flow... using device
code)

spiga@spiga-XPS:~/DODAS-deployer/HTCondor-Token$ echo $ESCAPE_TOKEN
eyJraWQiOiJyc2ExIiwiYWxnIjoilUIMyNTY1fQ.eyJzdWI101J1OWIMNTB1ZCOXNmMVILTRhMmMMtODK4N1O5ZWR1IM2Q5ZmIhNDULLCIhdWQ101JteS1jZS51eGFtcGXLLmNVbToSNIESIiwibmImIjoxNTcOODY10DIX
LCIzY29wWZSI6IMVtYWLsIGOMZmxpbmVFYWNFZXNZIGOWZWSpZCBwecmOmaWxLIiwiaXNzIjoiaHROCHME6XCOcL21hbS11c2NhcGUUY2xvdWQuY25hZi5pbmZulmlOXC81LCI1eHALOFEINZQANFKkOMFESIMLhdCI6MTU
3NDg2NTgyMSwianRpIjoiN2NkMzBkMDgtN2Q2MyO0Y2MXLWISODEtZTUSNGYONTQXMTgxIn0.gRIB84Xs1394QczabKG6B3Q0Ot7I2n- jikCtabxaRKC1gsVnOzmXk7Xr1_kWlLniHjRqcRj-3hgAnjlkndztfiD9uOF
4QkYelLx90stWnmO3NmYOpnD2c4QKvzY55AbHBPhIPBRmimeyMA20US5q1aIB3 jBFUe0aRNIOCF3Viy -M50
spiga@spiga-XPS:~/DODAS-deployer/HTCondor-Token$ echo S$ESCAPE_TOKEN | cut -d '.' -f2 | base64 -d | jq -r .
base64: invalid input
{
"sub":
"aud":
"nbf": 1574865821,
"scope":
L B
"exp": 1574869421,
"iat": 1574865821,
b i B

}
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EOSC-hub  |NDIGO-IAM: Our Tokens issuer D

Istituto Nazionale di Fisica Nucleare

But where these tokens come from?

spiga@spiga-XPS:~/DODAS-deployer/HTCondor-Token$ echo $ESCAPE_TOKEN
eyJraWQiOiJyc2ExIiwiYWxnIjoilUIMyNTY1fQ.eyJzdWI101J1OWIMNTB1ZCOXNmMVILTRhMmMMtODK4N1O5ZWR1IM2Q5ZmIhNDULLCIhdWQ101JteS1jZS51eGFtcGXLLmNVbToSNIESIiwibmImIjoxNTcOODY10DIX
LCIzY29wWZSI6IMVtYWLsIGOMZmxpbmVFYWNFZXNZIGOWZWSpZCBwecmOmaWxLIiwiaXNzIjoiaHROCHME6XCOcL21hbS11c2NhcGUUY2xvdWQuY25hZi5pbmZulmlOXC81LCI1eHALOFEINZQANFKkOMFESIMLhdCI6MTU
3NDg2NTgyMSwianRpIjoiN2NkMzBkMDgtN2Q2MyO0Y2MXLWISODEtZTUSNGYONTQXMTgxIn0.gRIB84Xs1394QczabKG6B3Q0Ot7I2n- jikCtabxaRKC1gsVnOzmXk7Xr1_kWlLniHjRqcRj-3hgAnjlkndztfiD9uOF
4QkYelLx90stWnmO3NmYOpnD2c4QKvzY55AbHBPhIPBRmimeyMA20US5q1aIB3 jBFUe0aRNIOCF3Viy -M50
spiga@spiga-XPS:~/DODAS-deployer/HTCondor-Token$ echo S$ESCAPE_TOKEN | cut -d '.' -f2 | base64 -d | jq -r .
base64: invalid input
{
"sub":
"aud":
"nbf": 1574865821,

" g M
scopet-

l|_:I SS“:

"exp": 15748694/1,
"1at": 1574865821,
||jt,‘l-l|:
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@ roschub NN

Istituto Nazionale di Fisica Nucleare

li now try to impersonate Andrea Ceccanti ... so let’s move here

11
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https://indico.cern.ch/event/739898/contributions/3607943/attachments/1947480/3231522/Token-based-AuthZ-ARC-CE-PreGDB-2.pdf

Thank you for your Contact
attention!

Questions?

EOSC-hub

S eosc-hub.eu W @EOSC_eu
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