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• Challenges

̶ Need of Growth
̶ Disconnected security capabilities are 

failing us
̶ Difficult to develop best practices
̶ Compliance
̶ Sophistication of attackers

• How to address challenges

• Is AI a challenge or an opportunity ?

• Opportunities
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Challenge #1 : Need of Growth

• Adopt and Adapt to 
regulations

• Utilizations of new 
technologies 
̶ IoT

̶ Cloud

̶ Quantum

• Open Banking

• Mirai

• CyberSecurity having 
an Intrinsec value
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Challenge #2 - Disconnected security capabilities are failing us

Criminal detection

Fraud protection

Data access control
Data protection

Device management

Transaction protectionContent security

Malware protection

Network forensics and threat management

Network visibility and segmentation

Access management

Identity governance and administration

Privileged user management

IDaaS

Threat sharing

Vulnerability management

Security analytics

Threat and anomaly detection

Incident response

User behavior analytics

Threat hunting and investigation

Mainframe security

Application security management

Application scanning

Firewalls and intrusion prevention

Endpoint detection and response

Endpoint patching and 
management

IoCs

|    

|    

|    
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Challenge #3 : Difficult to develop 
Best Practices

• Threat depends on 
several factors

• Risk mitigation 
requires continous 
assessment

• Railway versus 
Airway

• Stuxnet versus 
Mirai
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Challenge #4 : Compliance 

• Does compliance 
helps ?

YES !!!
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Challenge #5 : Sophistication of attackers 

• Who are the bad 

guys ?

̶ Development of 
Malware is not illegal

̶ Legal or not legal, 
possibilities of 
investigation depends 
on local regulation

• CyberCrime is a very 

well organized crime • Disefranchaising

• Business Email 

Compromise
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Activities performed during Business Email Compromise – Case A
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Application security management
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Endpoint detection and 
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Access management

IDaaS

Mainframe security

Threat sharing
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Security analytics

Threat and anomaly detection

Incident response
User behavior analytics

Threat hunting and investigation

IoCs
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Email is received 
with malicious 

attachment and 
“payload” macro 

is executed 
(malware 

defenses fail)

Unpatched 
vulnerabilit
y is 
exploited

Command and 
control is 

allowed to be 
established

Credential 

are 
stooled

Kill Chain – Case A
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Security controls violated during  Business Email Compromise
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1. Secure configuration of 
end-user devices 
(mobile, laptops, 
workstations, servers)

2. Continuous vulnerability 
assessment and 
remediation

3. Malware defense

Identities and  

Access

1. Email and web 
browser   
protections

2. Malware defense
3. Secure 

configurations for 
network devices
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Email is received 
with malicious 
attachment and 
“payload” macro is 
executed (malware 
defenses fail)

File is 
Downloaded 
from a web 
site
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Email is received 
with malicious 
attachment and 
“payload” macro is 
executed (malware 
defenses fail)

Unpatched 
vulnerability 
is exploited

Identity 

and 
Access

Command and 
control is 

allowed to be 
established

Watering hole .. A change in attach strategy . Case B

Kill Chain - Case B
Case B =! Case A

Kill Chain – Case A
Case B =! Case A

Attach Pattern
A + B
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How to address challenges

• Utilization of cognitive technologies and 
AI in the implementation of security 
controls

• Security by Design
• Configuration Management
• Security having an intrinsc value
• Consider to implement security 

controls on demand
• Integration of security control
• Collaboration and awareness
• Focus on  prevention but also detection 

and response
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Opportunities

• The perfect crime does not 
exists in the cyber world

• Criminal use the digital 
ecosystem

• Cybesecurity technologies 
can be exprted to phisical 
workd 
• Authentication 
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Is AI Ia challenge or an Opportunity  ?

• Threat Analysis

• Incident Triage

• Vulnerabilities to fix

• Anomaly Detection

• Biometrical 

Regognition
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