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Agenda

« Challenges

— Need of Growth

— Disconnected security capabilities are
failing us

— Difficult to develop best practices

— Compliance

— Sophistication of attackers

* How to address challenges
 Is Al a challenge or an opportunity ?
» Opportunities
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Challenge #1 : Need of Growth

» Adopt and Adapt to
regulations

« Utilizations of new
technologies

— loT
_ Cloud « Open Banking
— Quantum - Mirai

 CyberSecurity having

an Intrinsec value Insights From European
Customers on Cybersecurity and
Security Awareness

November 30, 2018 | By Domenico Raguseo Co-authored by Jean-Luc Labbé | Pier Luigi Rotondo
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Challenge #2 - Disconnected security capabilities are failing us

Security analytics Privileged user management Access management User behavior analytics
Incident response Data protection Endpoint patching and
Data access control management
Identity governance and administration Network visibility and segmentation

Fraud protection

Mainframe security

Network forensics and threat management Application scanning

Malware protection

P management

ewalls and iEntrusliqrnpreventiort; P



Challenge #3 : Difficult to develop
Best Practices

How Can We Make Smart Cities

’ Th reat depends On Even &_‘:marter?. Start With
seve ral factors Securlf{lfr:tflllgence

* Risk mitigation
requires continous
assessment

The Future of Cybersecurity

- Railway versus
Airway

« Stuxnet versus
Mirali
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Challenge #4 : Compliance

* Does compliance

helps ?
oA
Open Banking: Tremendous
Opportunity for Consumers, New
YE S , , , Security Challenges for Financial
Institutions

April 13, 2018 | By Domenico Raguseo

Securing Mobile Transactions
and Payments in the Age of
Connected Devices

November 30, 2017 | By Domenico Raguseo
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Challenge #5 : Sophistication of attackers

« Who are the bad

guys ?
— Development of
Malware is not illegal Analyze Attack Patterns to Make
— Legal or not legal, Your Environment Secure by
possibilities of Design

i nve Stig ati O n depe ndS September 1, 2017 | By Domenico Raguseo
on local regulation

* CyberCrime is a very | o
well organized crime ~ ° Disefranchaising

» Business Email
Compromise
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Activities performed during Business Email Compromise — Case A

Data protection | Data access control

Email is received
with malicious

attachment and Command and
Applica “payload” macro control is
Application security is executed Security analytics allowed to be

(malware Vulnerability management established
defenses fail) hreat and anomaly detection

Transg 3 SECURITY
MOPBILE ORCHESTRATION
Unpatched & ANALYTICS

vulnerabilit
y is
exploited

FDVANCED
FRAUD

User behavior analytics

Incident response Credential
are
stooled

Endpoint patchifga ENDPOINT
Malware protection

THREAT _ _
INTEL Kill Chain — Case A

Threat sharing | IoCs
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Security controls violated during Business Email Compromise

Data access control

Data protection

1. Secure configuration of
end-user devices . Email and web
(mobile, laptops, browser
workstations, servers IDENT! protections

2. Continuous vulnerability Security analytics & ACCH . Malware defense
assessment and Vulnerability management Secure

. . Threat and anomaly detection : . .

remediation configurations for

3. Malware defense A e
Transact'® SECURITY
Device manage MOBILE ORCHESTRATION A AUD

Content security & ANALYTICS

Threat hunting and investigatig
User behavior analytics
Incident response

Endpoint detection and

Endpoint patching and mar&S&natt B\[s]le)i 1§ "
Malware protection Identities and

Access
THREAT

INTEL

Threat sharing | IoCs
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Watering hole .. A change in attach strategy . Case B

Kill Chain — Case A Data protection | Data access control
Case B =! Case A ’

Command and

control is
allowed to be
established

Applfi§ation
Application secyritjyman

‘ ' Downloaded
i~ - SECURITY from a web
cfab MOBILE ORCHESTRATION Al"l/:VRAA':’%ED site
eXplolte [ & ANALYTICS

N

Threat hunting and investigation
User behavior analytics
Incident response

Endpoint detection and
response

Endpoint gatching and management S3\[s]e)i\ 1} Identlty
Malware protection and
e Access
INTEL
Attach Pattern Threat sharing | IoCs N
A+B
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Kill Chain - Case B
Case B =!Case A




How to address challenges

 Utilization of cognitive technologies and
Al in the implementation of security
controls
« Security by Design
« Configuration Management
« Security having an intrinsc value
« Consider to implement security
controls on demand
 Integration of security control
« Collaboration and awareness
« Focus on prevention but also detection
and response

The Power of the Security
Immune System

June 16, 2017 | By Domenico Raguseo
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Opportunities

« The perfect crime does not m
exists in the cyber world

« Criminal use the digital
ecosystem

« Cybesecurity technologies
can be exprted to phisical
workd

« Authentication



Is Al la challenge or an Opportunity ?

Threat Analysis e ——

SQL injection [DEFCON'17]

- Automate: generate targeted
phishing attacks on Twitter

[Zerofox Blackhat 18]

o i i - Refine: Neural network powered
n CI e n rl aq e password crackers
o - Evade: Generative adversarial

networks leam novel
steaanographic channels

 Vulnerabilities to fix .

 Anomaly Detection

« Biometrical
Regognition
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Poison: Microsoft Tay chatbot
poisoning via Twitter (and Watson
“poisoning” from Urban Dictionary)
[Po]

Evade: Real-world attacks on
computer vision for facial
recognition biometrics [CCS'16]
and autonomous vehicles

[OpenAl] [Ev]

Harden: Genetic algorithms and
reinforcement learning (OpenAl
Gym) to evade malware detectors

[Blackhat/DEFCON'17]

Al Powered Attacks Attacking Al Theft of Al

Theft: Stealing machine learning
models via public APIS
[USENIX"16] [DE]

Transferability: Practical black-
box attacks learn surrogate
models for transfer attacks
[ASIACCST7]

[ME, Ev]

Privacy: Model inversion attacks
steal training data [CCS'15] [DE]
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THANK YOU

FOLLOW US ON:
ibm.com/security

securityintelligence.com

xforce.ibmcloud.com
@ibmsecurity

youtube/user/ibmsecuritysolutions
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Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response to improper access from within and outside your
enterprise. Improper access can result in information being altered, destroyed, misappropriated or misused or can result in damage to or misuse of your systems, including for use in attacks on others.
No IT system or product should be considered completely secure and no single product, service or security measure can be completely effective in preventing improper use or access. IBM systems,
products and services are designed to be part of a lawful, comprehensive security approach, which will necessarily involve additional operational procedures, and may require other systems, products
or services to be most effective. IBM does not warrant that any systems, products or services are immune from, or will make your enterprise immune from, the malicious or illegal conduct of any party.
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