Server di posta con email
criptate per garantire la
confidenzialita

Riccardo Veraldi



Data Breach

* un incidente di sicurezza informatica in cui dati sensibili, protetti o
riservati sono stati potenzialmente visualizzati, violati e utilizzati da un
individuo non autorizzato a farlo
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Email and password data breach

* Jan 2019: Massive Data Breach Exposes 773 Million Emails, 21 Million Passwords
e https://haveibeenpwned.com/ (Troy Hunt)

riccardo.veraldi@cnaf.infn.if]

Oh no — pwned!

Pwned on 1 breached site and found no pastes (subscribe to search sensitive breaches)

* In August 2017, a spambot by the name of Onliner Spambot was identified by security
researcher Benkow moy)udg. The malicious software contained a server-based
component located on an IP address in the Netherlands which exposed a large number
of files containing personal information. In total, there were 711 million unique email
addresses, many of which were also accompanied by corresponding passwords. A full
write-up on what data was found is in the blog post titled Inside the Massive 711 Million

Record Onliner Spambot Dump.
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https://haveibeenpwned.com/
https://benkowlab.blogspot.com.au/2017/08/from-onliner-spambot-to-millions-of.html
https://www.troyhunt.com/inside-the-massive-711-million-record-onliner-spambot-dump
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In buona compagnia... o

Oh no — pwned!

Pwned on 7 breached sites and found no pastes (subscribe to search sensitive braacheas)

Oh no — pwned!

Pwned on 3 breached sitas and found no pasies (subscribe lo search sansitive braaches)

gaetano.maron@InlLinfn.it graziano.bruni@bo.infn.it

Oh no — pwned! Oh no — pwned!

Pwned on 5 breached sites and found 1 paste (subscribe 1o saarch sansitive breachas) Pwned on 4 breached sites and found 1 paste (subscribe lo search sensitive breaches)

fernando.ferroni@roma1.infn.it speranza.falciano@romal.infn.it| pwned?

Oh no — pwned! Oh no — pwned!

Pwned on 6 breached sites and lound no pastes (subscribe to search sensitive breaches) Paned on 2 breached sites and found no pasies (subscribe to search sensitive breaches)

emidio.giorgio@ct.infn.it ! Enrico.M.V.Fasanelli@le.infn.it

Oh no — pwned! Oh no — pwned!

Pwned on 5 breached sitas and found no pastes (subscribe o search sensitive breaches) Pwnead on 3 breachad sites and found no pastes (subscribe o saarch sensitive braacheas)
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Email encryption

e Perche non criptare TUTTI i messaggi di posta in entrata ?
* Ogni messaggio viene cifrato su disco e solo il destinatario puo decifrarlo

* Modalita classica

* End-to-End email encryption
 S/MIME
* PGP (OpenPGP)
* GnuPG (OpenPGP)
» Bitmessage (con IMAP/POP bridges)
* || mittente deve avere la chiave pubblica del destinatario con cui cifra e/o firma il messaggio
inviato
* In caso di S/MIME i certificati X509 hanno spesso validita limitata nel tempo

e Modalita alternativa

 tutte le mail che ricevo vengono cifrate sul mail server (IMAP) indipendentemente dal fatto
che il mittente utilizzi una particolare tecnologia di encryption per inviare un messaggio
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Mail in uscita Calcolo
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Schema di realizzazione

- Thunderbird MTA
Mail in entrata

SHOME/Maildir/.Sent/cur

procmail

encr-sent.py + gpgit.pl
‘ Cifratura con GnuPG ‘ Cifratura con GnuPG
SHOME/Maildir/new

SHOME/Maildir/.Sent/cur
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Esempio ricezione di un messaggio

£ send Ae Spelling | v i ,,; D) save v

From:

v To:

Subject:
Paragraph

test

Riccardo Veraldi <Riccardo Veraldi@cnaf.infn.it>

r <r@infn.cc>

test

u Variable Width

BN

AA ~

[ Decrypted message
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Details

")P.n:-;:l',- ~» Farward é.&rcl‘m-'r: @Jmk ET[I)CIC:C More v

Riccardo Veraldi ¥

test S

Me <r@infn.cc> W

test

Version: GnuPG v2.0.22 (GNU/Linux)

hQIMA/DF8EO+NCExAQ/9Howo/O9LEpYmBea7YVnb/4efIp7I080rGhy4C3dMny9d
TSkzKZu2mgqgDJhQGbPeqS3C64MyHLDQqaQP9IBp96Ur52a/F+sfyEGPJ3/J+FNC2Z
8pFFRVr8BeeVJ/Ls8Y5wL1rRKONeZQF5DDy2bJEY1iolA+T+Iy+hHRWakVHAAMUL
n23XEQGh8qaNfGHOIFCKknkrYrjfzAEyDichYpRN/du¥TouX4jE1BkutP+auZyNO
QyOs6zpRrAKGKRh2TxNOHV] /aqcxJ£fJd3 fTE8Ucpmgf1iD2shUF9230Q0c79Xsq4IE 1KCoRRXd
7sSKPA==

=TFO09
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Componenti lato server

* Sendmail configurato per utiizzare «procmail»

* .procmailrc  perauLT="$HOME/Maildir/"
MAILDIR="$HOME/Maildir/"
:0 £
| /usr/local/bin/gpgit.pl r@infn.cc

 gpgit.pl (https://gitlab.com/mikecardwell/gpgit)
* Chiave pubblica GPG per ogni utente nella propria SHOME/.gnhupg
* Dovecot

* Opzionale encr-sent.py (https://github.com/rveraldi/encr-sent)
* Per cifrare automaticamente le mail nel folder Sent
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https://gitlab.com/mikecardwell/gpgit
https://github.com/rveraldi/encr-sent

Componenti lato MUA

* Client di posta che possa gestire la cifratura con chiavi GPG in modo
da potere Decriptare i messaggi di posta con la chiave GPG privata
dell’'utente

* Thunderbird + Enigmail (Windows, Linux, MacOS X) TESTED

Outlook + GPG4Win (Windows)

Apple Mail + GPGTools (MacOS X)

Canary Mail (MacOS X)

Mutt (Linux, MacOS X)

Mailvelope (Web Browser plugin)
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Mail in uscita cifratura (IMAP Sent folder)

* Non vengono direttamente cifrate dal server (non passano per procmail)

 Soluzioni

e Utilizzare Exim come mail server e utilizzare un filtro per i messaggi in uscita
* Richiede pero accesso a un repository locale delle password imap degli utenti

* Thunderbird setup
* Disabilitare la copia dei mail in uscita nel folder Sent
* Abilitare Auto Bcc to self
» Abilitare un filtro (se il messaggeio e’ per me stesso copia in Sent)

* encr-sent.py

 Daemon che monitora in modo efficiente tramite inotify (Linux kernel subsystem) la cartella
Sent dell’'utente sul server IMAP (Dovecot) e cifra i messaggi quando vengono scritti nella
cartella

* Non copiare le mail in uscita sul server IMAP
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Applicazioni
* Server di posta per sedi/servizi con particolari esigenze di privacy

* INFN-CERT
e Presidenza INFN (?)
e Altri?
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