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2 infrastrutture VMware
- 1 data center, 4 M630, licenza Essential Plus
- 1 data center, 3 M630, licenza Enterprise Plus
6 with operation management

[ servnaz-enc01-bl-02.cnafinf.
[ servnaz-encd1-bl-03 cnafinf.
[g servnaz-enco1-b1-04 enafinf.
[g servnaz-enc01-b1-05 cnafinf.
[ servnaz-enc01-bl-06 cnafinf.
(G baltig infn it

(G calendar.infn.it

Fp.casinin it

(. chatinfn it

(G chnetinfn it

(i code.infn.it

(5 collabora.infn.it

(5, dashboard-servnaz.inf.it
{5, docs-engine.infn.it

(g docs.infn.it

(T ds2.infn.it

(G dsc-bo.infnit

(G dsm3.infn it

G eic-itinm.it

G Tondiesterni.infn it

G idp2.infn.it

(G imapect infn.it

[EAP PR

‘ Virtual Machines | vApps |

451 New Virtual Machine
Nams

(& idp2.inf.it

5p imapect infn.it

(5 infngwi.infn.it

& infpect infit

(5 ipceiinm.it

(5 ips.infnit

G issues.infn.t

(5 kgb.infn.it

(53 licenses.infn.it

(5 licman2.infn.it

(5 lists.infn.it

G, mailing-elkinfn it
E[§ mailing-monitor.infn.it
(G mailing-puppetinin.it
F mailing-syslog infn.it
(5 mx1.infn.it

{5 newsletierinfn it
(5, pandora.infn.it
{5 protocollo.infn.it

yNew VM from Library.

 Deploy OVF Template... | [@Open Console
1aState Status Provisioned Space
Powered On @ Normal 54,11 GB
Powered On @ Normal 505 TB
Powered On © Normal 116,11 GB
Powered On @ Normal 505 TB
Powered On @ Normal 102,11 GB
Powered On @ Normal 52,1 GB
Powered On @ Normal 47513 GB
Powered On ® Normal 358,13 GB
Powered On @ Normal 64,11 GB
Powered On @ Normal 52,11 GB
Powered On © Normal 608,12 GB
Powered On @ Normal 25413 GB
Powered On ® Normal 102,11 GB
Powered On @ Normal 52,11 GB
Powered On & Normal 552,14 GB
Powered On © Normal 116,11 GB
Powered On @ Normal 104,11 GB
Powerad On /A, Warning 30,31 TB
© Normal 64,31 GB

Powered On
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Used Space
7.71 GB
501 T8
27,5 GB
501 T8
539 GB
8,18 GB
326,53 GB
302,36 GB
44,1 GB
55 GB
22961 GB
127,06 GB
6,68 GB
4143 GB
87,49 GB
2242 GB
699 GB
1526 B
15,55 GB

Shut Down Guest 0S8 @Res'ar\ Gues

Host CPU
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22 NHz
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298 MHz
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1720 MHz
22 NHz

Host Mem
3.976 MB
3844 MB
15.115 MB
3983 MB
1.535 MB
1138 MB
8242 MB
8.096 MB
4.138 MB
1.9808 MB
8.102 MB
3877 MB
1930 MB
1929 MB
1.892 MB
14721 MB
3979 MB
16.260 MB
3.976 MB
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Implementazione DR INFN
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| servizi SSNN (*.infn.it) presenti precedentemente sull'infrastruttura oVirt sono stati
migrati sulle infrastrutture VMware

@ VMware vSphere with Operatic: X

&« Cc @ ® @ https://myvmware.com/group/vmware/info?slug=datacenter_cloud_infrastructure/vmware_vsphere_with_operations_manz v Q9 IN @O =

. ) ] Drivers & Tools Open Source Custom ISOs
La licenza Enterprise with —— o

operation management offre .

VMware vSphere Hypervisor (ESXi) 6.5 U2 2018-05-03 Go to Downloads
d H n f n
l V e rs e e a t U re VMware vCenter Server 6.5 U2 2018-05-03 Go to Downloads
VMware vRealize® Log Insight™ 4.6.1 for vCenter™ 2018-06-05 Go to Downloads
VMware vSphere Replication 6.5.1.3 2018-05-03 Go to Downloads
VMware vSphere Data Protection 6.1.5 2017-08-24 Go to Downloads
VMware vSphere Big Data Extensions 2.3.2 2017-02-23 Go to Downloads
VMware vRealize Orchestrator 6.0.4 2016-03-10 Go to Downloads
l l d - t 1 1 S h I - t . " VMware vRealize Orchestrator Appliance 7.0.1 2016-03-15 Go to Downloads
q p p VMware vRealize Operations Manager 6.7.0 2018-04-12 Go to Downloads
. 1 .

C I O e a re p I C a e a V M VMware vSphere Integrated Containers 1.4.0 2018-05-15 Go to Downloads
VMware Y5 for vSphere 6.4.1 2018-05-24 Go to Downloads

con RPO (Recovery Point Objective)
configurabile
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Implementazione DR — vSphere replication [1] (CINFN

o Istituto Nazionale di Fisica Nucleare
db*.fu:e nter-sn-cnafinfn.it

La feature “data re p lication” e’ 5k, vdataprotection-hero-sn-cnar...

. . . ﬂb‘-‘d ataprotection-sn-cnaf.infn.it
eseguita dauna PP liance (VM) in 1 VDP_VERIFICATION_docs-...
funzione sul cluster VMware & vista.infn it

i ﬁb vreplication-02-sn-cnaf.infn.it
ﬁb vreplication-sn-cnafinfn.it

Il sito sorgente e’ il cluster VMware Bywebinhit
dbwww—presld.mfn.lt

installato al CNAF e quello di G, www e-rihs eu
destinazione e’ il sito presso Bari ' o
https://infnsrv00.bal.garrservices.it

F docsinfn.it é OK EP infnsnv00 bat.garrservices it

H n H n H H F chatinfn.it @ Sync [ infnsrv00 bat garrservices.it
Per ogni VM “replicata” sul sito di " ’ RPO 4h
destinazione, si puo’ scegliere un RPO —

Replication Details | Pointin Time
(l nte rva | | O d i te m P O) . V S P h e re Status: @& OK Last instance sync point: 05/06/2018 02:09:56
. . . . . . . Virtual machine: docs.infnit Last sync duration: 3 seconds
replication applica i cambiamenti di una — o s 5508 RPO
H - VRserver: RPO: 2 hours

VM del Slto Sorgente a”a VM del Slto Configured disks: 1of1 Quiescing: Disabled documentale Zh

MNetwork compression:  Disabled

destinazione in modo che le repliche

non siano piu’ “vecchie” del RPO.
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Implementazione DR — vSphere replication [2]

Protected Site

CNAF

[ vSphera Client ]

‘ SRM plug-in

=

2 appliance (VM) [ SRM Server ][ vCenter SEnrer]

Recovery Site

[ vSphere Client ]

‘ SRM plug-in 1

=

[ wvCenter Server] SREM Server

che gestiscono le | | | |
. VR Appliance YR Appliance
repliche
3 | Additional .
|_ | | VR Server | | -—
ESXi ESXi ESXi ESXi
Server Server Server FIRI I
File Co
[ VR AgentJ [ VR AgentJ [ VR AgentJ [vephere rep”catlu> Py
Storage l Storage -
VMFS VMFS VMFS VMFS
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GARR-Bari

2 appliance (VM)

che gestiscono le

repliche

Non c'e’ la VM
ma i "delta”
utili per la
ricostruzione



Implementazione DR —vSphere replication [3]

File presenti sul datastore remoto
relativi alla replica di una VM

H datastore11 | g (@ @& B E3 | {ghActions »

Getting Started Summary Monitor Configure  Permissions | Files
Q Searct

« B datastore11 MNams

- [l baltig.infn.it

p CJsiinfn.it

» [www e-rihs.it

p CJxmpp.infn.it

p CJwww.e-rihs.eu
» [Jissues.infn.it

p [Jimapeci.infn.it
» [Jcollabora.infn.it
» [ protocollo.infn.it

» CImailing-maonitor.infn.i

» [Jipceiinfn.it

» [].5dd.sf

» [Jbastion.dr.infn.it
» CImailing-elk.infn.it
» [1supporto.infn.it
» [Jcalendarinfn.it
p Cnsi.drinfn.it

@5 hbrdisk.RDID-367 3fe54-30eb-4051-...
[ hbrgrp.GID-26318189-3b04-45ec-b...

&5 baltig.infn.it_2 vmdk

&5 hbrdisk RDID-67a13658-1d%9e-4e0a..
&5 hbrdisk. RDID-722ed5c1-6e41-4511-...

&5 baltig.infn.it_3.vmdk
&5 baltig.infn it vmdk

5 hbrdisk. RDID-b314c868-64ee-44c5-.

&5 baltig.infn.it_4 vmdk

[ hbrefy.GID-36318189-3b04-45ec-be...
&5 hbrdisk RDID-21ce7fE2-7e06-41b2-...
[ hbrefg.GID-36318189-3b04-45ec-be...

&5 baltig.infn.it_1.vmdk
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Hosts  WVNs

INFN

Intituta Masianale (i Fisica Nucleare

1.024,00 KB
881KB
533.504,00 KB
1.024,00 KB
1.024,00 KB
292.826.112,00 KB
12.646.400,00 KB
1.024,00 KB
150127 616,00 KB
492 KB

1.024,00 KB

848 KB
261.457.920,00 KB
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Implementazione DR — vSphere replication [4]INFN
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CNAF — outgoing site P GARR-Bari —incoming site

) vcenter-sn-cnaf.infn.it 7 *g /g | {jActions ~ (") infnsrv00.ba1.garrservices.it 1 @ Jg | {ghActions +
Getting Started  Summary | Monitor | Configure  Permissions Datacenters  Hosis&Clusters  VMs  Datastores  Nefworks  Linked vCenter Se Getiing Started  Summary | Monitor | Configure  Permissions Datacenters Hosts & Clusters VMs Datastores  Networks — Linked vCenter Server Syst

‘ [SSLes ‘T‘““ Eilwen's ‘ SeEmlacs ‘ BEssichs |‘Sphere T | "Iss ues |Ta5k5 & Events ‘ System Logs | Sessions |\Sphere Replication ‘

“ % hAE3RC “ % % H R R O0C
S T £ R 3 T Outgoing Replications Vitual Machine Saurce
Incoming Replications ? newsletter.infn.it & OK [@ innsrv00.ba1.garrservices.it Incoming Replications F newsletter.inf.it & 0K [ veenter-sn-cnafinfn.it
Reports f dashboard-servnaz.infn.it & OK EP infnsrv00.ba1.garrservices.it Reports &7 dashboard-servnazinfn.it @ OK % T T,
Cloud Recovery Settings oF vista.infn it & oK (B inmsrv00 ba' garrservices. Cloud Recovery Settings F vistainfn it & OK [ veenter-sn-cnafinfn it
' collabora.infn it @ Sync [B infnsrvD0 bat.garrservices.it o collaborainfmit @ oK B, veenter-sn-cnafinfn it
P calendar.infn.it & OK [B infnsrv00.bat.garrservices.it 9 calendar ;nfn h & oK B, veerter sn—cnafinfn.it
CF ipsinfnit & 0K [& infnsrvD0 bal.garrservices.it & ipsin it. . & OK Ep veenter- 5n—cnafinfn.it
F baltig.infn.it & 0K [Z infnsrv00.bat.garrservices.it ’ ’
P mailing-monitor.infn.it & OK EF‘ infnsrv00 ba1.garrservices.it “
i S
| Replication Details | Pointin Time ~ Recovery
J Replication Details ‘ Pointin Time To collect information about the ongoing replications, vSphere Replication requires credentials to the remote site.
Status: @& OK Last instance sync point: 05/06/2018 02:09:56 Status: & OK Last instance sync point: 08/06/2018 12:57:38
Virtual machine: docs infn it Last sync duration: 3 seconds Virtual machine: ewsletter.infn.it Last sync duration: T seconds
Target site: fr 10.batgarservicesit  Lastsync size: 5399 MB Target site: center-sn-cnafinfnit  Last sync size: 9,08 MB
VR server: replication.dr.infn.it RPO: 2 hours VR server vreplication.dr.infn.it RPO: 4 hours
Configured disks: 1 of 1 Quiescing: Disabled Configured disks: Login required Quiescing: Disabled
Network compression:  Disabled Managed by: VR Network compression:  Disabled

Qui si hanno informazioni sui tempi/stato della replica
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Implementazione DR — vSphere replication [5](INFN
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vSphere replication reports

[~ vcenter-sn-cnaf.infn.it | P @ /g | igiAetions v
Getting Started  Summary | Monitor | Configure Permissions Datacenters Hosts & Clusters VWMs Datastores Metworks Linked vCenter Server Systems  Extensions Update Manager
[ Issues | Tasks & Events | System Logs | Sessions ere ication
" Filter by date range: | 1 week | -
Outgoing Replications * Replicated VMs (by VC) O
Incoming Replications -+ Transferred bytes | | = RPOviolations [
e a
Cloud Recovery Settings 48,57 GB
37,25 GB 2
27,84 GB
18,63 GB 1
0,008 0
|| OU0B/2018 DVOG/2018 OZOB/2018 OHOG/2018 406201 OUOEI2018 O1/0B/2018 C20B/IZ018 ONOB2018 OH0S/2018
[ Total sent bytes [l RPO violations count
+ Replications count | | = Site connectivity O
12
48
10
a2
15 8
e [
2
4
14
l Replicated virtual machines - = =
E] i 3
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Implementazione DR — vSphere replication [6](CINFN

Il recovery/ripristino della VM avviene
sul sito di destinazione

Un‘ulteriore opzione, da abilitare, del

data replication €' il pointin time; in

questo caso, in aggiunta all'ultima
replica ci sono anche "n” stati
precedenti rendendo possibile il
ripristino ad uno di questi

] infnsrv00.bal.garrservices.it ¥ *@ /g | {chActions ~

,,,,,,,Qggjpg Started Summary | Monitor | Configure  Permissions Datacenters Hosts & Clusters  VMs

Issues | Tasks & E\.réﬁiérr""sysiem,l_gggw Sessions | vSphere Replication

« %% % & &Moo
Outgoing Replications Viiual Maching Status
Incoming Replications [ newsletterinfn.it & OK
Reports [ dashboard-servnaz.infn.it & 0K
Cloud Recovery Settings O vista.infnit & OK

7 collabora.infn.it & OK
7 calendar.infn.it & OK
[ ips.infn.t & OK

Replication Details | Pointin Time  Recovery

Datastores

Istituto Nazionale di Fisica Nucleare

Metworks  Linked vCenter Server Syst

Source

[E veenter-sn-cnafinfn.it
% veenter-sn-cnafinfn.it
@ veenter-sn-cnafinfn.it
@ veenter-sn-cnafinfn.it
@ veenter-sn-cnafinfn.it
@ veenter-sn-cnafinfn.it

To collectinformation about the ongoing replications, vSphere Replication requires credentials to the remote site.

Status: & OK Last instance sync point: 08/06/2018 125738
Virtual machine: Last sync duration: 7 seconds

Target site: Last sync size: 908 MB

VR server: vreplication.dr.infn.it RPO: 4 hours

Configured disks: Login required. Quiescing: Disabled

Managed by: VR MNetwork compression: Disabled
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Implementazione DR — vSphere data protection [1] ( INFN

Ebvcenter—sn—cnaf.infn.it Istituto Nazionale di Fisica Nucleare

La feature "data protection" e' Ebvdatapr{:tection-hero-sn—cnaf...

---' ﬁb vdataprotection-sn-cnafinfn.it

esegu itadauna PP liance (V M) in 1 VDP_VERIFICATION_docs-...

. (i vista.infn.it
fUﬂZlone SUl C|UStel‘ VMware &k, vreplication-02-sn-cnaf.nfn.it
ﬁbwepIication—sn—cnaf.infn.it
Ei web.infn it

" vm || vm || vm

SCHEDULE  { i
BACKUPS VIA :

VMWARE vCENTER
SERVER

- -

L

a ¥

. .

1) il backup parte secondo schedula

2) I'appliance crea uno snapshot della VM

3) lo snapshot viene scritto sullo storage di
destinazione e deduplicato

DATA DEDUPLICATED

d CREATE SNAPSHOT
AND STORED
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Implementazione DR — vSphere data protection [2] ( INFN

; R Istituto Nazionale di Fisica Nucleare
vdataprotection-hero-sn-cnaf.infn.it

Getting Started Backup Restore Replication Re ports Configuration

Backup dell'immagine della VM,

; & Refresh
anche della configurazione S e snowa
9 ’ ;
schedulato verso due datastore | Dreme Sasih e
. ’ 3 iy 06/06/2018 03:02 AM > 512116 Image
esterni a quello dellinfrastruttura 5| O ososeoreoaon > sizras
Ty 06/04/201803:01 AM » 512107 Image
i Ty 06/03/201803:01 AM > 512110 Image
T 06/02/2018 03:01 AM > 512114 Image
Possibilita’ di schedulare backup pf [ B SRR e
per singola VM, gruppi o tutto un B VDP Appiance storage summary
| Capacity: 83TiB
datacenter. H pace e
Deduplicated size 31TiB

37.60%

Effetto della deduplica sui dati —
in backup

Non-Deduplicated size: 188 TIB

Controllo dei backup automatizzato;
la VM viene ripristinata (senza
configurazione di rete), si controlla che
finisca il ripristino e cancellata; attivo per buona parte delle VM.
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Note a margine — backup DATI su storage locale [1] (C INFN

Burp-Ul Search clent ) Istituto Nazionale di Fisica Nucleare

i Overview - Search clir
Clients

ol Reports

 Calendar Status

Home /
Show entries

Name Last Backup Monitor

baltig.infn.it

code.infn.it Sat, Jun 9, 2018 5:02 AM

baltig.nfn.it Sat, Jun 9, 2018 5:00 AM Bac ku ps

postino02.cnaf.infn.it Sat, Jun 9, 2018 5:00 AM

Toggle column: Number - Date - Bytes received - Estimated size - Deletable - Status
ovirt-engine.presid.infn.it Sat, Jun 9, 2018 1:59 AM

Show entries
T ; Sat 1uno 201 128 Mt

Number Date Bytes received Estimated size

Home / baltig.infn.it overview / 0000131 Sat, Jun 9, 2018 5:00 AM 77.0 GiB 491.7 GiB

BaCkUp n°0000131 of baltlglnfnlt 0000129 Thu, Jun 7, 2018 5:00 AM 84.5GiB 464.7 GiB

foptions~ & 0000128 Wed, Jun 6, 2018 5:01 AM 69.0 GiB 443.2 GiB

0000127 Tue, Jun 5, 2018 5:00 AM 60.3 GiB 425.0 GiB

0000130 Fri, Jun 8, 2018 5:00 AM 83.7 GiB 482.1 GiB

0000126 Mon, Jun 4, 2018 5:03 AM 50.5 GiB 410.3 GiB

drwxr-xr-x 8.0KiB Thu, May 3, 2018 10:26 PM
0000125 Sun, Jun 3, 2018 5:01 AM 45.8 GiB 415.2 GiB
etc drwxr-xr-x 8.0KiB Thu, May 3, 2018 10:26 PM

— o § Showing 1 to 7 of 7 entries
gitlab-backups 132.0iB Sat, Jun 9, 2018 4:20 AM

gitlab-pages drwxr-xr-x 53.0iB Wed, Jan 17, 2018 12:16 PM
gitlab-registry drwxr-x--- 38.0iB Thu, Jan 18, 2018 1:25 PM

opt drwxr-xr-x 20.0iB Wed, Apr 18, 2018 12:45 PM

- a0k Fi s, 2018 235 P | dati di tutti i servizi SSNN sono sotto backup
oo o8 oo fore zoie 12 P su storage locale con Burp https://burp.grke.org/
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Note a margine — backup DATI su TSM [2]

INFN

Istituto Nazionale di Fisica Nucleare

| dati di alcune VM SSNN sono sotto backup su nastro tramite client TSM/Tivoli IBM

Da valutare se ripristinare
il backup su nastro del data
storage di backup VMware

June &, 2018

This reportincludes 3 SQL queries

Custom Report

at 10:30 AM

Scheduled backups in the last 24 hours

Subject Backup daily report - Servizi nazionali Jun 8, 2018 10:30:00 AM

?

10:3

TSM-BACKUP

Node Schedule time Start time End time Status Output

IMAPO2 2018-06-08 05:00 2018-06-08 05:19 2018-06-08 05:49 Completed All operations completed successfully.

LISTS 2018-06-08 05:00 2018-06-08 05:51 2018-06-08 06:22 Completed The operation completed successiully, but some
POSTINO 2018-06-08 05:00 2018-06-08 05:34 2018-06-08 05:56 Completed All operations completed successfully.

WEB 2018-06-08 00:01 2018-06-08 00:24 2018-06-08 00:36 Completed All operations completed successfully.
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