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Quantum Communications

Quantum Communications is the art of
sharing quantum states between distant

partners.




Quantum Communications in Space

m Space QC: demonstration of protocols for secure

communications such as guantum-key-distribution
(QKD) and quantum teleportation along

= satellite-to-ground or

m intersatellite links.

= Quantum Communications: faithful sharing of qubits
between separate correspondents
= Test for the Principles of Quantum Physics in a new context

= Massless Probe from a moving terminal, along a channels

where Reldtivistic effects may be revealed using quantum
interferometry, polarization, etc.

Our knowledge is ultimatelyresiricted by the

boundaries of what we have explored by direct
observation or experiment.
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Investigation of QC along space
channel without active safellite

= Orbiting retroreflectors may be used in a two-way link with a single telescope
onground e .. T

= They may preserve
= the polarization state . ‘
= the temporal coherence Laser- ranging Satellite

= The channel transfer function is modeled according to: Single-photon
m diffraction losses, channel
= atmospheric absorption,

= wavefront degradation due to turbulence
n reflectivity of the retroreflector

m optical characteristic of the ground station
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Corner-cube retroreflectos
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Large selection of space retroreflectos
for Space Geodesy and more
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The ground station:
Matera ASI-MLRO

m Giuseppe Colombo Space
Geodesy Centre of Italian
Space Agency - Matera Laser
Ranging Observatory (MLRO)

m Director Dr. Giuseppe Bianco
President of ILRS

m World highest accuracy in SLR:
mm-level for about 107 m
range

m Accurate lunar ranging




Beginning: single photon
exchange

The satellite is acting as a
source emitfing a single
photon in the receiving cone
from a moving reference.

There are rapid variations of:
® |ink length, timing

m Pointing

m Velocity aberration d~2v/c
QComm requires to point out
when fo measure to the ns or

better

the Earth gravitational fieldis
stronly influencing the motion:
no Keplerian orbit
approximation!




~ Launched laser pulses
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Single-photon
A peak of 5 cps was observed at
D=0 above the background.

The peak height exceeds 4
times the ms of the
background.

Total losses are of -157 dB.

In the downlink channel,
u = 0.4, and so clearly in the
single-photon regime.

DCR = 17 kHz X p(click) 3 10+
per pulse.

Integration 5 s
Bin-size 5 ns
FOV 30”

Filter 10 nm BW

link with Ajisali
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P. Villoresi et al. New J. Phys. 10 033038 (2008)



Coding of qubits

® To simulate a quantum source in
Space using orbiting retroreflectors

m To demonstrate the measurement of
guantum states in the downlink

m To address the mitigation of the
background noise and to assess its
limit

m To demonstrate the faithful

transmission of a generic qubits from
Space to ground

Laser Ran_g_ing:‘

E‘rState Aa‘l.yzrj
b
® To envisage the exploitation of this |~
type of link
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The making of the qubits

m Source on satellite: at single photon
level

Artenuation (distance, TX diameter) SHORT TERM [dB]

m The attenuation in the downlink from
a LEO source of = 3 cm dia. is in the
range of 55-70 dB.

b g &

Attenuation [dB]
3

® Transmission rate is crucial

&

= Short pulses and sub-ns
synchronization are consequently T

-

necessary .

i 0 10
Link distance [Km] TX telescope diameter [cm]

= Not foo short for causing a
bandwidth opening (to noise)
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J. Degnan, Geodynamics Series 25 (1993).
D. A. Arnold, Cross sections of ILRS satellites (2003)
(R Bonato et al. New Journal of Physics 11 (2009) 045017
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Coudé path of in-and-out B

Characterization of the
polarization transformation

Assessment of total efficiency

Mutual alignement of SLR and
Qubit beams

Mirror transmissivity at 532 nm
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The making of the qubits

®» MLRO master laser provided the
solution.

® Mode-locking source used for the

seeding 100 MHz (-10 Hz ! ), 100 ps FWHM
TL, usable output about T00 MW, 1064 nm.

® Pylse energy in nJ range.
m Second harmonics needed.

m First order (6,2 um) PPLN
5mol% MgO doped congruent Lithium

Niobate - 50 mm — thermally stabilized.

5,) *'Vi IQS‘ G. D. Boyd and D. A. Kleinman,

J. Appl. Phys. 39, 3596-3639 (1968)
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Measuring the qubits

m The Coude path is used in both
directions for both the SLR beam
and the qubits

: I
: Projectors—  Port
® The upward and inward beams =t =t =

are combined using a non
polarizing beam splitter

® Two large ares SPADs mounted to
the exit ports, designed to address
the velocity-aberration

m 81 ps timetagging of 8 channels

55y Hamamatsu H7360-02
B2 Single photon counting PMT
Dia 22 mm - very low dark




~ MLRO

Telescope 1.5 m Legend
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G. Vallone et al, Physical Review Letters, 115 040502,2015
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Satellite distance (km

Counts

Single passage of LARETS

Orbit height 690 km - spherical brass body
24 cm in diameter, 23 kg mass,
60 cube cornerretroreflectors (CCR)

Metallic coating on CCR Apr 10, 2014, start 4:40 am CEST

Time (s)

1 600(% 1?0 290
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G. Valione et al, Physical Review Letters, 115040502,2015



e _ 1)
Link Budget and
photon return rate A
5 2600
10%
Radar equation for the prediction of o
detected number of photons per pulse D 10°
8 2 @
1 %8 = 10 “:‘\.#\
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; B
The resulfs show that radar equation @ 10
model provides a precise fit for the 3 10
measured counts and the pvalue for the 100 ° R
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G. Vallone et al, Physical Review Letters, 115 040502,2015
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Observers of LARETS passages ,"




Non polarization
maintaining CCR
Polarization QComm
not possible

QBER

Polarization
maintaining CCR

Polarization QComm
with QBER
compatible with
applications

—<

Demonstration of stable QBER over
extended link duration

With LARETS pu=1.1 and QBER 1.2%

100 Q4=40.5+0.7% Lsar=101.841.1
Q,=40.5+0.7% f=(3164+56)cps
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New QKD safellite protocol
using retroreflectors

retroreflecting Satelite

/ Satelte trajectory
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New QKD safellite protocol
using retroreflectors

On the base of this experiment, we propose a two-
way QKD protocol for space channels:

® |n the ground station, a linearly polarized train of
pulses is injected in the Coudé path.

" The beam is directed toward a satellite with CCRs
having a Faraday Rotator (or equivalent), that rotate
the returning polarization by 6, according to QKD
protocol.

® |n the CCR a suitable attenuator lowers the mean
photon number to the single photon level.

m A measure of the intensity of the incoming beam
avoid Trojan horse attack.

m The state measure is done as in present experiment.

G. Vallone et al, Physical Review Letters, 115 040502,2015



New QKD safellite protocol
using retroreflectors

The two- way QKD protocol:

m By this scheme, a decoy state BB84 protocol can
be realised between satellite and ground.

m Such protocol is currently realizable using few
centimeter retroriflector as optical part in orbit.

G. Vallone et al, Physical Review Letters, 115 040502,2015



New QKD safellite protocol
using retroreflectors

Such protocolis currently realizable using few centimetres CCRs.

MLRO station as many others may be soonready for Space QCs !!
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Single Photon exchange:
from LEO to MEO

Demonstration of the detection of photon from the
satellite which, according to the radar equation, is

emifting a single photon per pulse from a
Medium-Earth-Orbit MEO satellite.
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D. Dequal et al. Experimental single photon exchange along a
space link of 7000 km, PRA Rapid Comm 93 010301,2016.



QComms exploiting
temporal modes of light

B Quanftum interference arising from superposition of statesis a striking

evidence of the validity of Quantum Mechanics, confirmed in many
experiments and also exploited in applications.

= We aim to the single-photon interference at a ground station due to

the coherent superposition of two temporal modes reflected by @
rapidly moving satellite thousand kilometers away.
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QComms exploiting
temporal modes of light

m A two-modes state is created with an unbalanced Mach-Zehnder
Interferometer (MZI)

m The satellite reflections induces a phase modulation, measured
using the same interferometer used for the generation.
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Kinematic Phase modulation

Relativistic effects on the photon interference
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Transformation in the channel

Pulse before the interferometer

r
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Reference frames

r' = 3(r — Tsat — Bet) r = reas + Y(r' + Bet’)
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Sequence of boosts

boost to mirror ref. frame / T'sat
T_ > v(1 — B)1_ +
C
reflection / T'sat
» —y(1 — B)m +
e

boost back to ground ref. frame

» —f8(T — tret)




Reference frames

Pulse after the reflection, atthe telescope

(1 — B)
9

Ua(Ts + tree) = Vo(—fam+) + wo(—fa(rs + At))

— Yo(—At — fary) — Yo(—At — fa(rs + Ab))
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Probabillity of click in the cenfral peak
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4-f optical relay in the MZI

Pupil imaging for the interference

Short arm Lona arm




The phase reconsfruction

Special Relativity transformations to the CCR reference system
and back, depending on B(t) = v,(t)/c.

P. probability of detecting the photon in the central peak
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Evidence of the interference

- A Constructive
interference
40
NP )N
Beacon C , el I P N l
so | B Destructive
1 i interference
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Visibility vs. ¢(t)

1

Vexo=67%11% for Beacon-C

Q_° 05

G. Vallone et al. Interference afthe
Single Photon Level Along Satellite-
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Istantaneous velocity effect

® The qubit modulation is
depending on the
instantaneous satellite
velocity.

= Fast metrology of the
retroreflector kinematics

G. Vallone et al. Interference atthe
Single Photon Level Along Satellite-
Ground Channels

Physical Review Letters 116 253601 2016
arXiv:1509.07855 (2015)



Further step: inquiring the
wave-particle duality in Space

= Particle duality of quantum
matter: impossibility of
revealing at the same time
both the wave-like and
parficle-like properties of @
quantum object.

= Bohr: there is no difference
“whether our plans of
constructing or handling the
instruments are fixed
beforehand or whether we
postpone the completion of
our planning until a later
SIS moment”




John Wheeler Delayed-choice
gedanken experiment
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Step forward in Space QCo

along a Space channel

mins.

inquiring the wave-particle duality
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Step forward in Space QCommes:
inquiring the wave-particle duality
along a Space channel

B satellite

Space channel
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wave-like: interference
fringe visibility

0 = N,+N_
VBcacon—C =V 4%’

VStarlettc —.40 4+ 4%
particle-like:

which-path information
pwp =95+ 1% (Starlette)
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Step forward in Space QCommes:
inquiring the wave-particle duality
along a Space channel

®m Phases of the superposition of temporal modes
changes constantly due to varying relative velocity of
satellite with respect to telescope.

m selection of the measure done using a QRNG after the
phase modulation

= Visibility of complementary observable violating the
particle-like nature of phonons.

= Combination of photon DoFs to realize the experiment

= cancellation of first order gravitational term - again!

F. Vedovato et al. — Science Adv. 3 e1701180 (2017)



QMemories are crucial
tools for QCommis!

Prof. Eden Figueroa Group @ Stony Brook University

8’Rb vapor at room temperature — 795 nm
Based on electromagnetically induced transparency (EIT)

Control and writing beams separated by 6.835 GHz

Control Field BD

| |[H>qubit | |V>qubit |D>qubit  |A>qubit




Rb memory for free-space BB84 QKD

Quantum Memory Module
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M. Namazi ef al,

7 S mecxxi 7 Q(,

Free space quantum communication with guantum memory
arXiv:1609.08676—to appear in Phys. Rev. Applied, 2017



Rb memory for a free-space generic gbit

Use of the memory with an input with uy=1.6 photon
Trasmissivity for probe beam 4.5%
Rejection of control beam 130 dB

QBER analysis: <1% for u~100 ph
<13% for y~ 1.6 ph
=»need to upgrade the noise rejection
=>very good performance in the state storage & reading

600 .
[H>F=92%) |V>F=92%) |D}.F=90% - |A>,F=93%
g
3 400
o
©
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©
9200 :
Qo 0 25 65 105 145
Time (us)

M. Namazi et al, arXiv:1609.08676, to appearin Phys. Rev. Applied, 2017
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1.5 m telescope with millimeter resolution in Satellite Laser Ranging.

Collaboration of QuantumFuture Research Group of Un
with ASI Matera Laser Ranging Observatory, since 2003.

Italian Space Quantum Communications
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LED orbit
channel

/
Laser- ranging Satellite |
Single-photon

Retroreflected beam [

D. Dequalet al.

Phys Rev. A Rapid Comm

93010301(2014)
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Conclusions

The frontier of Space Quantum Communications
has been opened.

QC from a satellite transmitter to the Earth was experimentally
demonstrated as feasible using
polarization coding — over 2000 km
and time-bins coding - over 5000 km
and the single-ph. exchange for LEO and MEO

Wheeler Delayed Choice scheme
implemented along a Space to ground link confimed that:
no elementary phenomenon is a phenomenon until it is a
registered (observed) phenomenon

QC around the Earthis expected to play roles in
= testing together Quantum Mechanics & Gravitation
= applications of quantum protocols as QKD and teleportation



Quantum Communications
and
Satellite Laser Ranging

Two communities running along well separate geodesics by birth, have synergies

that proven crucial in favour of the Space QComms and that is working also in the
opposite direction.

INFN Moonlight-2 Coordinator Simone Dell’Agnello INFN - LNF

m Synchronization of qubit detection at sub-ns level
= Accurate pointing including atmospheric refraction

m Existing infrastructures with very precise time reference (atomic clock + VLBI + GPS)
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QComms: not limits but horizons
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