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General comments
Intel Thread Checker for correctness studies
Intel Thread Profiler for performance studies

Other tools:

1.perfmon2, VTune, PTU for performance and correctness
studies

2.SystemTap for system issue debugging
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A note on multi-threaded programming

Not all problems can be parallelized
= But at the same time, there is no culture of parallelization

Several parallelism levels are available — this lecture covers a
multi-core model (single node)

Before you start debugging your multi-threaded program,
make sure that the sequential version runs correctly

The right tools can help you

= Vicious cycle:
= There are not many tools, so people avoid multi-threaded
programming.

= We don’t do multi-threaded programming, so there are not many
tools

Beware of Heisenbugs and Heisenmonitoring

= Sometimes it's impossible to monitor time-dependent effects
due to the monitoring tool overhead
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Checking correctness

Intel Thread Checker
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Thread Checker — overview

= Thread Checker is atool for on-the-fly checking of
threaded programs’ correctness

= Source instrumentation
= Binary instrumentation
= Pthreads and OpenMP supported

= Windows and Linux supported

= GUI only on Windows, but opens files from Linux —
definitely worth examining!

= Remote data collection possible

= The Diagnostics Guide helps with the analysis and
provides coding advice
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Thread Checker — features

= Anomaly detection

= Deadlocks
Stalls
= APl usage violations
= Race conditions
= Memory overwrites
= Abandoned locks

= Data analysis:
= Data collection and text analysis in Linux

= The trace file can later be opened in the Windows version
of the tool for detailed analysis
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Thread Checker — binary instrumentation

Use it when you can’t recompile your application with
the Intel Compiler

= |t's still best to enable debug information and disable
optimization

Advanced information might be missing

= Source code view will be avalilable if you compiled your
program in debug mode (but you will have a disassembly
view anyway)

Usage: by running tcheck cl program

Mixed binary/source instrumentation is possible, I.e.
when some files in the application have been
Instrumented, but some were not
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Thread Checker — source instrumentation

Generally preferred

Will provide advanced information
= Source code view
= Extended symbolic information

cons:
= Your code will be modified to collect trace data
= The size of the executable will slightly grow

Usage: -tcheck compilation flag with ICC
= Enables Thread Checker support
= Enables debug symbols
= Disables optimization
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Thread Checker — example 1

Example code from Thread
Checker for Linux void * increment (void *arg)

| ID| 2hort De|3ever|C|Contex|Description | 1zt Acc|Znd Acc|
| scriptio| ity |o|t[Best| | ez=[EBes|ezz[Bes|
| 11 | Mazne | u] ] I | £] | £]
I I | 11 I I I
I I | | I I I

| Eead —-> |Error|3| "datar|Memory write at "dataraces.c':26 | "datara| "datara|
| Trite da| | |aces.c|conflicts with a prior memory read|ces.cWi|ces.cfi|
| ta—race | | | ™20 |at "dataraces.cT":26 [antil | 26 | 26 |
I I | | dependence) I I I

| Trite —->|Error| 3| "datar|HMemory read at "dataraces.c':Zo | "datara| "datara|
| Fead dat| | |aces.c|conflicts with a prior memory |ces.cfi|ces. o |
| a—race | | |™:20 |write at "dataraces.c":Z26 [(flow | 26 | 26 |
I I | | dependence) I I I

| Trite —->|Error| 3| "datar|Memory write at "dataraces.c':26 | "datara| "datara|
| Trite da| | |aces.c|conflicts with a prior memory |ces.cfi|ces.cfr|
| ta-race | | |™:20 |write at "dataraces.c™":Z26 [(output |26 | 26 |

I | | dependence) I I I




Profiling threads — pthreads and OpenMP

Intel Thread Profiler
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Thread Profiler — overview

= Thread Profiler is a tool for performance analysis of
applications threaded with OpenMP or pthreads

= |nstrumentation view (source or binary)
= Posix Threads (pthreads)

= OpenMP
= Windows API threads

= OpenMP specific view

= Windows and Linux supported

= GUI only on Windows, but opens files from Linux —
definitely worth examining!

= Remote data collection possible

Andrzej Nowak — CERN openlab
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Thread Profiler — features

= Threaded application performance analysis
= Bottleneck analysis
= Synchronization issues
= Locates inefficiencies and sub-optimal resource usage

= Visual representation of threading performance issues

= Concurrency and thread state graph (“profile view™)
= Different breakdowns available, more later

= Transitions graph and timeline (“timeline view”)

Andrzej Nowak — CERN openlab
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Image from software.intel.com

Thread profiler —view

Dark green = good work, light green = no work, waiting, idle
Orange/red — critical path
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Thread profiler — profiler view

= Concurrency level grouping
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Thread profiler — profiler view

= Thread grouping
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Thread profiler — profile view

Different grouping types available:

= by concurrency level — a histogram showing how many threads
were running simultaneously

: byt%oftware objects — objects causing contention on the critical
pa

by software object type
by thread
by source stack

Statistics table under the graph — quite useful!

= You can click a vertical bar to display the statistics for the
selected part

Double-click to drill down to the next logical level of grouping
Right click to choose filtering mode

Application:
= Analyzing the concurrency level and thread imbalance
= Looking for culprits
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= Critical path display

Thread profiler —timeline view

= Light green portions show wait time, dark green show
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Thread profiler —timeline view

The timeline view shows the behavior of the program over
time and across threads

= Zoom in and out on the vertical (thread) and horizontal (time)
axes

Available data:
= Thread state: Active, Spin, Wait, Pause
= Critical path data (utilization / serial runtime / targets)
= Transitions (I.e. mutexes, semaphores)
= Forks and joins
= User events (defined by the user)

You can hover your mouse over an element type, and the
events recorded will blink on the graph

Application:
= Looking for imbalance
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Thread Profiler — OpenMP profile view

= Several viewing modes available:
= Data, threads, regions, summary

sSummary Yiew =

Shows the program-wide time distribution, together with estimated speedups.

Regions Yiew

£= Shows the time spent in each region for the whole program, with estimated
speedups,
Threads Yiew = Shows a graph of the time spent by each thread arganized by region and time
category.
Data Editor view 2

Shows a spreadsheet af the raw time data for time spent by each thread
organized by region and time category.

Image from VTune help files
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Thread Profiler — OpenMP example

ompPrime example from the samples (2 threads)
= Guide.gvs used in Thread Profiler for the OpenMP view

Run 1: over 200 time units
| | | | | | | | | |

A0

Run 2: over 220 time units
I | | | | I | | | | |

A0 I

Run 3: 65 time units

| |
A0 I

| | | | |
Note: all the bars represent percentage

Andrzej Nowak — CERN openlab 22



Thread Profiler — OpenMP example

= Runs with 2 threads

Yhole Program Whole Program YWhole Program
5 Estimated Speedups ] Estimated Speedups 5 Estimated Speedups
7 7 7
b b b
5 h 5
4 4 4
3 3 3
2 2 e 2
1 1 i 1
0 ol 0
012 3456 7 8 0123456 78 0123455678
Mumber of Threads Mumber of Threads Mumber of Threads
Speedup Curves: Speedup Curves: speedup Curves:
upper. — lower, — ideal upper. — lower, — ideal upper, — lower, — ideal
Speedups of Huns: Speedups of Runs: speedups of Runs:

upper, * lower, * actual upper, * lower, + actual upper, * lower, * actual



Thread Profiler — OpenMP example with 8
threads (unoptimized)

= Run 1 with 8 threads, summary:
M- I I I I I I I I I I I I I I

= Run 1 with 8 threads, thread view:

AOTO

A0T1

AOTZ2

AOT3

AOT4

AOT3

AOTE

AOTY

i r
0 0.0z 0.04 0.06 0.05 01 01z 014 016 018 0z 022 0.24 0.26 0.23 0.3 0.3z
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Thread Profiler —- OpenMP example with 8
threads (optimized)

= Run 3 with 8 threads, summary:

-

= Run 3 with 8 threads, thread view:

AOTO

A0T1

AOT2

AOT3

A0T4

AOT3

AOTE

AOTY J

1] 0. ooz 0oz 0.04 003 0.06 n.aor .03 nog 1N 011 n1z 013 014 013 016 nav 01a 014
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Thread Profiler — case study

= Thread Profiler was used at CERN to profile a multi-
threaded HEP application prototype on a 24-core
Dunnington system

= Several problems found, the most obvious of which was
frequent and inefficient locking

= Code was remodeled to reduce the number of locks by 4
orders of magnitude

= However, there were other bottlenecks and other tools
were needed to investigate
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Thread Profiler — case study

Dark green = good work, light green = no work, waiting, idle
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Thread Profiler — case study

= Concurrency and thread utilization (unoptimized)
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Time [5econds]

Thread Profiler — case study

Situation after slight optimization (runtime didn’t really change!)
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Code level tools
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Perfmon2, Vtune and PTU for threaded
code analysis

You can use performance monitoring tools, such as
erfmon2, to measure the impact of threaded software on the
ardware and on the operating system

= Significant knowledge of both the core and the platform is
required

Intel VTune allows for similar activities as perfmon2, but also
offers a user interface and predefined event sets

General notes:
= Read Intel manual #248966, appendix B

= Always try to coméaare one thread runs versus multiple thread
runs (i.e. 1, 2, 4, §, 16)

One idea: monitor the whole application

Another idea: analyze idle time and CPU usage for every
processor or hardware thread or software thread

= Standard efficiency metrics such as CPI
= Pin threads if needed, few tools support context switching!
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Using PMU events for working with
threaded code

False sharing: MACHINE_NUKES:MEM_ORDER event
= + significant last level cache misses (LAST _LEVEL CACHE_MISSES)
= Possibly significant FSB activity (BUS DRDY_CLOCKS:THIS AGENT)

Analyze cache and bus traffic
= Cache abuse is often a problem in multi-threaded apps
= Bus abuse is often a problem of memory-bound multi-threaded apps

= Rejected L2 requests (L2 REJECT_BUSQ:MESI:.BOTH_CORES:ANY)
IS Oone example

= Bus not ready (BUS_BNR_DRYV) is another example
Serial execution cycles (one core active only)
Bus and cache snoops (i.e. CMP_SNOOP:ANY)

Locked operations impact

= (L1D_CACHE LOCK:0x10 + 20 * L1D_CACHE_LOCK:MESI) /
UNHALTED_CORE_CYCLES

Modified data sharing
= EXT _SNOOP:ALL _AGENTS.HITM /INST_RETIRED:ANY
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Using PMU events for working with threaded code
— what Intel recommends

About Multi-Core Events

This group contains events that monitor multi-caore interaction,

Symbol Name Event Description
Code

BUS_HITM_DRWY

BUS_HIT_DRW

CMP_SNOOP

CPU_CLE_UNHALTED.CORE

CPU_CLE_LUMHALTED. CORE_F

CPU_CLE_UNHALTED.MO_OTHER

CPU_CLE_UNHALTED. TOTAL_CYCLES

ExT_SMOOPR

SMOODOP_STaALL_DREY

Image from VTune help files

0=7E

IR

Ox7a

0x0

Ox3c

0x3C

Ox3C

Q=77

0x7E

HITM =signal asserted.

HIT signal asserted.

L1 data cache is snooped by other core.

Core cycles when core is not halted.

Core cycles when core is not halted.

Bus cycles when core is active and the other is
halted.

Total number of core cycles.

External snoops.

Bus stalled for snoops.
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SystemTap with utrace for code level analysis

= SystemTap combined with utrace is useful for
debugging system-level issues related to multi-
threading

= You can tap functions and see their arguments, callers

= By using clever probes, you can:

= discover lock locations in the code
= Monitor explicit locks by probing known functions

= Monitor implicit locks by monitoring mutex addresses on the
system level

= create lock statistics and histograms (break down by
address or by latency)

= discover which functions are calling your locks
(backtrace)
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OS level tools
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General OS level analysis

Always monitor your OS — sometimes even CPU
utilization and system time can tell you a lot!

= Refer to the performance tuning lecture — OS tuning
section

= /proc/PID/maps, /proc/PID/smaps, /proc/PID/stat

Most of the PMU events mentioned can be used at the
OS level as well

Traditional tools: iostat, netstat, vmstat, pmap, ltrace

Strace can be quite useful:
= to point out mutex contentions (futex system call)
= also great for system call profiling

= be careful, there is some overhead (not as significant as
with many other tools though)

Andrzej Nowak — CERN openlab 36



SystemTap with utrace for OS level analysis

= You can use SystemTap probing to inject probes into
threading libraries (such as those related to pthreads)

= However, this can slow down the system...

= and most certainly will slow down your application, so some
effects might be mitigated (such as lock contention or race
condition)

= Functions you might want to look out for:
= Memory allocation (including internals)
= Threading functions in the pthread library (esp. mutex locking)
= Communication functions
= FUTEX system call

= Using backtraces is a good idea at times
= |.e. every X occurrences of an event

Andrzej Nowak — CERN openlab
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BACKUP

= Resources:
= http://www.intel.com (manuals)
= http://sourceware.org/systemtap
= Utrace GIT kernel tree (kernel.org)
= http://Itp.sourceforge.net/tooltable.php (Linux Test Tools)
= http://sf.net/projects/perfmon2
= http://perfmon2.sourceforge.net (documentation)
= http://perfmon2.sourceforge.net/pfmon_usersguide.html

= |ntel Software Products:

= VTune, Thread checker, Thread Profiler:
http://intel.com/software

= PTU:
http://softwarecommunity.intel.com/articles/ena/1437.htm
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False sharing

tab[0]++; tab[1]++;

Thread 2

Thread 1

tab[1]++;
tab[0]++;

_— o

MACHINE_NUKES:MEM_ORDER
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