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Outline
Radiation definition and units

Radiation effects on CMOS electronics

— ASICs

* min channel size: 250 nm, 130 nm & 65 nm
o examples: CARLQOS, Fel4, GBTx, RD53

— FPGAS: rad-tol vs COTS
» antifuse, Flash, SRAM

Mitigation technigues
Irradiation test facilities

Our experience:

e ALICE SDD /‘)
e CMS Muon Barrel @LouvainlaNeuve INFN

» ALICE TOF @Trento (G



« Space applications

e Avionics

e Nuclear power plants instrumentation
« Military application

« High Energy Physics experiments

Neutron flux (cm™2s™)

Need for rad-tolerant electronics

ATLAS Pixels: 2 10%° n/cm?/10 years

] Detector characteristics
100,000 Muen 5’\515“0’5 Flectromagneic Calorimeters E% ‘6";::‘:““ gm
Fa\ o Weight: 7000t
Solenoid I"‘_'\.‘ CERN AC - ATLAS V1997
10,000
1000 F
100
. Avionics
o NewYork City:
14 n/cm?/hour
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Need for rad-tolerant electronics
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Interaction radiation - Si

Oxide (Si0O,)

Source
region

p-type substrate

(Body) Chapn:l
Drain region
Photon (X,y) @ Heavwy
radiation @ LHC:
e protons
* neutrons
e pions
* heavy ions
d phOtonS Small density Large density Small density for direct ionization.

of e-h pairs of e-h pairs Possible high density from Heavy
lon produced from nuclear
interaction with Silicon nuclei
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Radiation effects on electronics

cumulative
effects

no dependence on particle
type, just on dose

single event
effects (SEE)

<

Total lonizing | I0onizing radiation

Dose (TID) all components

Displacement

non ionizing radiation

Damage (DD)

bipolar technologies,
opto-electronics

SEU
softéSET digital ICs | Q0L
SEFI

depends on type and energy

of the radiation

TID + SEE are the major concerns in CMOS electronics

hard

" SEL

W SEBO

SEGR

—

cC
o
5
O evice failure
>
o
CMOS ;;H—

Time

power MOSFET,
BJT, diodes

power MOSFET
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AA ] ] o ] Y
- Radiation definitions and units 4

d;mc'r - - - - _
fluence: ® = —— number of impinging particles per area (cm?) —

da —
flux: ¢ = dd _ d N fluence rate (cms?)

dt dtda

Ri,: energy in

+ 20 Ry, energy out

energy from radiation: ¢ = R. — R
>Q: energy changes in V

our

Jg absorbed energy per volume unit

absorbed dose: D=—  gray=1J/Kg=100 rad
dm rad =100 erg/g

dose rate: p_ 90

dt

gray/s, rad/s



Radiation definitions and units
LET: linear energy transfer (1/p dE/dx)

MeV cm? /mg A Sample Cross Section VS. LET Curve
ION
lon Species Energy RangeinSi  Surface LET in Si ON Ne  Ar  Cu Kr Xe Bi
(MeV) (um) (MeVxcm?/mg)
'H 28 4390 0.02 Kn
Li 56 378 0.37 _ Q1E3 ¢ =8
i e T ps=2330mglcm?® ¢ \ —
2c 94 171 1.49 »
0 108 109 2.85 ]
F 122 99.3 3.67 5 - -
2g; 157 61.5 8.59 2 B4 Weibull fit
32g 171 54.4 10.1 » m
el 171 49.1 12.5 z
Ti 196 39.3 19.8 Y
Y 196 37.1 21.4 2 Threshold
ENi 220 33.7 28.4 o 1E5F
%cu 220 33.0 30.5 0
"Ge 231 31.8 35.1 =
“Br 241 31.3 38.6 ™
ag 266 27.6 54.7 e e
127) 276 27.9 61.8 10 20 30 40 50 60 F B0 90 100 110
Y Au 275 23.4 81.7 LET MeV/ mg/ cm~2

cross-section (o): the probability that the particle produces a
SEE, given in cm?/bit, or cm?/device G = NSEU | @

Failure In Time rate (in 1 billion hours):
FIT/Mbit = o * ¢ *106*10°

Mean Time Between Failures:
MTBF = 1/(bits * ¢ * ¢) 8
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NSEU R = IG(E)

1E-4 ¢

1E-5 ¢

SEU rate (R) estimate

A Sample Cross Section VS. LET Curve
ON Ne Ar i

Threshold

Knee

Cu

\

ION
Kr

10 20 30 40 50 B0 70 8O 90 100 110 107!

LET MeV / mg / cm”2

107
Energy [GeV]

6 10t 107 10° 10?

a9 ...

R= I\Idevice c®

SEU rate

Huhtinen and Faccio, “Computational methods to estimate Single Event Upset
rates in an accelerator environment”
This work shows that an irradiation with protons directly gives an estimate
of the SEU rate in LHC: the measured o at an energy of about 60MeV or
more, multiplied by the total hadron ¢ (above 20MeV) foreseen in the
position of interest in LHC, gives the expected upset rate. 9



Particles and damages

Dose (rad(Si)) = LET *Fluence*1.6107

Radiation | TID Displacement (NIEL) SEE
X-rays Expressed in SiO, No No
0Coy Almost identical in Si or SiO,
p Equivalences in Si® Equivalences in Si®” Only via nuclear
@60MeV 10'p/cm2=13.8krd @53MeV 1 p/cm? = 1.25 n/cm? interaction. Max LET of
@100MeV 10'p/cm2=9.4krd @98MeV 1 p/cm? =0.92 n/cm? recoil in Silicon =
@150MeV 10'p/cm2=7.0krd @154MeV 1 p/cm? = 0.74 n/cm? 15MeVcem2?mg-t
@200MeV 10'p/cm?2=5.8krd @197MeV 1 p/cm? = 0.66 n/cm?
@250MeV 10'p/cm2=5.1krd @244MeV 1 p/cm? = 0.63 n/cm?
@300MeV 10'p/cm2=4.6krd @294MeV 1 p/cm? = 0.61 n/cm?
@23GeV 10Yp/cm?=3.2krd @23GeV 1 p/cm? =0.50 n/cm?
n Negligible Equivalences in Si®” As for protons, actually
@1MeV 1n/cm2=0.81n/cm? above 20MeV p and n
@2MeV 1 n/cm? =0.74 n/lcm? can roughly be
@14MeV 1 n/cm?2=1.50 n/cm? considered to have the
same effect for SEEs
Heavy lons Negligible for practical purposes Negligible Yes

(example: 108 HI with
LET=50MeVcm2?mg-! deposit
about 800 rd)

$ Energy here is only kinetic (for total particle energy, add the rest energy mc?)
“The equivalence is referred to “equivalent 1Mev neutrons”, where the NIEL of “1MeV neutrons” is DEFINED to be 95
MeVmb. This explains why for 1MeV neutrons the equivalence is different than 1

SEU rates in LHC is dominated by hadrons with E > 20 MeV

10




% Radiation effects on CMOS electronics &

Radiation effects depend on:
 type of radiation

 WI/L geometry

» temperature

Oxide (510,)

Source
region

They do NOT depend on:
o dose rate

Drain region 1

Accelerators

p-type substrate
(Body)
Channel
region

Space Laboratory Weapons This allows to test at high
- - dose rates systems that

will have to face low

dose rates!

1.E+12

T T T T T
1.E-06 1.E-03 1.E+00 L.E+03 1.E+06 1.LE+09
L Typical dose rate (rad(Si)/s) J 11




TID

4

buildup of charge effects

e-h pairs creation

Interface states
Can trap both e and h*

Trapped charge
ALWAYS POSITIVE!

n-channel p-channel

St + == | FAST process

charges

Interface
states

SLOW process

p-substrate

After T.P. Ma et al., "Ionizing
Radiation Effects in MOS
Devices and Circuits”

T NMOS
, OFF
L o’ ox
-..._~~' "l
-‘ﬁ
1}0 2 1’0 3 1I0 3 DOSE[Gy]
1 _--.'-'-
\
-
AR PMOS ~"..~~ ON
~\s OFF

TI1D =» how much the device parameters drift ?

(device degradation)

12



OOSE LEVEL
INCREASING

DEFINITION OF
THRESHOLD
Tp=10pA (SAY)

TID effects

Failure Main degradation Typical values for
mechanism effect Symbol CMOS LSI
number
Dose -AVT
rad (Si) |volts
1 Minor 'noise immunity NIR 18x102 0.2
reduction’; possibly
minor loss in switching
speed
2 Sharp quiescent current| VTNZ |5x 103 1
increase due to 'VT :
of N-channel crossing
zero
3 Switching speed SSR |1x104 2
reduction
4 Change of logic state LF 3x 104 4
impossible: 'Logic
failure’

i—r\fT BEFORE IRRADIATION

GATE VOLTAGE Vg

from ESA PSS-01-609 Issue 1 (May 1993)

+

13




TID effects @E
Y 4 Y |

leakage current increase

LOCOS
Field Oxide

threshold voltage shift av=-¢* =i

P-channel

N-channel

Before
e irradiation = Trapped
4 Charge
Before
irradiation

Conductive

b ‘/pa'rhs

transconductance “ 2 o2 3
§ S 5
the MOS gets slower s e

14



TID effects

Measured on VLSI tech.
Technology node

- — —
m m m
& S S
- (= -
H > b & & ® > & o

|
2]
3

o)
L
=
£
P
)
L
©
o
=
=
>
<

Good news: Shrinking the technology, the oxide thickness is
reduced and also the threshold voltage variation

15
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Soft SEU effects o

Source

H ]
.-909-'--'--"--'*

Depleted

region

(fanelling)
; RAMbit-flip 0 [N e S S S B
IDMHzm

11110 1j1joji1jigigg1go
gjijijoj1 jojijojigjigjoga
R 0- 10111010 SET: the higher the clock frequency, the higher
o111} 1 1j1ji1joji1gi1g1g1

pIr Ik o

the probability of an error being propagated

16



Hard SEU effects

‘ %evce failure

Time

Supply Current

Electrical latchup can be fired by:
e electrical transients on 1/O lines,

 highT .
 Dbad sequencing of power bias - Vo 1 -
Latchup can be fired by ionizing particles | | | o | T T
atchup can be fire ionizing particles
p ‘y gp @7 o -
N-"Well
| P-Substrate @
S E L vettical PNP lateral NPN
What to do with SEL:

SEL needs to be faced by monitoring the supplied current and
shutting off power and 1/0Os when a current bump is found

17



Mitigating TID & SEE effects:
radiation hardening

Hardening:
by layout:
modifying the device geometrical layout
by process:
modifying one or more steps of the fabrication process
by design:

Improve the design to be rad-tolerant

EDAC : Error Detection And Correction

E’; ecc N wamv Y ECC :> ecc N . N Ecc
encode [/ —1 decode encode [/ n —1/] decode

An error-correcting code (ECC) or forward error correction (FEC) code is a process
of adding redundant data, or parity data, to a message, such that it can be recovered
by a receiver even when a number of errors (up to the capability of the code being
used) are introduced

hardening =¥ risk reduction comes at some cost! 18



Triple Modular Redundancy
4 noTMR

4l TMR on flip-flops

ﬁ

voter

"

‘ TMR on flip-flops + combinational logic

voter

voter

=]




SET mitigation with skewed clocks

By skewing the clocks, a glitch at D can be latched at most in one of the 3 FF

D3
SET latched into
FF1 only .
D1 D2
SET pulse

; FF1 FF2 FF3

: lock

! > lock

=0 ¢ —

tree 2 Q2

5 0 clock tree 3—

@ Q3
clkt | Triplicated clock tree

) Majority Q remains at correct value
clk2 I 5 | and skewed clocks Voter

cIk3 | - 0 ~ SET pulse length
: J Q=(Q1 and

Beware!!

| Q)
Q2) or (Q2 and Q3) or (Q1 and Q3)

« TMR voting and clock skewing reduce maximum spee 4 Y
* increased area leads to higher interconnect delay .



250 nm CMOS technology node (t,, =5 nm)

T1ID has been addressed by redesigning the digital library of standard cells with
Enclosed Layout Transistors (ELTS)

linear transistor ~ EL Transistor
Standard layout Enclosed layout

DRAIN

GATE

Leakage /
paths \

Shallow Trench
Field Oxide

—

SOURCE

Trapped SOURCE
net positive charge trapped —> no TID effect up to 140 Mrad
into the Si-SiO, interface (Si-SiO, interface removed by design)
.G
SEU hardening
redundant logic, like TMR, by layout

Hamming codes ... 21



250 nm CMOQOS chips

D(31:0

Data
Interface

GOL

CIMT
Encoder

Word
Multiplexe

8B/10B
Encoder

LHC clocH
—

PLL &
Clock

Generato

_ Y
rad requirements: a

12C

TID: 10 to 100 Mrads

JTAG

Control &
Status
Registers

®: 10% to 106 p/cm?

0 @ 230 MeV>

TID

SEU  No SEE up to 10! p/cm?

200 LoL events
20 bit corruption events

un

Laser
Driver

Y

!

Serializer

L

out
out-

5002
Line
Driver

mitigation techniques adopted:

use of ELT modified standard cells
against TID

hardwired config data
Hamming protected config
8B/10B encoding/decoding

No effects up to 100 Mrad (Si) = 1.9 10%3 p/cm?

=2 5 =2.51018 cm?
=2 5 =5.3101% cm?

22



(G CARLOS: 250 nm ASIC

ALICE SDD compression chip:
o 15 kgates

o 4 256-word RAMSs

e die area: 4x4 mm?

B o o o v i -

1

radiation environment: ‘i‘
e TID: 14 krad
e ®= 3.510"n/cm?in 10 years

mitigation techniques adopted:
« use of ELT modified standard
cells against TID

* no redundancy against SEUs




130 nm CMOS technology node (t,, = 2.2 nm)
TID

The 130 nm feature size process enjoys an inherently high total dose radiation
tolerance of the core transistors
- no need for ELTs

10 o TS
Pre-Rad
- i %=== |0, at |Vgs|=|Vds|=1.2V
=50 Mrad
10® L =100 Mrad
2| =300 Nirad
7 | —500 hrad
a 700 Mrad
. 1Grad .
< p* : <
10* '
"
Leakage at |Vgs|=0V, e
11 e
|Vds|=1.2y ======= B
1D-12 ¥
0.2 oy, 08 :

SEU to be proven on each project

24



D) GBTx: 130 nm ASIC

=,

External clock reference

Clock[7:0] «——

FE
Module '

radiation environment; ‘i‘

4% - TID: 100 Mrad

e ®=10%n/cm?in 10 years

GBLD

SH0d — 3 10§ 53Q/19S + S12uBI|Y — Iseyd
128euey Y10

e
A
Control Logic Configuration
JTAG 12C Slave 12C Master
_________ 12C (light)
:- nget'rol : ITAG 12¢
1 clocks | Port Port
Mitigation techniques adopted:

A

« TMR for all 366 configuration registers ™ _ |

2h a0 bits J3nits
A

«  Forward error correction code (FEC) Hﬂ Ao — e X 1
e e e e
» Watchdog

* 2 SEU-related registers: The user bandwidth is 80bits per BC, that is 3.2 Gbps

 SEU counter ] _
« FEC-RX correction counter hardenlﬂg by deSlgn 25




GBTx: 130 nm ASIC

TID (40 KeV X-ray up to 100 Mrad @ 100 krad/min)

Programmable Phase Shifter

Programmable Phase Shifter

170 T T T 7 T T
—6— 40 MHz —&— 40 MHz
—6— 80 MHz | : -~ 651 —8—80 MHz .
1860 |- 160 MHz | 4 a — 160 MHz ;
. —— 320 MHz | ! ; E gl —*—320MHz | : i ]
1 - T
S 150 4ecis - e S . :
-2 b‘ -
= 7]
! B ' ¥ E
L S S e B~
1300 I2 :4 is >s 4'50 i2 i4 is 8
10 10 10 10 10 10 10 10 10 10
rad rad
SEU (Heavy lon Irradiation Facility, Louvain la Neuve)
NE P Simplex TX 4 Simplex RX
SEU register | &.10 ' 510 '
300 & FEC-RX g 5 .
3 10° 810° - -
@ & [}
£ 200 S . g
3 2 10° . o 10°
= = o =142e-06cm? 2 o__ = 1.038e-05cm?
2100 - sat 0 o sat 0
2 8 1071 LE‘I'th = 3.676 MeVimg/cm = 1071 LE‘I'th = 3.383 MeV/mg/cm
- W=7175 ;f) W =483
0 , z s = 0.5061 2 s =198
00:00 22:30 45:00 210° . - - g 10° . - -
Time (min‘sec) g0 5 10 15 20 x 0 5 10 15 26
: LET [MeV/mg/cm?] LET [MeV/mg/cm?]

20



SEU

GBTx: 130 nm ASIC

Detector position

Flux (p/cmz-s)

Lock errors
(errors/(device-day))

Frame errors
(errors/(device-day))

RX TX | RX TX
Exp. Hall 8.50E+01 | 2.5E-05 | 4.9E-06 | - 3.6E-05
Outer Tracker 1.50E+05 | 5.5E-02 | 1.0E-02 | - 7.0E-02
Endcap ECAL |  2.98E+05 0.1 22E-02 | - 0.2
Pixel 1.40E+07 7.8 14 i 10.0
lock & frameerrors |R = ¢ @ expected errors per device
per day

27



40 double-columns

Feld: 130 nm ASIC

Voltage | Shunt | DC-DC
Ref. LDO | Conv.

Power

Command

Cnfg | chains R
[

L |Pad Frame

iIIPAVAY

I Z0mm :
o OO OO [e][e] OO OO O
) OO ol OO OO0 OO O
O OO OO OO OO OO O
al 0|0 OO [8][@)] OO0 OO O
H Analog Front End Digital Pixel Region Analog Front End O
B Hit Processing | Hit Processing C_?
[] ( u% Buffer Hemming Ercoder Buffer *@'@{_} 2
P . ;L{\ Biuffer Trigger Legic Bufter /}_EELQ 0
: ( "?_ Hit Processing | Hit Processing _<\ O
O
A olo OO OO OO o]le] O
o/ [0 ok olo olo oo’ od o)
3/lc_[t ola ][ Olo olo oJo Jo O
Q (5 WO O\_ OO OO ,® @] geolle] (&)
o O Oy OO OO rile] e [olle O
O o Y, 0o OO ( OlC” OO B
O O[C\ |[VOlO olo /Al o© olo O
| O OO N ‘QCJ oOlg’ Pelle OO O
Ello olo QO ol ¥ olo olo o)
-0 oo |[*Oof0 olo, 71l Ol olo 0
|0 olo slo ole’ ol olo o
T e End of Digital Cc Columns Loy g—.E‘
i}nm 25hb T L1T, Token Read TPI el Config Data &b
- End of Chip Logic Data Qutput
Hamming | Data Format/ | Hamming FIFO Hamming Block
Decoder | Compress | Encoder Decoder
8b10b
urT | Encoder
Bias r Configuration -y
E G;r;:nt e < DACS % Regi:ster EFUSE Serializer

Data  Sel In Out Aux Ref Dala
-In [3] 141 [3] Clock Clock -Out

80M tran5|sors
matrix of 336x80 pixels
(50x250 um each)

radiation environment: ‘3‘

300 Mrad TID
® = 10%% n/cm?in 10 years

Mitigation techniques adopted:

Configuration memory with TMR SEU hard custom
cells =» latches with a Dual Interlocked Cell
(DICE) architecture

Digital logic: TMR, Hamming

Service Record indicating that a SEU has been
detected in the command decoder

nnm&mn.‘*

DICE (with
ELT )

28



Fel4: 130 nm ASIC
(irradiation tests before LHC)

2.2
VDDA=1.5V
21 Chip 2
TID (CERN-PS 24 GeV proton beam): L
« no change in digital circuits -
 current reference variation =2% —— ~ 2w
* current mirror variation = 5%
 single pixel noise increase <= 10%\ N
| | -Vout (-Vj | |
SEU (CERN-PS 24 GeV proton beam): o
o = 2 X 10-16 sz 0.00E+000
< -1.00E-005 :23’1!{;2{1
50 Mrad
-2.00E-005
0.00E+000  500E-001  1.00E+000  1.50E+000
but ...

Vv

29



TID

After the first months of IBL data-taking in 2015, a significant increase of the LV current
and a shift of the calibration parameters Threshold and ToT were measured.

IBL Total lonising Dose [Mrad]

LV Current [A]

LV Current [A]

0.2 0.4

0.6

Feld: 130 nm ASIC
(after 2 LHC years)

0

8 1

O » Mean
— [ORange

T T

T

2015 Vp=1.2V Tg,=-10°C

T T

ATLAS Pixel Preliminary
PR M

3 3
Integrated Luminosity [fb]

IBL Total lonising Dose [Mrad]
8

2 4 6 10
[ [ [ [ ]
2016 2016 e Mean —
1.0V 1.2vV=V, [ORange ]

ATLAS Pixel Preliminary -
1 1 I 1 1 1 1 | 1 1 1 1 I 1 T

25 30 35
Integrated Luminosity [fb]

Current increase [A]

1_8 T T L B I I § \l T T T T
ATLAS Pixel Preliminary

-15C
+15C
+38C

16
14
12

—

0.8
0.6
0.4
0.2

Il\II|III|III|III|\Illl\llll\llll‘lll
Yoy, -
Il\II|III|III|III|\Illl\llll\llll‘lll

10
TID [Mrad]

The operating temperature change
allowed to stabilize the LV current
oscillations

30



65 nm CMOS technology node (t,, = 1.4 nm)

5 ~NMOs PMOS
TID —

L P _
o £ | : TR
| e et e W B
g _§ 20- il ;\ %
£ 20 ——D012: 120n/60n £ | _. &K 4
2 ——D024: 240n/60n 5 | M LR ﬁ;
5 ~o—D048: 480n/60n o ™ P \ Y T
3™ ~—~D1U: 1000n/60n — \ 5 | LR
e ~—DMLELT: 800n/80n | Sermt vy = ol Rt
=2 Aradh = ‘5{1 P )
,E_( 80/ (t:g:fxm g (1] tf'_
= som D 3 | -e-PMOS: 120800 ceem :
= s “ EJ &-PMOS: 240n/60n ) N
%0 2013 test results on CERN chip prototype e . i _
1od| &-Enclosed PMOS: 1480n/60n : '
-100', B ! il b i - 10" 10° 10° 10’ 10° 10°
0 i E;g:e Level (R1:d) W 10° Dose Level (rad)
large reduction of 1, for short min size PMOS are OFF for

channel devices TID > 500 Mrad
= L>=120 nm = L >=120 nm, W >= 300 nm

SEU: I did not find anything yet

31




RD53A: 65 nm ASIC

Top PAD row (if CUP WB pads, can go down to ~ 130)

500M transistors
matrix of 192x400 pixels
(50x50 um each)

Matrix: 192 rows x 400 column

______ radiation environment: 4
Chip BOTTOM e 500 Mrad TID
* ¢ =510°n/cm? sec

ShLDO, Drivers/receivers ..

PADs + ESD
Recommendations (up to 500 Mrad)
Mitigation techniques adopted: — Cold operation < -15°C
* global configuration memory is protected with TMR  _ £, analog designs:
DICE latches . NMOS: L= 120nm, any W Ok
» pixel configuration is protected with DICE latches « PMOS: W > 300nm, L = 120nm

» protection of memories and state machines
*  SEU-soft dummy registers for monitoring

» trickle configuration (continuous external
refreshing) = no SEU hard config needed!

32



Rad-tol ASIC summary

' A
P A
o yd
- ‘g‘.
g o - | Gate tox
TID damage : «f BN ] TID tolerance
3 A0
1:,: "0 / ’ ﬁ T + :
2 ]
10 w2 > 250nm 180nm 130nm 90nm 65nrr’1
1gq inm)
250nm 180nm 130nm 90nm 65nm Technology node
Gate toyx Technology node

not always true !!!

all processes

Radiation tolerance varies in different fabs and can change over time. It is

necessary:

« toonly qualify and use one fab

« to pay attention to W/L

 to carefully qualify each ASIC during the prototyping and production phases

o qualify TID and SEE for each chip depending on the environment it will
have to work in

33



Accelerator and experiment equipment using COTS FPGAS
In radiation areas

SElEE Accelerator
» Cryogenics
FPGA ADC  ront « Power Converter
Regulators DAC end « Quench protection
. system
v e Beam Instrumentation
actuators
) Front-end electronics in radiation area Ezc::;i';':i;']mm"i“:
S e —— Experiments

o In the HEP front-end electronics
installed around 2005, FPGAs
were mostly used for control and
usin  readout logic with external high
speed links. With the current
upgrades FPGAs are moving in ...

particles from p-p collisions gy
0, B 4 o
Config interface e
PP Sim ¥t >
& monitoring st
+ "l iy ‘.4
b o
i el 1

| Y

[ v Digital  [j{Opto data
processing link
Potential use of
4= FPGA

34
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O

Architecture of a FPGA

N

O

o))

CLB

| BRAM

QB

o]

CLB

CLB

HH

HH

HH

0

_ . BRAM

CLB: Configurable Logic Block

LUT/

RAM

Flip-flop/
Latch
>

-

logic + BRAM

config
bit

—L

Wire A

switch
Wire B

configuration memory

FPGA: it is a user-programmable matrix of logic blocks with programmable
Interconnections that can implement any logic function or algorithm. e



SEUs affecting configuration memory

Switch Matrix (i.e. routing)

- - /? LUT Is the flip-flop used
-l |4 - L4
NEEENE \‘ \"'C# 3 or bypassed?
@ MNe e e 5
LY L LY Y
Ym ME N e ] S \
2 ~ > X .
\- ~“"1"‘:‘. — “‘!:. g }—l D Q //J/>
—D
Ooam ITII IIT1I
1 3210 | © 3210 | ©
SEE0 = |
EHE@EE@E 0000 | 0 1000 | 0
0001 | O 1001 | 0
0010 | O 1010 | 0
Each I_.c:gk Up Table 0011 | 1 1011 | 1
) (LUT)isjustagoodold (190 g 1100 | 0
D Q ” fashioned truth table 0101 | 0 1101 | 0
— 0110 | O 11100
0111 | 1 1111 |1

On the market: | rad-tol FPGAs | & | COTS FPGAS 36




Radiation tolerant FPGAS

configuration memory technology

& Microsemi & Microsemi XILINX

Antifuse Flash SRAM
- gate floating gate g ;,,  Vvdq m vdd ™4 BitLine
F 3 -1 T F 3
source // drain
7 ] L
A . . =
= Ly
i L
A 4 4
bér v = = “
. substrate
The antifuses are normally R . | _
open circuit and, when Word Line
programmed, form a T J_
permanent low-impedance XQR5VFX130
connection
< Microsemi | < Microsemi Y
RTAX"-S/8L || RTSX-SU & Microsemi | | S Microsemi
FPGA FPGA P Magten. P Mgtery
RT PROASIC'3 RTG4~
FPGA FPGA

RTAX, RTSX
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& Microsemi || &7 Microsemi

Why choosing a RT Antifuse? el | St

RTAX™-5/85L RTSX-S5U
FPGA FRGA

PROs:

 reliability:
— SEL immune
— TID: aa
s OKupto300 krad &
— SEU:
° G < 1E-9 cm?
o LET,, > 37 MeV cm?/mg
 RAM bits SEU rate < 1E-10 upsets/bit-day (worst case GEO)
— no errors in the configuration memory by de3|gn
* long life time =

CON:s:

« very small code possible

« OTP

* high cost

e programming not always successful




Rad-tol FPGAs: RTG4 (Microsemi Flash based)

PROs:
e reliability: UMC 65 nm process
— SEL immune up to 103 MeV cm?/mg
— TID:
« OK up to 125 krad -
— SEU: —I_ +F _I +Q _I_
e o <1E-11 errors/bit/day

o LET;, > 37 MeV cm?/mg
 RAM bits SEU rate < 1E-10 upsets/bit-day (worst case GEQO)
— no errors in the configuration memory by design
 long life time

| CO

e a lot of resources A—] o

— | — | TMR
CONS: C — D FILTER FF
- high cost ]

CLK 39
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Rad-tol FPGAs: XQR5VFX130 (Xilinx SRAM based)

PROs: VIRTEX'
« reliability: \6
— SEL immune up to 100 MeV cm?/mg =
_ TID: | 65 nm process
e OK up to 1 Mrad(Si)
— SEU:

 sigma < 3.8E-10 errors/bit/day (worst case GEO)
— SEU Hardened Configuration Memory Cells
* long life time
» alot of resources (Virtex5 equivalent)

1E13 -

CO N S . :User Flip-flops - Proton Data & Fits
i E-14 -

* high cost
. ///
I
1
1E-16 -
1.E-17 - + filters=OFF
x filters=0ON

* need to use an old ISE version (13.2)

0 20 40 60 80 100 120
Proton Energy ( MeV) 40

Cross Section (cm?2 per FF)




& Microsemi
Antifuse

Axcelerator® FPGAs
« Nonvolatile, high-speed antifuse FPGAS

« 125K - 2M system gates
« 350 MHz system performance

« 015 pm, CMOS antifuse process

SX-A FPGAs
+ Sea-of-modules antifuse FPGAS

« 12K - 108K system gates
« 250 MHz S?SIEIT'I D‘EITOTI'I"IEII'ICE
« 66 MHz PCI compliant

eX FPGAs
« Low-power, low-density antifuse FPGAS

» 3K - 12K system gates
» 350 MHz system performance
» 0.22 ym CMOS antifuse process

MX FPGAs
« Mixed-voltage and 5 V-only operation

» 3K - 54K system gates
» 250 MHz system performance a

« Dual-port SRAM modules & multiplex /O

COTS FPGAs

configuration memory technology

& Microsemi
Flash

ga%te floating gate

Z

source // drain
Sl

Mo oo

SmaRTFUSION'2 lzLoo'2
S0C FPGA FPGA
65nm || 65nm
POLARFIRE" PROASIC'*3

FPGA FPBA

28nm || 130 nm |

ProASICPlus
220 nm

XILINX [lldateD Feca

SRAM

BitLine Vdq ™ vdd ® . BitLine
r 9 1T T F 3
tf— “_H
L] |
L Ly
A 4 v
v = = v
. >

Word Line

28nm 20nm 16nm
VIRTEX" VIRTEX VIRTEX]
. = =
ANTEX KINTEX KINTEX
ARTIX? o .
SPARTAN™
41



Example: pASIC A545X32 INFN ...

CMS Muon Barrel radiation environment (in 10 years):

: 3 x101%cm-2
¢ (neutrons with energy > 20 MeV): 1 x 109cm2
TID: 0.01 krad

p @ 59 MeV

 Louvain La Neuve Cyclotron - proton beam

» beam energy: 30 — 65 MeV

e ®: 108 pcm=2s?t (can be reduced to 10’ pcm2s1)
» beam composed by bunches of 7 ns @ 18.3 MHz

e circular section, & 10 cm, uniform density

e equivalence factor: 10° proton cm? = 1.4 Gy

42




(= "MS./ /j
=25 Example: pASIC A54SX32 (M R

o 2450 bits registers each
o refreshed and monitored @ 1 MHz
e monitoring cycle:
1. read monitor register
2. load target register
3. read monitor register
» searching for transient and static upset events

TID SEE

fetel Aoasxaz 3 208 TD test « 1 observed event, for the Actel A54SX32 chips tested
20 *

| (w/o dividing by the # of FF in a chip)
o [ Techiee 33 ooy < 291012 cm?  90% u.l., for 59 MeV

—=—chip2 3.3
chip333| protons

< y —s— chip4 3.3
8 XXL —_owye = Following Huhtinen and Faccio, we calculate for the
entire TSM system of 750 chips

5 —+—chip35
° ——chip4 5
otxtctet v R0 17 Xfxx R <2.2 SEU in 10 years of DT running
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& Microsemi
Power Matters.

~oasics | = Medium radiation levels

FPGA

. PROs; ~ -i30nm
— TID limit: ~500 Gy
— SEL immune
— configuration memory upset immune
— small g, with TMR
— Reprogrammable

e CON:s:
— TID limit is lower than the antifuse
— reprogrammability feature not working above 200 Gy
— limited resources in terms of logic gates (i.e. DSP math)

The GEFE board is a multipurpose
FPGA-based radiation tolerant card.
Its intended use ranges from fast data
acquisition systems to slow control
installed close to the beamlines, in a
radioactive environment exposed to
total ionizing doses of up to
50 krad (500 Gy).




P Marmn Fose Warmn

SMaRTFUSION'Z2 IzLoOo*2 9 IOW radiation Ievels

So0C FPGA FPGA

65 nm 65 nm

e PROs:

TID limit: ~250 Gy @
configuration memory upset immune up to 90.3 MeV cm2/mg "82J
SEL immune up to LET = 24 MeV cm?/mg

small ¢, with TMR

reprogrammable

— cheap
e (CONs:

— TID limit is lower than the ProASIC3

— charge pump circuit + Flash transistors sensitive to TID

— development tools not so evolved
Feature Test Fluence Error Rate Ground Level Error Rate Aviation

(Neutrons!cmz) (Sea Level, NYC, FIT) (40,000’, NYC, FIT)

Flip-flop 435x10" 218.3 FIT / million flip-flops 1.13 x 10° FIT / million flip-flops
LSRAM 1.7 x 10" 340.6 FIT / million bits 1.75 x 10° FIT / million bits
uUSRAM 1.7 x 10" 175.3 FIT / million bits 9.04 x 10* FIT / million bits

45




Ll

b: 2.6 10%% n/cm? (1 MeV neutron equivalent)
d: 0.26 KHz/cm? (> 20 MeV hadrons)
TID: 0.13 Krad

72 DRM2 boards are needed
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Id (A)

Igloo2

1.E-03
1.E-04 -
1.E-05 -

1.E-06 on
1.E-07 i .-' ¥ ===Pre-rad
1E08 | ™ —10 krad
1.E-09
LE10 —-30 krad
LE1l ==50 krad
LE12 QAR
LE13 & ~—70 krad
1.E-14 - - T 1
-2 1 0 1 2 3
Vg (V)
Caontrol gate
‘ Fleating gate
gl
switch sense
=Y
| Switch Sense
|
| )
I Drrain Drain
f
e
)'l( : Source Souree ;
T
|

Beware! Igloo2 vs RTG4 under radiation

RTG4

tx =29 nm
1.E-04
~&—Pre-rad
1.E-05
=25 krad
LE-06  —-5pkrad
1.E-07 ! ——100 krad

id (A)

~—150 krad
1.E08 -

LE-09
1.E-10
1.E-11

1.E-12

1.e-13

Fflash

Ry | s —

FMOS

MNflash

=

high voltage MOS in
the charge pump circuit

push-pull configuration

o di?'rtal voltage

switch a7



Propagation Delay Degradation (%)

1DD (A)

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%

0%

0.10
0.09
0.08
0.07
0.06
0.05
0.04
0.02
0.02
0.01

0.00

10% degradation
after ~25 Krad

25

Beware! Igloo2 vs RTG4 under radiation

50

Igloo2

75 100
Total Dose (Krad)

25

50

75 100
Total Dose (krad)

125

125

150

150

IDD (A)

Propagation Delay Change (%)
2% ]

ean

0.25

0.20

0.15

0.10

0.05

0.00

RTG4

e SRR ———
25 50 75 100 125 150
Total Dose (krad)
25 50 75 100 125 150

Total Dose (krad)
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XILINX = medium radiation levels

PROs:

plenty of resources, up to date technologies
powerful development tools

high TID endurance @

not too expensive |

lot of literature available

CON:s:
— SEUs in configuration memory = scrubbing needed @

mitigation needed for FFs and Block RAM
they have to be rad-qualified on the field

# the only choice with high TI1D requirement
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W)Y Rosetta project

Test currently is operational at 3 altitudes:
— at sea level in San Jose

—at 5,200 feet in Albuquerque

— at 12,250 feet at White Mountain Research Center

50



Kilinx SEU FIT-Rate Calculator

SEU fit rate calculator

& XILIN

€ Copyright 2010-2014 Xilinx, Inc. &Il rights reserved.

Device Settings

Family | Spartan-6

Device | xcesixiso

&2
&2
Number of Devices [ 1
Design ]
Design Resources

CRAM DVF/Essential Bits
N
Unprotected BRAM | Blocks ~

ﬂ M 134 /134

Mitigation Settings
IP/Embedded

SEMIP -

Input Clock Frequency

Kl ]

35 MHz

Reset

®

Environmental Settings

Location (Real Time FIT)

4500 | m

" Feet  Meters

Longitude | o ~| @

* East " West

Elevation

Latitude 40 M
@ North € South
User Inputs

SEU FIT Rate Calculator - Avionic

For Estimating FIT Rates Prior to Mitigation

Location (Real Time FIT)

B

-]

Release Version V3.2 9-22-2014
FIT rate data taken from UG116 V10.0 (Q1CY14)

— Report
Relative Flux 16,62
Design
90% C.I. Nominal
LL
Config Mem 42.430 47.674
Config MTBU 2,7 2,4
BRAM Mem 28.235 31.724
BRAM MTBU 4,0 3,6
Min Nominal
SEU Detection 1,86 13,6

SEU Correction (POST_CRC)

Operation Time |

st Nominal
LL
Predicted SEU 1 1

1 | Years j

90% C.L.
uL

53.872
2.1
35.848
3.2

Max
27,1

90% C.L
uL

1

FIT
fears  w
FIT

fears  w

Events

— Log

Results posted to RESULTS worksheet.

Switching to Xilinx Arrborne SEU Model based on IEC-62396 and Boeing data.
Switching to Xilinx Arrborne SEU Model based on IEC-62396 and Boeing data.
Switching to Xilinx Arrborne SEU Model based on IEC-62396 and Boeing data.

Post

o1



XILINX

Xilinx FPGASs neutron cross section per bit

3
Neutron Cross-section per Bit(1) FIT/Mb {Alpha Particle)(2) (Real Timzlgxté:rlr Rate)(3)
Technology Product
Node Family i ’ .
MConflg. Block Error Config. |10k RaM| Errorl® Config. Block RAM | Error'¥
emory Memory Memaory

250 nm Virtex 990 x 10-15 | 9.90x10-15 | +18% 160 160 +20%
180 nm Virtex-E | 1.12x 1071 | 1.12x 10714 | +18% 181 181 +20%
150 nm Virtex-I | 256 x 1014 | 2,64 x 10°14 | 218% 405 478 +8%
130 nm mgres-n 274x10°1% | 391x10°14 | 218% 437 770 +8%
90 nm Virtex-4 | 1.55x 10-14 | 2.74x10°14 | :18% 263 484 +11%
1n-14 1n-14 g ; -50%

90 nm Spartan-3 | 2.40 x 10 3.48 x 10 +18% 190 373
+80%
Spartan-3E [ . . . 14 4 =14 a ) —-80%
90 nm Spartan-3A 1.31 x 10 273 x10 +18% 104 293 +90%
. 4 n-15 L n-14 o ) -13%
65 nm Virtex-5 6,70 x 10 3.96 x 10 +18% 165 692 +15%
- - 10-14 1n-14 0 : -50% : -11%
45 nm Spartan-6 | 1.00 x 10 2.20x 10 +18% 135 180 +100% 188 395 +12%
. - - -48% -12%

) . 1 =14 1 - 1n-14 g ] ]
40 nm Virtex-6 1.26 x 10 1.14 x 10 +18% 9 94 +110% 106 251 +14%
7 series 2 n-15 . n-15 1869 -64% -13%
28 nm FPGAs 6.99 x 10 6.32 x 10 +18% 25 22 +374% 33 75 +15%

Example (® = 0.26 KHz/cm?)
R=0cX® =6.32 1015 x 260 = 1.6 10-12 SEUs /(bit s)

For Kintex7 XC7K325T & 72 devices
Ncram= 67930000 - 1 10 SEUs/(device s) = 1 SEU/2.7 h = 1 SEU/3min in tofgl
Ngrav= 16404480 - 2 10~ SEUs/(device s) = 1 SEU/13 h =>» 1 SEU/11 min in total



SRAM based FPGA configuration memory: scrubbing

Readback Readback
CRC Scrubber Good
Good Radiation Odd Incorrgct Fixes All Memory
Memory Upset MBU Repair Upsets Restored
2\ l
N
\>
N

external storage

Upset Type m Total Scrubbing

SBUs
Two-Bit
Odd MBUs
Even MBUs

Full Readback
Scrub

8.02 ms
8.02 ms
16.04 ms
8.02 ms
1.82s

4.5 us
1.86 ms
1.86 ms
1.86 ms
1.86 ms

Scrubbing can be

8.024 ms . )

done with an internal
13.38 ms . .

device (like SEM IP)
21.40 ms

or an external rad-tol
13.38 ms device

1.822 s
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FPGA TMR: the cost of mitigation
Mitigated

Unmitigated

BT

o II.I--.I;I_II. [ _I‘ilElm i :|l.||: ]

|
1§ TR
ik I A |.!. R A

from Michael J. Wirthlin

Descrinti Unmitigated | TMR No | TMR BRAM | TMR FPGA | TMR Both
escription Scrubbing Scrubbing Scrubbing Scrubbing
Faults Injected (n) 1,831,859 1,369,445 1,502,340 8,840,565 29,443,885
| Observed Failures (k) 6,501 1,200 1,100 1,150 2,037
| MTBF 282 1,141 1,366 7,687 14,455
Est. Sensitive Bits 240.539 59,393 49,627 8.817 4,689
Improvement 1.00 x 4.05 % 4.85x 27.28 % 51.30x
Synopsys Synplify Premier SW helps implementing TMR 54




W
ALICE
2.7 Mrad Cavern

1.7 x 103 1 MeV n_,

54 Middle Layer
STAVES

Beam pipe hir

48 Inner Layer
STAVES

ée e “H i

Optical transceiver
VTRx

Dual optical transmitter
VTTx

Optical transceiver
VTRx

Choosing SRAM-based FPGAs:
ALICE ITS upgrade

<10 krad Counting Room
<10 1 MeV n,,

no radiation

GBT links

Readout Units

error mitigation by external
scrubbing + TMR !
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ATLAS Choosing SRAM-based FPGA:s:
TR ATLAS TileCal upgrade

s 1 ~
o GBTx
Kintex-7
> o -
o T QSFP+
| 1 I ?

| 21
| e x # _I_:[ QSFP+4‘1’
|l
Kintex-7 I
:%‘ o
Flash ﬁ_{
Karmarny
v

error mitigation by redundancy !

TID: < .2 Gyl/year
<10'% p/cm?/year
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#

#

#

Irradiation of samples

TID

photons:
6OCO -0
X-ray tubes
protons

Channel
) 1

Drain region

SEE
protons (E > 20 MeV)
neutrons (E > 20 MeV)
heavy ions

Oxide (Si0y)

protons can be used to study both TID and SEE

TID Co-60 Testing
- No device preparation required

Displacement damage and SEE Proton Testing
- No device preparation required

de-lidding

SEE Heavy ion Testing

- Device preparation required

delidded Virtex-11

........



Irradiation facilities in Europe

Several European Accelerator Facilities have ions and
proton energies suitable for SEE testing:

* Proton Irradiation Facility (PIF) at the Paul Scherrer Institut (PSI),
Villigen, Switzerland (used since 1992)

» Heavy lon Irradiation Facility (HIF) at the University Catholique de
Louvain (UCL), Louvain-la-Neuve, Belgium (used since 1996)

* RAD:iation Effects Facility (RADEF) at the University of Jyvaskyla,
Jyvéskyla, Finland — (used since 2005)

» Cyclotron-based fast neutron facility at NPl Rez (Prague):
e @: 10" n/cm? s up to 32 MeV

» The Svedberg Laboratory proton beam facility (Uppsala):
e @: 101-10% p/cm? s from 20 up to 180 MeV
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Irradiation facilities in Italy .

Legnaro (SIRAD):

ion species from *H (22-30 MeV) up to *’Au (1.4 MeV/a.m.u.)
TANDEM
LET from 0.02 MeVxcm?/mg (*H) up to 81.7 MeVxcm?/mg (1*’Au) accelerator
high ® (>108-10° ions/cm? s) or low ® (>102-10° ions/cm? s) irradiation
CN
neutrons (0-24 MeV) accelerator

TID: X-rays @ 120 rad(Si)/s, y-rays @ 1-5 rad(Si)/s with Co-60

Catania (LNS): 20 MeV/n heavy ions for SEE

60 MeV protons for DD
Pavia (CNAO): 250 MeV protons and 480 MeV carbon ions
Trento (TIFPA): 60-200 MeV protons for TID + SEE
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* New irradiation facility developed jointly by INFN TIFPA
and Trento proton therapy center

e 60-200 MeV proton beam (® = O(107-10° p/(cm?s))

e proton beam spot with r~1 cm (¢ = 3.4 mm)

One cyclotron line is devoted to researchers with the following time slots:
e MON-FRI: h18-22

« SAT: h 8-14 00



A

wN Proton therapy Center for COTS qualification

Bl ANTEPRIMA X + - X
€ @ 0101271278 ¢ | Q Cerca "B ¥ & & =

m4CAM 1 M — 3 1
B4 CAM 2 M " . A , o I,‘
B4 CAN 3 M i | ‘ o ! ]
m4CAM 4 Y I I; ;- I | L
E4CAMS K i e i -

e Bl

4 25 :' 1 .-‘i |
(K
|

E=4CAM B

Errmmn - —— A | L _
[ Fncaudo |- | 7-7-*- n"A : - = gafChrOmIC

i, EBT2 film
- LCARES

Our choice:
e 200 MeV proton beam (@ = O(107-10° p/(cm? s))
e proton beam spot with r~1 cm (s = 3.4 mm)



Proton therapy Center (Trento): tested devices
o
5 "

ER TN

(T N

L= 4

L1 LI-1X]

EEREE

USB-RS232
adapter

transceiver SFP+

Target TID: 0.13 Krads, tested up to 1.3 Krads (10x security factor)
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Irradiation tests @ Trento

Faraday’s
cup

1nA > 2.273E-10 C/10s - 4.34 107 p/(cm?s)
2 nA > 4.970E-10 C/10's - 9.50 107 p/(cm?s)
5nA > 1.278E-9C/10s - 2.44 108 p/(cm?s)
10 nA - 2.7E-9C/10s - 5.1 108 p/(cm?s)

4

& -> dose with Faccio’s table

Results:
- TID:
- USB-RS232 adapter, clock, level translators and low drop regulators: OK!
- v IGLOO2 reprogrammed successfully after 1.3 krads
- X Optical transceivers (Finisar) failed after few krads - we then tested Avago
SFP+ with much better performances (no SEL)
- SEE:
- v IGLOO2 BRAM o registered (??? due to SEL ...)
- SSRAM o4 1.2 10-5/(cm? bit) (no SEL) 63



Proton therapy Center (Trento): testing Igloo2

| Out2

Comm. ok but
17 progressive current

increase Manually powercycled

16

1,5

Comm. ok but
progressive current
increase

1,4

our tests [\_‘

1,2

Standard consumption

11

09
12:28:48 12:31:41 12:34:34 12:37:26 12:40:1

- 2,
20141119-reu2-board3-sf2.r1.txt (Fluence: 1.3e+10 piem?) 20141118-rou2-pll-r4.txt (Fluence: 1.9e+11 p/om”)
! 1 L 1 1 il 1 i 1

_ Sl N
literature s T e e T e [ WWWWWWW

1600 -
- 1500 -

reSUItS 1400 - : r 115 F 115

from i »

1200 + w
Uppsala —
(found 50 = P 500 - [

400 -

later!) X — e R

200 - :
o . £ il 0 ‘ . . ‘ . . 0.9

T T T
" T J T T 09 0 200 400 BOO  BOO 1000 1200 1400 1600 1800 2000 64
0 50 100 150 200 250 300 350 Time [3]

Time [s]

1000

Current [mA]
Current [mA]
Voltage [V]

Voltage [V]

800 -

|




CHARM @ CERN
(Cern High Energy AcceleRator Mixed-Field Facility) ~

Main purpose
Radiation tests of electronic equipment and components in a radiation environment similar to the one of the
accelerator
Large dimension of the irradiation room
- large volumes electronic equipment
- high number of single components
- full systems
Numerous representative radiation fields
- Mixed-Particle-Energy: Tunnel and Shielded areas, atmospherlc and space enwronments
- direct beam exposure (proton beam 24 GeV)

Primary protons impinge the target (concrete,
iron): a secondary field is created




600

500

400
-EGOG
-,
%200

100

-100

CHARM @ CERN

CHARM Test Area, Copper Target, No Shielding

i“
155
EE:
o
28
o
—

-200 -100 0 100 200) 300 400 500 6001} 700 800

HEH: 1.6x10° cm'?/h - 3x10° cm?/h}

TID: 0.7 mGy/h - 1.5 Gy/h

Z [cm]

-

HEH: 6.7x107 em2/h - 1.4x10** em3/h
TID: 75 mGy/h - 45 Gy/h

1015

1014

[

(=
Y
T8

1012
101
1010
10°

10%

HEH [ cm? / day]
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Where to get info on rad-tol devices

From Tullio Grassi:
RADWG: BEGIEWI R I Uil Rl I N ET\'[®)
ATLAS radiation hard electronics

TWEPP
Microelectronics WG + FPGA working group

67


https://twiki.cern.ch/twiki/bin/viewauth/FPGARadTol/InformationOfInterest
http://radwg.web.cern.ch/RadWG/Pages/info.aspx
http://atlas.web.cern.ch/Atlas/GROUPS/FRONTEND/radhard.htm#Database

Radiation conferences

NSREC (Nuclear and Space Radiation Effects Conference)
RADECS (RADiation and its Effects on Components and Systems)

October 2-6, 2017 IEEE Nuclear and Space
Radhiation Effects Conference

Geneva - Switzerland
July 17-21, 2017
The New Orleans Marriott

8 Event Effects
=.oymposium

%3 ™
A Y

“ .
ay 22 - 25,

San Diego, Marriott La Jolla

L~

ﬁ{‘ @Sa é cnes SEFUW: SpacE FPGA Users Workshop

S 15-17 March 2016
European Space Research and Technology Centre 68




Conclusions

« Rad-tol devices are on the market, but they are way too expensive
* \We need to qualify COTS components or design ASICs and test them

ASICs:

modern silicon technologies are very robust against TI1D
apply mitigation techniques

choose a fab and keep using it!

qualify samples at irradiation sites (protocol)!

FPGASs:

TID < 20 Krads - use Flash-based devices

TID > 20 Krads - use SRAM-based devices (implement scrubbing +
TMR) or antifuse

purchase samples from the same production lot!

apply mitigation techniques

qualify samples at irradiation sites (protocol)!

then

qualify systems at irradiation sites (protocol)! 69



Backup slides
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DICE storage cell

DataB
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SRAM based FPGA configuration memory: scrubbing

An upset in any configuration bit does not create a soft functional error per se.
The bit has to be one that is critical to the function in order for a soft error to
occur. The number of unused bits and non-critical bits reduces the soft error rate
by what is known as the device vulnerability factor (DVF).

The DVF for a typical design is 5% (one in 20 upsets, on average, cause a

functional soft error. XILINX

———————————————————————————————————————————————————————————————————————

SR I A 0.15Mb of

bbb bbbl usedfipfiops [T
! ewewwem | 1Mb |
R e R 7/51Mbtotal L e | |

F——————r— T - -7 - =T - - T - —— - ——— P ——T7T - —————r——————r——————

- 1-7Mb of ‘Critical Bits' |+ | | |

Exploit fault injection to see how SEUs really affect your design !!! -,



FPGA vs ASIC use @ CERN

Accelerator

In the accelerator sector the use of
ASICs is very limited due to the high
development time and resources
needed

COTS FPGAs are the primary choice

Benefits

Experiments

In the experiments the high radiation levels
close to the interaction points and the high
performances required a custom ASIC
development

In environments with low/medium
radiation and where power/integration
Issues are less critical FPGAs are now an
attractive alternative !!!

COTS: low cost (high
volume required)

low development costs
re-programmable

well developed &
affordable platforms of
tools
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28 nm CMOS technology node (high-k instead of SiO,)

Max W, Min W/L
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28 nm CMOS technology node (high-k instead of SiO,)

NMOS |
E_’: E 3um/1um
oL = —— = [ R
10 g : /ﬁ’r/%._—d —_ 1umt:.'30nm
== o
leakage current (I; @ V =0) - — soumonm
- = —— 100nm/30nm
Increases between 2 and 3 O
orders of magnitude F
for NMOS 10" NMOS
o] @a
T s 80 1000
TID[Mrad]
PMOS |,
0° Samitum
e -
i : /‘\-—. w —— 300nm/30nm P MOS
no increase in leakage current 10 o e
(pPMOSFETs are not subject to o[ hk\?,/' &
sidewall leakage current) 1 \/
10™
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130 nm CMOQOS technology node

1.E-05 0.16/0.12

1.E05
—8— 0320012
Tech. A - - -048/0 12
wemwee= 0.8/0.12
1.E-06 —_— = 2012 1.E-06
an A 10
SN ---m-- 10710
= ‘E_ SRR ELT 1.E-07

1.E-08‘

lleak (A)

——N_10_013

1.E-09 —=—N_04_013 [—
——N_024_013

1.E-10 —=—-N_018_013 |
- |- N_014_013
1.E-11 t t t 1.E-11 T T T T
pre-rad 1.E+06 1.E+07 1.E+08 annealing pre-rad 1.E+05 1.E+06 1.E+07 1.E+08 1 E+09
TID (rad) TID (rd)

leakage paths are technology dependent
—> one technology fab has to be chosen




I/V curve of a Floating Gate device (Flash)

A
D
Ip (1" |-
AVT =- Q/ CFC
ID (IIDII) e 9
V10 SV Vr VGs

Fig. 4. I-V curves of an FG device when there 1s no charge stored
i the FG (curve A) and when a negative charge () is stored in
the FG (curve B) [14].
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Flash: charge injection mechanisms
« Hot-electrons injection

* Fowler-Nordheim tunneling mechanism
* high E through a thin oxide

With a relatively thick oxide (20-30 nm) one must apply a high voltage (20-30 V) to have an
appreciable tunnel current. With thin oxides, the same current can be obtained by applying a
much lower voltage. An optimum thickness (about 10 nm) is chosen in present devices,
which use the tunneling phenomenon to trade off between performance constraints
(programming speed, power consumption, etc.), which would require thin oxides, and
reliability concerns, which would require thick oxides.

Interpoly
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CHARGE
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TR
e

g
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Tunnel

y-pitch
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19V
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l
GND
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0o eooeo
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& Microsemi || S Microsemi

T || S Mo SRAM bits scrambling

SmarTFUuSION'2 leLoo’2
S0C FPGA FPGA

65 nm 65 nm

A single radiation eventcan cause
amultiple-bit upset(MBU).

Ifthe SRAM bits in a logical word
are physically adjacent, the MBU
can resultin uncorrectableerrors.
Forexample, words DandE have
uncorrectable multi-biterrors.

—

Ifthe SRAM bits in each logical
word are physically separated, the
probability of the MBU resulting in
uncorrectable errors is
dramatically reduced. %4 0 Gi m s
Forexample,words D, E, F, and —
G have single-biterrors which are oL} D7 EO E

correctable. A5 B6 C7 mm F2

N G4 H5 A6 B7 01
V54 o5 He A7 I

%1 F4 G5 He | A7 )




SRAM as a SEU monitor

Design, Testing and Calibration of a
"Reference SEU Monitor” System.

by

'R. Harboe-Serensen, ?F.-X. Guerre & ?A. Roseng.

'European Space Agency/ESTEC - The Netherlands
Hirex Engineering, Toulouse - France

Abstract

This presentation summarises steps taken by ESA in order to construct and
calibrate a ‘Reference SEU Monitor’ system intended for use as a reference
system at accelerators. Beam characteristics can be verified by experimenters
via this simple system, which uses an SRAM as the detecting element and a
laptop as the controller.
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RadMon in the LHC tunnel

PowerBoard MainBoard SensorBoard
1 T
up to 40 krads  sram power
e Control FPGA | =
Physical - K3 4 1o Proasic3 J,
Interface
Power - SRAM banks
Supply 1\
On-board
monitoring —1 16-bit ADCs Analog sensors
SENSOrS
up to 25 krads

HEH and thermal neutron fluence with oy No _
. oE) —— e e - o e
SRAM memories , 4
140 ® 40°C- CoBO - biased +5V ' [ ' ! * - g ST '
7 25°C - protons - biased +5V Biased +5V ¥ 2 /
# 25°C- Co60 - biased +5V °..7e 3 /
. Rt SR - // -
TI D Wlth RadFETq & 25°C- protons - biased GND .v.vo < #7 @E) = msal[l_e[-{ﬁ-ﬁmg)fw)bl]
L ]
oo o, & Oy = 1.0, Eyey = 0.2 MeV
- *e E W =925 S=3.02
. . g ® *7e .
£ 01 f v=23, " =185
DD with PIN diode : 2
< sor- o ¢
o
3 i . .
40- 'U: o © C’.é 10 100
s’ 5.0 o.gn'dlol‘f'.o Energy [MeV]
20 . guSmomOt0Y psed GND -
07 omente
WQuomon®=™" " | 81
200 400 600 800 1000 1200 1400 1600 1800 2000
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Choosing SRAM-based FPGA:s:
LHCb RICH photodetectors

Base Front-end Digital
:Etzi IM?ﬂi - hqﬂﬂ
g Front-end
ASIC Board
: | N - B
g DCDC

DCDC

N "= GBT
Front-end —I— ™
ASIC Board I— X
T  =m s=— GBT

SCA Connectors

Region TID Neutrons: Hadrons:

[krad] | 1 MeV ngq [cm 2] >20 MeV [cm ™ ?]
RICH1 200(30) 3x10'?(1.5x10%%) 1.2x10" (0.5x 101?)
RICH2 80(22) 1.5x10'%(0.8x101%) 0.5x10'%(2.8x1011)

MAPMT | MAPMT

With such high TID values the only options are SRAM-based or anti-fuse
FPGAs: currently a Kintex-7 being studied

82



&) Device Status Report

Device; M2GLOSO0T (M2GL0S0T) Programmer: 36988 (usb86988)

Device Status:
IDCode (read from the device) (HEX):

Device Certificate
Family:
Die:

Design Information
Design Name:
Design checksum (HEX):
Design Version:
Back Level:
Operating voltage:
Internal Oscillator:

Digest Information
Fabric Digest (HEX):
eNVM_0 Digest (HEX):

eMvM_1 Digest (HEX):

Device Security Settings

Programming Information
Cyde count;
VPP Range:
Temp Range:

*algorithm Version:

* Programmer:

* Software Version:

* Programming Software:

* Programming File Type:

2F3071CF

Igloo2
M2GL0S0

DRM2_top
D43

0

0

1.2V
50MHz

24757afd3e69b38195ca8dd 762 12254
0000f78130fa81a379418ec7d7af19e4

55b852781b9995a344c93%b64249 12227
24b96fa9caf4fb9a 141cfc9842c4b0e3

55b352731b9995a44c939b642 4418227
24b36f99c8f4fb9a 141cfc9342c4b0e3

how many times
the FPGA has

Factory test mode access: Allowed. I d b
Power on reset delay: 100ms
System Controller Suspend Mode: Disabled. a rea y een

programmed

129
HIGH [ VPP == 3.3V)
HOT

2

FlashPro 4
FlashPro v11.7
FlashPro Express

* Programming Interface Protocol: JTAG

STAPL

MOTE: * - The above Information is only relevant if the device was programmed through JTAG or 5PI Slave mode.
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130 nm CMOS technology node

100Mrad

e

il _ = -
avoid
100Mrad ) min size
Rt W '
moderate

size W

Tt =ty

STl
RINCE (Radiation Induced Narrow Channel Effect)

There is also a similar effect on RISCE (Radiation Induced Short Channel Effect)



IMEC MPW calendar for 2017

TSMC 3l FIm|lAalmIolar]|lals [o]|N]D|

(T;SMC Bt 23 (s e o STl G 3,25 | 722 | 1,20 | 1226 | 9,24 | 7,21 | 12,26 | 8,23 | 12,27 | 42> | 22 5
eneral 31

TSMC 0.18 CMOS High Voltage BCD Gen 5,16,

Generation 2 7,22 1,25 12 3 7,22 27 31 5 50 24

TSMC 0.13 CMOS Logic or Mixed-Signal/RF, N 14 9 14 9 14 9

General or Low Power (8-inch)

TSMC 0.13 CMOS Logic or Mixed-Signal/RF, 12 25 8

General or Low Power (12-inch)

TSMC 90nm CMOS Logic or Mixed-Signal/RF, 1 26 o8 30 1

General or Low Power

TSMC 65nm CMOS Logic or Mixed-Signal/RF, 3 122 526 31 28 230 4.25 29

General or Low Power ! ! ! !

TSMC 40nm CMOS Logic or Mixed-Signal/RF, 55 15 29 19 24 51 26 23 57 18 22

General or Low Power (no triple gate oxide)

TSMC 28nm CMOS Logic, HPL/HPM/HPC, RF

HPL/HPC 1 1 5 3 7 5 9 6 11 8 13

!reserve 4 months in ad_vance)

Data in RED are preliminary scheduled

UMC
UMC L180 Logic GII/Mixed-Mode/RF 30 27 5 24 2 4
UMC L180 EFLASH Logic GII () 6 3 13
UMC CIS180 Image Sensor 1P4M — CONV diode (¥ 27 10
UMC CIS180 Image Sensor 2P4M - ULTRA diode () 27 10
UMC L130 Logic/ Mixed-Mode/RF 6 26 6
UMC L110AE Logic/Mixed-Mode/RF 3 27 24 19 28 30 11
UMC L65N Logic/Mixed-Mode/RF - LL 6 3* 1 19* 31 18* 30 11
UMC L65N Logic/Mixed-Mode/RF - SP 6 i 1 19* 31 18* 30 11
UMC 55N EFLASH EEPROM LP SPLIT GATE 3 19 18 11
UMC 40N Logic/Mixed-Mode - LP 6 27 1 26 31 2 20
UMC 28N Logic/ Mixed-Mode - HPC (1) 21 12 11 27
Other foundries are also available:
e  ON Semiconductor (from 0.7um to 0.18 um)
e AMS (from 0.35 um to 0.18 um)
e |HP (from 0.25 um to 0.13 um)
« X-FAB (0.18 um) 85
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USE MULTIPLEVT CELLS @cgm

50% Multiple threshold technologies more
\ common

Low V, device = fast, high leakage

Achieves both active and standby leakage

0, T HighV, device = slow, low leakage

—— Leakage -B- Delay reduction

O Multi-V, process reduces leakage power
by an order of magnitude

LeaAkage Current

Low V14

Nominal V14

High Vg
Delay > 87




VARIATION

wafer-to-wafer

GLOBAL

Y

chip-to-chip
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INCREASE OF THE IMPACT OF THE VARIATIONS

Tox(A) ATox(A) ATox/Tox Lg(nm) AL(nm) AlllLg
130nm 22 1 4.5% 130 5 3.1%
90nm 16 1 6.3% 90 5 5.6%
65nm 12 1 8.3% 65 5 7.7%

Lg (nm) 250 180
Vt (mVY) 450 400 330 300 280 200
c-Vt
21 23 27 28 30 32
(mV)
(c-Vt)/Vt 4.7% 5.8% 8.2% 9.3% 10.7% 16%
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CHIPS (WAFERS & DIES)

A wafer

ing)

after process

(
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