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Security tools
Vulnerability scanner – an update

Luca Carbone – INFN MiB
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sectools.org: top ten security tools
by popularity

● Wireshark (1 up) sniffer

● Metasploit (3 up) exploit development/testing platform

● Nessus (2 down) vulnerability scanner 

● Aircrack (17 up) suite of tools for 802.11a/b/g WEP and WPA cracking

● Snort (2 down) network intrusion detection and prevention system

● Cain and Abel (3 up) Windows-only password recovery tool

● Backtrack/Kali (25 up) Security/forensics tools collection on live CD 

● Netcat (4 down) TCP/UDP transmitter/receiver

● tcpdump (1 down) sniffer

● John the ripper (stable) password cracker
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sectools.org: vuln scanners
by popularity

● Nessus

– Latest release: 6.3.3 3/2015

● OpenVAS

– Latest release: 8.0 4/2015

● Core Impact (up to 30 k$/year...)

– Latest release: 2015 R1.1 7/2015

● Nexpose

– Latest release: 6.0 10/2015 (weekly releases: 6.0.n)

● ...
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Nessus vs OpenVAS vs Nexpose
against Metasploitable

● Black-box test (2012: the one and only?) by 
hackertarget.com against a Metasploitable Version 2 
virtual host (an intentionally vulnerable virtual machine 
designed for training, exploit testing, and general target 
practice);

● Nessus home feed V5, OpenVAS V5 (Full scan profile, no 
external tools), Nexpose community edition V? (full audit 
profile)

● Default scan profiles; no credentials – external network 
services focused scan
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Nessus vs OpenVAS vs Nexpose
great disorder under the Heavens, and the situation is excellent...
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Nessus vs 
OpenVAS vs 
Nexpose (vs 
Nmap/NSE)
analysing a specific 

sample of 15 security 
issues
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Nessus vs OpenVAS vs Nexpose
conclusions...?

● The results show significant variation in discovered security 
vulnerabilities by the different tools.

– tune the vulnerability scan profiles to suit your requirements 
(one size DOESN'T fit all);

– run secondary tools (nmap, a secondary vulnerability 
scanning solution and/or specialised tools);

– perform detailed analysis of the results (beware of false 
positives).

● When running internal scans it is probably recommended to 
perform credential supplied scanning – uncredentialed scanning 
is by far less effective in discovering vulnerabilities.
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A quantitative evaluation of vulnerability scanning
Holm, Sommestad, Almroth & Persson - 2011

● The purpose of this paper is to evaluate if automated vulnerability 
scanning accurately identifies vulnerabilities in computer networks 
and if this accuracy is contingent on the platforms used.

● Setup: 7 scanners against 28 Windows/Linux virtual hosts running 
several different network services (HTTP, HTTPS, SMTP, SSH, ...)
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A quantitative evaluation of vulnerability scanning
results (1)

Overview of identified vulnerabilities
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A quantitative evaluation of vulnerability scanning
results (2)

Detection and false 
alarms rate for 
unauthenticated scan
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A quantitative evaluation of vulnerability scanning
results (3)

Detection and false 
alarms rate for 
authenticated scan
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A quantitative evaluation of vulnerability scanning
discussion

● Unauthenticated scans: (…) significant differences between how many 
issues the scanners managed to detect; (…) there is a statistical difference 
between the tools. The frequency of false alarm was fairly low, indicating that 
the tools often fail to assess actual vulnerabilities, but are reliable when they 
do. (…) Informally speaking, it seems that there is a strong connection 
between the detection rate and the rate of false alarms.

● Authenticated scans: (…) all confidence intervals regarding the 
authenticated scans and detection rate fully overlap. Thus, there is no 
reason to believe that the scanners perform statistically different when it 
comes to finding vulnerabilities using credential scans. (…); there is no 
statistical basis for saying that one tool performs better than the other

● Detection rate when doing both unauthenticated and authenticated scans 
are significantly higher on Windows hosts.
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A quantitative evaluation of vulnerability scanning
conclusions

● (…) automated scanning, while useful, only find a subset (20-30%) of the 
vulnerabilities present in a network - accuracy can be improved (up to 40-
50%) by giving scanners credentials to the scanned hosts.

● A combined scan using all the included tools yelds a mean of 80% detection 
rate for credentialed scans – this suggests thah a joint scan using several 
appliances and a unified results database (which is not that easy...) can be a 
potent solution when in need of highly accurate scans.



Arcetri, 4/11/15 INFN - Corso sulla sicurezza informatica 14

OpenVAS versus Nexpose
a quick'n'dirty comparison

● Both scanners tested as VMs.

– OpenVAS: Open Source (the world's most advanced OS vulnerability 
scanner and manager) - forked from the last free version of Nessus; 
plugins are written in NASL (nessus attack scripting language). Actively 
mantained (~ 1 release/year), latest version: 8 (4/2015)

– Nexpose: aims to support the entire vulnerability management lifecycle, 
including discovery, detection, verification, risk classification, impact 
analysis, reporting and mitigation - integrates with Rapid7's Metasploit 
for vulnerability exploitation/validation. Free Community Edition fully 
functional but limited to 32 IP addresses. Resource hungry (8GB RAM 
required, 16 GB recommended - 4 GB RAM at least, otherwise scans 
abort with a not enough memory error), but quite fast (faster than OVAS, 
at least). Actively mantained (weekly updates), latest version: 6.0.0 
(10/2015)
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OpenVAS against ssire
1
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OpenVAS against ssire
2
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OpenVAS QoD (new to 8.0)
describes the reliability of vulnerability detection
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OpenVAS against ssire
3
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OpenVAS against ssire
4

index.html empty

net.ipv4.tcp_timestamps = 0
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OpenVAS against ssire
5

OMD (open monitoring distribution) http server

index.html empty

in httpd.conf:
● Header unset Etag
● FileETag none
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OpenVAS against ssire
6 – auth scan (!!!)
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Qualys SSL server test against ssire
.
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Nexpose against ssire
1 – unauth scan
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Nexpose against ssire
2 – unauth scan
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Nexpose against ssire
3 – unauth scan
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Nexpose against ssire
4 – auth scan
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Nexpose against ssire
5 – auth scan
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OpenVAS against bifrost
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Nexpose against bifrost
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Conclusions
There are more things in heaven and earth, Horatio,

Than are dreamt of in your philosophy. 

● Vulnerability detection & assessment IS NOT an exact 
science...;

● 100% trust in the response of a single tool IS a bad idea;

● It seems that running at least two tools is not only 
recommended, but mandatory; running one credentialed 
scan is recommended:

– say: unauth OpenVAS & nmap w/NSE from outside your 
network; auth Nexpose from inside your network (against 
critical or exposed nodes, at least)
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NSE - Nmap Scripting Engine

poodle!

weak ciphers!
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